UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

JOHN DOE, INC.; JOHN DOE;
AMERICAN CIVIL LIBERTIES UNION; and

AMERICAN CIVIL LIBERTIES UNION
FOUNDATION, DECLARATION OF MELISSA

GOODMAN

Plaintiffs,

V.
No. 04 Civ. 2614 (VM)

ERIC HOLDER, Jr., in his official capacity as
Attorney General of the United States; ROBERT
MUELLER 111, in his official capacity as Director |-SEATED- Lfacved
of the Federal Bureau of Investigation; and
VALERIE CAPRONI, in her official capacity as
Senior Counsel to the Federal Bureau of
Investigation,

Defendants,

DECLARATION OF MELISSA GOODMAN
I, Melissa Goodman, of Brooklyn, New York, do declare:

1. I am a staff attorney with the Ameri;:an Civil Liberties Union’s (“ACLU"™)
National Security Project, and I represent the plaintiffs in this case.

2, As an agent of an entity that has been served with a National Security Letter
(“NSL”), the ACLU is subject to a gag imposed by the Federal Bureau of Investigation (“FBI”).

3. In reliance on the NSL statute’s gag provisions, the FBI continues to suppress a
wide range of information about the NSL issued to the John Doe plaintiff in this case and
information about the FBI's use of NSLs more generally. The Third Declaration of Ann Beeson
filed in support of plaintiffs’ 2006 Motion for Summary Judgment provides a comprehensive

summary of the information the FBI once suppressed, and the information it continues fo
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suppress, in this litigation. Both the un-redacted and redacted versions of the NSL at issue in this
case are attached hereto as Exhibit A and B, respectively.

4. Among other things, the FBI continues to suppress all information about the
general categories and types of records the FBI sought to obtain through, the now-withdrawn
NSL issued to Doe. Specifically, the FBI continues to suppress the fact that the FBI demanded
“transaction/activity logs and all e-mail header information.” Compare Exh. A at 1 with Exh. B
at 1. The FBI also continues to suppress in its entirety the “Attachment” to the NSL issued to
Doe. Compare Exh. A at 3 with Exh. B at 3. The “Attachment” to the NSL contains a list of
types of records Doe may have considered “electronic communication transactional records,”
and that therefore Doe was require& to disclose to the FBL Exh. A at 3.

November 2008 Office of Legal Counsel Memorandum |

5. On January 16, 2009, the Department of Justice publicly released a number of
Office of Legal Counsel (“OLC”) memoranda that had previously been secret. Among them was
a memorandum dated November 5, 2008, concerning the scope of the FBI's statutory authority
to demand certain kinds of records through NSLs. See Office of Legal Counsel, Requests for
Information Under the Electronic Communications Privacy Act, Memorandum Opinion for the
General Counsel Federal Bureau of Investigation (Nov. 5, 2008) (hereinafter “OLC Memo’;).
The OLC Memo is attached hereto as Exhibit C.

6. The FBI had sought the OLC’s opinion as to whether it had the statutory authority
to demand records beyond the four types of information listed in the NSL statute — names,
addresses, length of service, and toll billing records. Exh. C at 1-2. The OLC concluded that the
FBI lacked the statutory authority to demand records beyond those listed in the statute. Id. at 2.

The OLC also concluded that the same limitation applied to demands for “electronic



communication transactional records” - a term left undefined in the NSL statute. /d at 3 n.3, 4.
When issuing an NSL to electronic communication service providers, the FBI could demand
only “those categories of information parallel to subscriber informaﬁon and toll billing records
for ordinary telephone service.” Id.

7. To any reader, the OLC Memo is significant because the OLC interpreted the
FBI's NSL authority narrowly. However, to ACLU counsel who have seen the NSL Attachment
in this case {and another NSL Attachment in the context of another lawsuit, see infra), and who
have some knowledge of the types of information the FBI has actually sought through NSLs, the
OLC Memo has a much greater significance. It suggests that, prior to the issuance of the OLC
Memo, the FBI used NSLs to demand records to which the OLC later concluded the FBI was not
entitled. The information contained in the Attachment that ACLU counsel are still prohibited
from disclosing shows that the FBI tried to use the NSL at issue in this case to obtain information
beyond that which the OLC found it was entitled to obtain under the statute. It also shows that
the FBI had interpreted its statutory authority, and the term “electronic communication
transactional record,” much more broadly than the OLC later concluded was appropriate.

8. IMediately upon reading the OLC Memo, ACLU counsel became concerned
that, prior to the issuance of the OLC memo, the FBI may well have obtained through NSLs a
very large number of records to which it was never entitlied under the statute. ACLU counsel
also became concerned that these records may remain in FBI files or in FBI databases. In the
OLC Memo, the OLC specifically declined to address “whether the FBI must purge its files of
any additional information given to it by communications providers.” Jd. at 4 n.5.

9. Soon thereafter, ACLU counsel brought the OL.C Memo to the attention of ACLU

lobbyists in the ACLU”s Washington Legislative Office who work on NSL and FBI surveillance



issues. Because of the NSL gag order, however, we were hampered in our ability to explain to
them why we believed the OLC Memo was so significant. We were able to express our general
concern that the FBI may have interpreted its NSL authority more broadly than the OLC, that it
may have obtained many records it was not entitled to obtain, and that those records may not
have been purged from FBI files. We could not, however, explain specifically why we had those
concerns or provide them with any evidence (such as the Attachment) that suppé;rted our
concerns. In fact, we could not even explain that evidencé fo back ﬁp our concerns existed. Asa
result, our concerns sounded purely speculative or hypothetical. ¥t was impossible to impress
upon our colleagues that the question of whether the FBI had purged records to which it was
never entitled was an urgent one potentially affecting many Americans’ privacy rights.

10.  More troubling, thek NSL gag order in this case is also preventing the ACLU from
explaining the full significance of the OLC Memo to members of Congress and to executive
branch officials. The ACLU is unable to provide them with concrete evidence to substantiate its
concern that the FBI likely possesses many records that it should be required to purge from its
files and databases. ACLU counsel cannot even arm their lobbyist colleagues with the
information necessary to inform officials who might otherwise be willing to investigate. Our
inability to do so makes it difficult to convince members of Congress or the executive branch
that this is an issue that merits urgent attention.

Continued NSL Reform Advocacy

11.  More generally, the NSL gag order continues to prohibit the ACLU from sharing

relevant information with members of Congress as they continue to consider reforms to the NSL

statute.



12.  Congress is still actively engaged with the question of NSL reform. At least one
NSL reform bill is currently pending in Congress. On March 30, 2009, Representative Jerrold
Nadler (D-NY) and Representative Jeff Flake (R-AZ) introduced legislation to narrow the scope
of the NSL power and to further reform the gag provisions. See National Security Letters
Reform Act of 2009, H.R. 1800, 111" Cong. (2009).

13. | Additionally, three Patriot Act provisions are set to expire on December 31, 2009.
Although the NSL provisions are not among those expiring at the end of this year, it is very
likely that Congress will consider changes to the NSL statute when it deﬁates whether to
reauthorize the other Patriot Act powers. When Representative Nadler introduced his NSL bill
earlier this year, he issued a press release that stated: “With portions of the USA PATRIOT Act
scheduled to sunset this year, now is an opportune moment to enact these important changes to
statutes and procedures regarding NSLs.” Press Release, Nadler Reintroduces Bipartisan
National Security Letters Reform Act, Mar. 30, 2009, available ar
http://www.house.gov/list/press/ny08_nadler/BipartisanNationalSecurityLettersReformAct_3003
2009.html; see also Press Release, Nadler Statement on President Obama’s National Security
Remarks, May 21, 2009, available at
http://www.house.gov/list/press/ny08 nadler/ObamaNatSecurRemrks052109 html (discussing,
among other things, Rep. Nadler’s desire to pass his NSL reform bill}. Just two weeks ago,
Senators Russ Feingold and Dick Durbin publicly announced that they are “advocating reforms
to the USA PATRIOT Act and related surveillance laws as part of the reauthorization of expiring
provisions that the Senate will consider later this year,” and that they “want modifications to the
USA PATRIOT Act similar to those outlined in the Security and Freedom Enhancement (SAFE)

Act of 2005 and the National Security Letter (NSL) Reform Act of 2007.” Press Release,



Feingold, Durbin Press for Patriot Act Reforms, Aug. 6, 2009, available at
hitp://feingold.senate. gov/record.cfin?id=316859. Moreover, in a comprehensive report issued
to House Judiciary Committee Chairman John Conyers, Jr. in March 2009, the House Commiitee
on the Judiciary Majority Staff explicitly recommended that the Committee take up legislation fo
reform the NSL statues and curb executive abuses of the NSL record demand and NSL gag
powers. See House Committee on the Judiciary Majority Staff, Final Report to Chairman John
Conyers, Jr., Reining in the Impérial Presidency: Lessons and Recommendations Relating to the
Presidency of George W, Bush, Mar. 2009, available at
hitp://judiciary.house.gov/hearings/printers/1 11th/IPres090316.pdf.

14.  Because of the gag order, however, ACLU counsel are prevented from providing
relevant information that would inform the NSL debate to members of Congress. ACLU counsel
are still prevented from sharing with members of Congress their knowledge about the
government’s actual use of NSLs, the specific types of information the FBI has sought to obtain
through NSLs, their evidence that the FBI has interpreted its NSL power broadly, and their
evidence that the FBI has used its NSL authority to try to obtain access to records to which it is
not entitled under the statute. ACLU counsel are also prevented from sharing with members of
Congress their concerns that the FBI has misused its NSL gag power in this case to suppress
important but non-sensitive information. In April 2008, Jameel Jaffer, one of the lawyers who
represents plaintiffs in this case, was invited to testify before the House Subcommittee on the
| Constitution, Civil Rights and Civil Liberties about the need for NSL reform. The gag order in
this case prevented Mr. Jaffer from sharing relevant information during the course of his

testimony.



15.  The ACLU also remains unable to share critical information with the press and
the public. For example, in anticipation of Congress’ Patriot Act reform efforts later this year, in
March 2009, the ACLU released a report entitled “Reclaiming Patriotism: A Call to Reconsider
the Patriot Act.” The comprehensive report aimed to educate the public about the scope of the
government’s Pairiot Act powers, its abuse of those powers over time, and to make the case that
the Patriot Act powers are not as necessary or effective as the government claims. The report
was delivered to congressional offices on Capitol Hill. It was also posted to the ACLU’s '
recently re-launched Patriot Act reform Websité, www.reformthepatriotact.org. Although the
ACLU has uniqué insight into the FBI’s acfual use (and abuse) of its NSL powers, because of
the NSL gag order the ACLU was prohibited from including specific and relevant information
about the NSL issued to Doe in this report or on the new website.

Internet Archive NSL

16.  On November 26, 2007, the FBI served an NSL on the Internet Archive (“the
Archive™), demanding that it turn over records about one of its patrons. The Archive is a digital
library, founded in 1996 with the purpose of offering permanent access for researchers,
historians, and scholars to historical collections that exist in digital format. The NSL, which was
delivered to Brewster Kahle, the Archive’s founder and digital librarian, imposed a gag order on
the Archive, its agents, and its employees.

17.  In December 2007, the ACLU and Electronic Frontier Foundation (“EFF”) filed a
lawsuit challenging the constitutionality of the NSL gag order imposed on the Archive and the
NSL statute’s gag provisions. The ACLU and EFF also filed a petition to set aside the demand
for records. The ACLU and EFF initially filed the lawsuit under seal in order to avoid violating

the gag order.



18.  Inlate April 2008, as a result of a seftlement agreement, the FBI withdrew both its
demand for records and the NSL gag order. As a result, Mr. Kahle was permitted to disclose the
Internet Archive’s receipt of an NSL, to identify himself as an NSL recipient, and to discuss his
Jegal challenge to the NSL and the NSL gag order. Becéuse Mr. Kahle was only the second NSL
recipient ever permitted to speak about the NSL he received, the Internet Archive NSL received -
considerable press aletention. See, e.g., Norman Oder, Internet Archive Resists NSL, Library I.,
June 1, 2008; Eric Mink, Internet Pioneer, Privacy Hero: Why Brewster Kahfe Told the FBI
“No, ” St. Louis Post-Dispatch, May 14, 2008; Ellen Nakashima, FB/ Backs Off From Secret
Order for Data After Lawsuit, Wash. Post, May 8, 2008; Bob Egelko, Online Library Gets FBI
to Back Off, S.F. Chron., May 8, 2008; FBI Retreats From Secret Request for Data, United Press
Int’l, May 7, 2008; Paul Elias, FBI Wiflédmws Digital Library's National Security Letter, Assoc.,
Press, May 7, 2008; Grant Gross, Internet Archive Challenges FBI's Secret Records Demand,
PCWorld, May 7, 2008.

19.  As part of the settlement agreement, the FBY agreed that the case should be
unsealed and that previously sealed legal papers could be filed on the public docket, with
rinimal redactions. One of the documents subsequently filed on the public docket was the NSIL.
the Archive had received from the FBI. The public version of the Internet Archive NSL is
attached hereto as Exhibit D.

20.  The public version of the Archive NSL reveals information that is either identical
to or extremely similar to information that the government continues to suppress in this case.

For example, the public version of the NSL states that the Archive was directed to disclose
“transaction/activity logs and all electronic mail (e-mail) header information.” Exh.Dat 1.

These exact words remain redacted with respect to the NSL at issue in this case. The public



version of the Archive NSL contains a redacted version of the “Attachment” appended to the
NSL. The public version of the Archive NSL Attachment states the title of the document. /d. at
3. The public version of the Archive NSL Aitachment states: “In preparing your response to this
National Security Letter, you should determine whether your company maintains the following
types of information which may be considered by you to be an electronic communications
transactional record in accordance with Title 18 United States Code Section 2709.” Id.
Although the list describing the specific types of records sought remains redacted, one item on
that list is un-redacted: “[a]ny other information which you consider to be an electronic
communication transactional record.” Id. The public version of the Archive NSL Attachment
also states: “We are not directing that you should provide, and you should not provide,
information pursuant to this letter that would disclose the content of any electronic
commumication as defined in Title 18 United States Code Section 2510(8). Subject lines of e-
mails are content information and should not be provided pursuant to this letter. If records
provided are particularly large we request that you provide this information in electronic format
preferably on a CR-ROM or DVD.” Jd. Information identical to or similar to this information

remains redacted with respect to the NSL Attachment at issue in this case.

I declare under penalty of perjury that the foregoing is true and correct to the best of my

knowledge and belief. Executed on this 21st day of August 2009,

Ml gﬂmw

Melissa Goodman




‘Exhibit A




U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Plesse Refer o
File No.

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
{U.8.C.), Section 2709 {as awmended, QOctober 26, 2001), vou are
hereby directed to provide the Federal Bureau of Investigation
(FBI) the names, addresgses, lengtha of service and electronic
communication transactional records, teo include existing
transaction/activity logs and all e-mail header information (not

to include message content and/or subject fields), for the below-
listed email address:

In accordance with Title 18, U.8.C., Section 2708(b), I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an
invegtigation of a United States person is not conducted solely
on the basis of activities protected by the First Amendment to
the Constitution of the United States.

You are Further advised that Title 18, U.8.C., Section
2708 {c), prohibits any officer, employee or agent of yours from
disclosing to any person that the FBI has sought or obtained
accese to information or records under these provisions,

You are requested to provide records regponsive to this
request pexsonally to a representative of the

SR o5 the FBI. Any questions vou have regarding this request
should be directed only to the W Due o
security congiderations, you should neither send the records

.through the mail nor disclose the substance of this request in
any telephone conversatiorn.




Your cooperation in this matter ls greatly appreciated.

Sincerely,

Marion E. Bowman

Senior Counsel

National Security Affairs
Qffice of the CGeneral Counsel



ATTACHMENT

"In preparing your response Lo this request, vou should
determine whether your company maintaing the following
types of information which may be considered by you to
be an electronic communication transactional record in

accordance with Title 18, United States Code, Section
2709:

-~ Any other information which you consider to be an
electronic communication transactional record

We are not reguesting, and you should not provide,
information pursuant to this request that would
disclose the content of any electronic communication as
defined in Title 18, United States Code, Section
2510(8) .
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U.8. Department of Justice

‘ederal Burean of Investigation

In Reply; Pleast Refer o '
Fike Na.

' . upder the authority of Bxecutive Dyder 12333, dated
December 4, 1881, and pursuant to Title 18, United Btates Code
(7,8.0.), Begtion 2708 Llas awended, Octobar 26, 2001), you are .
hereby directed to provide’ the Federal Bureau of Investigation
(PRI} the names, addresses, lengths of sexvice and electronic
communication transactional TECOTCR.

' 1a accordance with Title 18, v.s.C., Section 2709{b}, T
nereify that the information sought is relevint to an authorized
investigation to probect againat {prernational terrorism or
clandestine intelligencs activities, and that such an

 imvestigation of & Unitad States parson ig not conducted solely
on the bzais of activities protected by the wirst Amendment to
eha Constitution of the United Btates. :

You are further sdvised that-Title 18, U.8.C., Section
2100 (e), prohibite any officer, smployes or agent of yourg from
. disclosing to any person that the FBI nas gought' or obtainsd
accesg to information OF racords under these provisions.

~You are reguested Lo provide records I&SpORSIVS to thisg.
request persopally to & representative of the & :
g ot the FBL. Any questions
should be directed only to the .. Due 1o
security conaiderations, you ahomld neither send the records
through the mail now discloge the substance of thig reguest in

any telephone con

LRLB Tequest

versabion.



vour cocoperation in enis mavber is greatly appreciated.

T gincersly. ; C
‘ .Maricn E. Bowman A
i ‘genior Counsel

National Security'hffairs
office of the General Counsel

-

&
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REQUESTS FOR INFORMATION UNDER THE
ELECTRONIC COMMUNICATIONS PRIVACY ACT

The Federal Bureau of Investigation may issue a national security letter to request, and a
provider may disclose, only the four types of information—name, address, length of service, and local
and long distance toll billing records—listed in 18 U.S.C. § 2709(b)(1).

The term "local and long distance toll billing records " in section 2709(b}(1} extends to records
that could be used to assess a charge for outgoing or incoming calls, whether or not the records are used
Jor that purpose, and whether they are linked to a particular account or kept in aggregate form.

Before issuance of a national security letter, a provider may not tell the FBI whether that
provider serves a particular customer or telephone number, unless the FBI is asking only whether
the number is assigned, or belongs, lo that provider.

November 5, 2008

MEMORANDUM OPINION FOR THE GENERAL COUNSEL
FEDERAL BUREAU OF INVESTIGATION

You have asked whether, under the Electronic Communications Privacy Act of 1986,
Pub. L. No. 99-508, § 201, 100 Stat. 1848, 1860 (“ECPA™), codified as amended at 18 U.S.C.
§ 2709 (2000 & West Supp. 2008), the Federal Bureau of Investigation (“FBI”} may obtain
certain types of information from communications providers. See Memorandum for Steven G.
Bradbury, Principal Deputy Assistant Attorney General, Office of Legal Counsel, from Valerie
Caproni, General Counsel, Federal Bureau of Investigation, Re: Electronic Communications
Privacy Act {Aug. 28, 2007) (“FBI Memorandum™). Section 2709(b)(1) of ECPA enables the
FBI to “request the name, address, length of service, and local and long distance toll billing
records” of a subscriber, if that information may be “relevant to an authorized investigation to
protect against international terrorism or clandestine intelligence activities, provided that such an
investigation of a United States person is not conducted solely on the basis of activities protected
by the first amendment to the Constitution of the United States.” The provider “shall comply”
with such a request. See id. § 2709(a). In most other circumstances, ECPA prohibits the
disclosure of a “record or other information pertaining to a subscriber to or customer of”
a communications service. See 18 U.S.C.A. § 2702(a)(3).

In response to your specific questions, we conclude: (i) the FBI may issue a national
security letter (“NSL”} o request, and a provider may disclose, only the four types of
information—name, address, length of service, and local and long distance toll billing records——
listed in section 2709(b)(1); (ii} the term “local and long distance toll billing records” in section
2709(b)(1) extends to records that could be used to assess a charge for outgoing or incoming
calls, whether or not the records are used for that purpose, and whether they are linked to a
particular account or kept in aggregate form; and (1ii) before issuance of an NSL, a provider may
not tell the FBI whether that provider serves a particular customer or telephone number, unless
the FBI 15 asking only whether the number is assigned, or belongs, to that provider.'

' We solicited and received the views of the National Security Division and the Criminal Division on these
questions.
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L
Under 18 U.S.C. § 2709(a), a wire or electronic communications service provider

shall comply with a request for subscriber information and toll billing records
information, or electronic communication fransactional records in its custody or
possession made by the Director of the Federal Bureau of Investigation under
subsection (b) of this section.

Section 2709(b)(1), in turn, enables the Director or his designee to

request the name, address, length of service, and local and long distance toll
billing records of a person or entity if the Director (or his designee) certifies in
writing to the wire or electronic communication service provider to which the
request is made that the name, address, length of service, and toll billing records
sought are relevant to an authorized investigation to protect against international
terrorism or clandestine inteliigence activities, provided that such an investigation
of a United States person is not conducted solely on the basis of activities
protected by the first amendment to the Constitution of the United States.

You have asked whether the four types of information listed in subsection (b)(1)-the
subscriber’s name, address, length of service, and local and long distance toll billing records—
are exhaustive or merely illustrative of the information that the FBI may request and a provider
may turn over. We conclude that the list in section 2709(b)(1) is exhaustive.

A.

We begin with the text of the statute. Limtiaco v. Camacho, 127 8. Ct. 1413, 1418
(2007). Section 2709(b) authorizes the FBI to request from a provider “the name, address, length
of service, and local and long distance toll billing records of a person or entity.” By its express
terms, snbsection (a), which specifies the information that the provider is to disclose, reaches
no further than the information that the FBI may request under subsection (b): subsection (a)
requires a provider to comply with a request for “subscriber information and toll billing records
information™ made by the FBI “under subsection (b).” 18 U.S.C. § 2709(a) (emphasis added).
Subsection (b} specifies the items for which the FBI may ask, and there is no indication that the
list of items is illustrative. Cf Burgess v. United States, 128 S, Ct. 1572, 1578 n.3 (2008)
(examples where the word “includes” may enlarge the meaning of a definition beyond the terms
in the list). The list—the name, address, length of service, and local and long distance toll billing
records of a person or entity, see id § 2709(b)(1)}—thus sets the limits of what the FBI may
request under section 2709, as well as what the provider may disclose under that provision.

The text of subsection (b) forecloses an interpretation that would add other types of information

? Although the same issue could arise under section 2709(b)(2), we refer to section 2709(b)1} for
convenience, because your question about “toll billing records,” to which we turn below, relates only to section
2709(b)Y(1).



Requests for Information under the Electronic Communications Privacy Act

to the excepted categories. See Swierkiewicz v. Sorema N.A., 534 U.8. 506, 513 (2002)
(applying the canon of expressio unius est exclusio alterius).’

ECPA’s structure reinforces this conclusion. Section 2709 is an exception to the
background rule of privacy established by 18 U.S.C. § 2702(a), which generally bars a provider
from giving the Government a record or other information pertaining to a subscriber or customer.
Here, the exceptions listed in section 2709(b)(1) specify some types of information—a
subscriber’s name, address, length of service, and billing records—and not others. Other
exceptions to the rule of privacy appear in section 2702(b), dealing with voluntary disclosures,
and in section 2703, dealing with disclosures in response to subpoenas or warrants. We would
not infer additional exceptions. Se¢ 2A Norman J. Singer, Statutes and Statutory Construction
§ 47.11, at 250-51 (6th ed. 2000) (“Where there is an express exception, it comprises the only
limitation on the operation of the statute and no other exceptions will be implied. . . . [W]here
a general provision in a statute has certain limited exceptions, all doubts should be resolved in
favor of the general provision rather than the exceptions.”).*

The FBI Memorandum suggests that, under basic principles of interpretation, the general
term “subscriber information” should be construed in light of specific examples in the statute.
FBI Memorandum at 3-4. According to the FBI Memorandum, the term “subscriber
information” in subsection (a) should encompass all information similar to the types specified
in subsection (b), so that a provider could turn over, for example, a subscriber’s date of birth or
social security number, Under the widely employed canon of statutory construction known as
“ejusdem generis,” “where general words follow specific words in a statutory enumeration, the
general words are construed to embrace only objects similar in nature to those objects
enumerated by the preceding specific words.” Circuit City Stores v. Adams, 532 1.5, 105, 114-
15 (2001) (internal quotation marks and citation omitted); see also Vanderbrook v. Unitrin

¥ Subsection (a) also refers to “electronic communication transactional records™ requested under subsection
(b). In its current form, however, subsection (b) does not include this term. As originally enacted, subsection (b}
did not specify the items of information that the PBI couid request, but simply provided the means by which the FBI
could ask for “any such information and records™ as were described in subsection {2). Pub. L. No. 99-508, § 201,
100 Stat. 1848, 1867 (1986), Whenr Congress in 1993 added to subsection (b) the specification of “name, address,
length of service, and toll billing records,” it did not include “electronic communication transactional records™ in
that list. Pub. L. No. 103-142, 107 Stat, 1491 (1993}, Nevertheless, the reference to “electronic communication
transactional records” in subsection (a), along with the absence of the phrase in subeciion (b}, does not undermine
the conclusion that the categories of information listed In subsection (b) are exclusive. As the committee report on
the original enactment explained, the language about “electronic communication transactional records™ gives the
FBI “the necessary authority [to issue NSLs] with regard to subscriber information and toll billing information
with respect to electronic communication services other than ordinary telephone service.” 5. Rep. No. 99-541, at 44
(1986) (emphasis added). While clarifying that NSLs can extend to other types of services, therefore, the langnage
reaches only those categories of information parallel to subscriber information and toll billing records for ordinary
telephone service.

* The conclusions in this memorandum apply only fo disclosures under section 2709, We do not address
other statutory provisions under which Jaw enforcement officers may get information pertaining lo electronic
communications. See, e.g., 18 U.S.C. § 2702(b)8), (¢)(4) (West Supp. 2008} (authorizing disclosure of
communications and customer records to governmental entities if the provider reasonably “believes that an
emergency” involving “danger of death or serious physical injury to any person™ justifies disclosure of the
information); id. § 2703(a) (authorizing disclosure to a governmental entity of “the contents of a wire or
electronic communication™ pursuant to a warrant}.
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Preferred Ins. Co., 493 F.3d 191, 219 (5th Cir. 2007) (noting that the efusdem generis canon
“is used to interpret general terms (e.g., ‘and the like”) following a list of specific terms™). The
canon thus allows a list of specific terms to define and limit an otherwise ambiguous term within
the same list. See, e.g., 2A Norman J. Singer, Statutes and Statutory Construction § 47.17, at
188 (5th ed. 1992). The FBI Memorandum, however, would rely on this canon to draw the
reverse inference, by expanding the meaning of a general term (“subscriber information”) that
appears outside the list of terms in section 2709(b) and in a separate subsection of the statute.
Even if the text of section 2709(a) were unclear, the canon of efusdem generis would offer little
support for the argument that subsection (a} should be interpreted more broadly than subsection
(b). In any event, because the text of subsection (a) shows that a provider is to supply only
information requested under subsection (b), the canon of ejusdem generis does not apply. See,
e.g., Tourdot v. Rockford Health Plans, Inc., 439 F.3d 351, 354 (7th Cir. 2006) (noting that the
canon of ¢jusdem generis applies only where a statutory term is ambiguous, that it may not be
used “both to create and to resolve [a statutory] ambiguity,” and that it “may not be used to
defeat the obvious purpose or plain meaning of the text™),

B.

The FBI Memorandum also relies upon the legislative history of ECPA’s 1993
amendments to argue that, using NSLs, the FBI may seek and providers may disclose—as
“subscriber information™—"any information kept by the communications service provider for
its own business purposes that identifies the subscriber,” not just the types of information listed
in section 2709(b). FBI Memorandum at 5. In our view, the language of the provision is
straightforward, and “[g]iven [a] straightforward statutory command, there is no reason to resort
to legisiative history.” United States v. Gonzales, 520 U.S. 1, 6 (1997). In any event, we believe
that the legislative history accords with our conclusion.

In a passage that the FBI Memorandum cites, the House Judiciary Committee Report
for the 1993 amendments stated that “[t]he Commitice intends . . . that the authority to obtain
subscriber information . . . under section 2709 does not require communications service
providers to create records which they do not maintain in the ordinary course of business.” H.R.
Rep. No. 103-46, at 3 (1993}, reprinted in 1993 U.S.C.C.AN. 1913, 1515, While the legislative
history of ECPA therefore suggests that the statute does not require a provider to “create” new
records, it does not follow that the statute would authorize the FBI to seek, or the provider to
disclose, any records simply because the provider has already created them in the ordinary
course of business. The universe of records subject to an NSL is still restricted to the types listed
in the statute.’

Indeed, the 1993 amendments clarified and underscored the limitations on the scope of
“subscriber information.” As the House Judiciary Committee Report explained, “[i]nstead of
‘subscriber information,” the amendment here uses more specific terms: ‘name, address, length
of service.”” H.R., Rep. No. 103-46, at 3, reprinted in 1993 U.S.C.C.AN, at 1915 (emphasis
added). More generally, the Report set the context of the amendments by declaring that “the

* We do not address whether the FBI must purge its files of any additional information given to it by
cemmunications providers.
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national security letier is an extraordinary device” and that “[njew applications [for its use] are
disfavored.” Id. at 3, reprinted in 1993 U.5.C.C.AN. at 1914-15. Where Congress enlarged the
FBI’s authority in the 1993 amendments, it placed careful fimits on the new authority. It rejected
one FBI proposal as “too broad” and substituted a narrower provision. See id. at 2, reprinted in
1993 U.S.C.C.AN. at 1914. The Report, therefore, reinforces our construction of the text.

Ii.

Next, you have asked whether, under section 2709, the term “local and long distance toll
billing records” includes records of incoming and outgoing calls upon which a charge could be
assessed, whether or not a provider actually assesses a charge, and whether or not a provider
maintains such records as aggregate data (as opposed to subscriber-specific data), We believe
that the term includes records of individual calls identifying the telephone numbess called from
a particular telephone number or attributed to a particular account, if maintained in the normal
course of a provider’s business, whether or not the provider charges for each such call. In our
view, moreover, section 2709 encompasses call records stored in aggregate form, even if they
are not organized by customer accounts, provided that, as explained below, an NSL for such
information is not unreasonably burdensome.

A,

Section 2709(a) requires a provider, in response to an NSL, to supply “subscriber
-information and toll billing records information.” As we explained in part I, section 2709(b)
specifies the “subscriber information and toll billing records information” that an NSL may
demand and a provider may supply. This information consists of “the name, address, length
of service, and local and long distance toll billing records of a person or entity.” In addition
to “subscriber information,” therefore, an NSL may demand, and a provider must turn over,
“tol} billing records information,” consisting of “local and long distance toll billing records.”

The “billing records” to which section 2709 refers could denote either records that are
actually used for billing or records that could be used for that purpose. In the abstract, either
meaning could be a natural use of language. For example, the phrase “running shoes” could
mean either shoes actually used for running or those of a type making them suitable for that
purpose, even if the owner only walks. We believe that the phrase “local and long distance
toll billing records™ covers records—including the caller’s number, the number dialed, and the

~duration of the call--that are svitable for billing, whether or not the provider imposes a per call
“toll.”

As originally enacted, section 2709(b) provided that the FBI could use NSLs to seek

“toll billing records.” See 100 Stat. at 1867. In 1996, Congress amended the provision to read
“local and long distance toll billing records.” See Intelligence Authorization Act for Fiscal Year
1997, Pub. L. No. 104-293, § 601, 110 Stat. 3461, 3469 (1996). The amendments clarified that
billing records for local service, as specified in section 2709(b)(1), could be a type of “toll billing
records information” that section 2709(a) directs a provider fo turn over in response to an NSL.
The reference in section 2709(b)(1) to billing records for “local” service, as a type of “toll billing
records information™ within section 2709(a), makes sense only if it encompasses records that are
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not actually used for billing customers, but are of a type that could be put to that use, because
*“local” service has traditionally been understood to be service for which the provider does not
impose a per call “toll.”

The terms “local” and “long distance 011" are well established terms in the
communications industry. See, e.g., N.C. Utils. Comm'nv. FCC, 552 F.2d 1036, 1045 (4th Cir.
1977) (distinguishing local service from ““toll,” or long distance, service” and suggesting both
are “term(s] of art”). Traditionally, local service has been identified and defined by the absence
of per call charges, or “tolls.” See Newton's Telecom Dictionary 488 (20th ed. 2004) (defining
“local call” as one that “may or may not cost money. In many parts of the United States, the
phone company bills its local service as a ‘flat’ monthly fee.”). By contrast, long distance
service has been defined by the use of per call “toll” charges. See id. at 839 (defining “toll call”
as “[a] long distance call”); see also Webster's Third New International Dictionary 2405 (1993)
(defining “toll” as “‘a charge for a long-distance telephone cail”).

Congress has distinguished between “local” and “long distance toll” calls on this basis for
as long as the federal Government has regulated the telecommunications industry. In section 3
of the Communications Act of 1934, for example, Congress defined the term “telephone toll
service” as “telephone service between stations in different exchange areas for which there is
made a separate charge not included in contracts with subscribers for exchange service.” Act of
June 19, 1934, ¢. 652, § 3, 48 Stat. 1064, 1066, codified at 47 U.S.C. § 153(s) (1934) (emphasis
added). Congress separately defined “telephone exchange service,” otherwise known as “local”
service, as “service within a telephone exchange, or . .. within the same exchange area .. . and
which is covered by the exchange service charge.” 48 Stat, at 1066, codified at 47 U.S.C.
§ 153(r) (1934} (emphasis added). As the Federal Communications Commission explained in its
rule implementing the AT&T consent decree, the definitions in the Communications Act “rel[y]
primarily upon the non-toll or toll nature of a call to determine whether the call is a [local] or
[long-distance] call.” See Memorandum Opinion, Order and Authorization, FCC 83-566,
96 F.C.C.2d 18,9 17 n.24 (Dec. 23, 1983); see also OfficeMax, Inc. v. United States, 428 F.3d
583, 596 (6th Cir. 2005) (explaining that before the divestiture of AT&T, all long distance calls
were subject to tolls, which varied according to the duration of the call and the distance between
the callers); Howard A. Shelanski, Adjusting Regulation to Competition: Toward a New Model
Jor U.S. Telecommunications Policy, 24 Yale J. on Reg. 55, 59-60 (2007) (noting that before
divestiture of its local assets, “AT&T charged flat monthly fees for local service, [but] it charged
by the minute for long-distance service, and the [Federal Communications Commission] allowed
AT&T to set long-distance rates well above cost for the purpose-—at first implicit and later
expressly stated—of providing profits AT&T could use to cross-subsidize local rates in support
of universal service policies™),

Even the tax code draws the distinction between “local” and “toll” calls. For example,
the Excise Tax Reduction Act of 1965, Pub. L. No. 89-44, 79 Stat. 136, 145 (1965) (“ETRA™),
amended the Internal Revenue Code to impose a three percent excise tax on, among other things,
“local telephone services.” See 26 U.S.C. §§ 4251(b)(1)}(A), 4252(a) (2000). Excluded from the
definition of the term “local telephone services™ was any “toll telephone service,” as defined in
section 4252(b). See, e.g., Reese Bros., Inc. v. United States, 447 F.3d 229, 233 (3d Cir. 2006);
Western Elec. Co. v. United States, 564 F.2d 53, 55 (Ct. Cl. 1977). “Toll telephone service”
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means, in relevant part, a “telephonic quality communication for which . . . there is a toll charge
which varies in amount with the distance and elapsed transmission time of each individual
communication.” 26 U.S.C. § 4252(b)(1).°

In view of this background, when Congress inserted the words “local and long distance”
before “toll billing records” in section 2709(b)(1), it was not limiting ECPA to those locat calls
for which a provider imposes a per call “toll,” We presume that Congress understood the well
established distinction between “local” and “long distance toll” calls and knew that “local”
service was frequently defined by the absence of a per call charge. See Standard Oil Co. v.
United States, 221 U.S. 1, 59 (1911) (*{W1here words are employed in a statute which had at the
time a well-known meaning at common law or in the law of this country they are presumed to
have been used in that sense.”) (emphasis added); Felix Frankfurter, Some Reflections on the
Reading of Statutes, 47 Colum. L. Rev. 527, 537 (1947) (“[I}f a word is obviously transplanted
from another legal source, whether the common law or other legislation, it brings the old soil
with it.”). Therefore, the reference to “billing records” for “local” service in section 2709(b)(1},
as a type of “toll billing records information” that section 2709(a) requires a provider to turn
over, is best read to cover records that could be used for per call billing, not only those that
actually are used for that purpose.

When Congress enacted the 1996 amendments, it was well known that providers of
telephone service might keep records of local calls from or attributable to particular numbers,
even if they did not assess per call charges. Providers had long used pen registers, for example,
to record all telephone numbers dialed from particular telephones, whether the calls were local or
long distance. See, e.g., Smith v. Maryland, 442 U.S. 735, 749 (1979) (Marshall, J., dissenting)
(emphasizing that the Court’s conclusion hinges on the fact “that pen registers are regularly used
for recording local calls™); Hodge v. Mountain States Tel. & Tel. Co., 555 F.2d 254, 266 (9th Cir.
1977) (Hufstedler, J., concurring) (emphasizing that pen registers collect records of local calls);
In the Matter of Grand Jury Subpoenas to Southwestern Bell Mobile Systems, Inc., 894 F. Supp.
355, 358 (W.D. Mo. 1995) (“Southwestern Beil”) (holding the term “toll billing records” means
““billing records and telephone tol! records (including the record of long distance numbers and
message unit detailing information)™”) (quoting H.R. 99-647, 99th Cong., 2d Sess., 69 (1986));
People v. Guerra, 478 N.E.2d 1319, 1321 (N.Y. 1985) (noting pen registers “provide a list of all
numbers dialed, both local and long distance or toll calls,” and that such information is included
in phone companies’ billing records).” The reference to “toll billing records” covers this type of
information.

¢ Congress acknowiedged that telephone companies might choese not to impose per call charges for some
“Iol} telephone service,” For example, ETRA defined “tol telephone service” as, among other things, “a [non-Jocal]
service which entitles the subscriber, upon payment of & periodic charge (determined as a flar amount or upon the
basis of total elapsed transmission time), to the privilege of an ualimited number of telephonic communications.”
79 Stat. at 146 (emphasis added). See also Reese Bros., 447 F.3d at 233-34 (noting that before 1984, AT&T offercd
a type of “long-distance service[]” known as “Wide Area Telephone Service,” the bilis for which “were based on a.
fiat rate for unfimited calls”). As explained below, see infra p. 8, ECPA’s use of the term “long distance toll billing
records™ encompasses records of long distance calls, even if a telephone company uses “flat rate” (as opposed to per
call} billing for long distance service.

? See also United States v. N.Y. Tel. Co., 434 U.8. 159, 174-75 (1977} (noting that phone companies use
pen registers “for the purposes of checking billing operations,” among other things); United States v. Clegg, 509
F.2¢ 605, 608 & n.2 (5th Cir. 1975) (describing the “TT8 176" device, which “monitors the line to which it is
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The single occurrence of the words “billing records™ in section 2709 applies to bath
“local” and “long distance toll” services. Because in the case of local service the phrase “billing
records” covers records that could be used for billing, we would accord it the same meaning
when the phrase applies to long distance service. Consequently, even if a provider does not
impose per call charges for long distance service, we believe that the provider’s records, if
suitable for billing, are subject to disclosure under an NSL.*

The interpretation that “billing records™ extends to records usable for billing, even if not
actually used for that purpose, is supported by the limited judicial authority on the point and by
the legislative history of the 1996 amendments. Before 1996, 18 U.S.C. § 2703 authorized law
enforcement officials to subpoena a subscriber’s “telephone toll billing records™ during the
course of an official investigation. Similarly, 18 U.S.C. § 2709 enabled the Director of the FBI
to use an NSL to obtain a subscriber’s “toll billing records” during the course of an authorized
foreign counterintelligence investigation. The United States District Court for the Western
District of Missouri held that the term “telephone toll billing records,” under section 2703,
included

any record (except a record pertaining to the content of a conversation)
maintained by an electronic communication service provider identifying the
telephone numbers called from a particular telephone number or attributed to a
particular account for which a communication service provider might charge a
service fee. “Telephone toll billing records’ covers all records maintained of
individual cails made from a particular telephone number or attributed to it that

aftached and produces a paper tape record of the time and date of all outgoing telephone calls, local and long
distance, complete and incomplete,” and which phone companies use “to show both that its billing procedures were
bypassed and that completed calls were made™); United States v. Fithian, 452 F.2d 505, 506 (9th Cir. 1971) (noting
that a phone company’s “business records necessarily must contain” the “records of calls from [a subscriber’s]
residence™); ¢f Reporters Comm. for Freedom of Press v. Am. Tel. & Tel. Co., 593 F.2d 1030, 1046 n.49 (D.C. Cir.
1978) (noting that “a telephone subscriber has no Fourth Amendment interest i m local call records obtained by
means of a pen register installed without his knowledge™).

® The use of per calf charges may be less prevalent today than in 1996, when Congress amended ECPA,
Cellular phone customers typically do not incur per call charges for either local or long distance service, and cellular
phone use has multiplied since 1996. See Statistical Abstract of the United States at 720 (U.S. Census Bureau,
2007) (noting that there were fewer than 34 miliion cellular phone subscribers in the United States in 1995, whereas
there were almost 208 million in 2005 (the most recent year for which statistics are available}). Partly in response to
the pricing strategies employed by cellular phone companies, other telecommunications providers have shified to
“{lat rate billing.” See, ¢.g., Kathleen Q. Abernathy, Preserving Universal Service in the Age of IP,3 1. Telecorm.
& High Tech. L. 409, 412 (2005) (describing “the increasing prevalence of bundled service plans™ as an “important
trend” in the telecommunications industry). As then-FCC Comumissioner Abemathy explained, “For years, wireless
carriers have offered buckets of any-distance minutes at flat rates, and now wireline carriers are offering packages
that include local and long distance for a single price. In addition, many carriers offer business customers bundles
that include local and long distance voice ervices, Internet access, and customer premises equipment.” Jd. (footnote
omitted). The provision of telephone service over Internet cornections—as opposed to traditional wireline or
wireless technologies—has further contributed fo the decline in per call billing. See id; see also Steven C. Judge,
¥olP: A Proposal for a Regulatory Scheme, 12 Syracuse Sci. & Tech. L, Rep, 77 (2005) (“[{Instead of paying a per
minute charge for long distance calls, many [voice over internet protocol, or “VoIP™} providers provide a {lat rate
that includes both local- and long-distance calling.”). However providers may charge for such services, we conciude
that ECPA covers any call record in a provider's custody or possession that is suitable for billing.
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are or could be the subject of a particularized charge depending on the billing
plan offered by the provider and accepted by the customer. Ir other words,

a telephone toll billing record is broad enough to cover all records of calls
from or attributed to a particular number, regardless of whether, in fact, a
separate charge is assessed for each call.

Southwestern Bell, 894 F. Supp. at 359 (emphasis added). The court relied upon ECPA’s
legislative history, which indicates that ““toll billing records consist of information maintained
by a wire or electronic communication service provider identifying the telephone numbers called
from a particular phone or attributable to a particular account for which a communication service
provider might charge a service fee.’” Id. at 358 (quoting 1993 U.S.C.C.AN. at 1915),
Accordingly, the court held that, even when a cellular phone subscriber had a monthly plan
under which he did not pay a “tolP” for any particular call, the record of every call he made, local
or long distance, fell within the meaning of “telephone toll billing records” under section 2703.

In 1996, Congress amended section 2703, as well as section 2709, to ratify the decision
in Southwestern Bell. See Intelligence Authorization Act for Fiscal Year 1997, Pub. L. No.
104-293, § 601, 110 Stat. 3461, 3469 (1996). The 1996 amendments inserted the words “local
and long distance” before the words “toll billing records™ in both section 2703 and section 2709,
Id. The Senate Report explained that the amendments “make clear . . . that the phrase [*toll
billing records’] applies to both local and long distance telephone toll billing records” in
accordance with the decision in Southwestern Bell. S. Rep. No. 104-258, at 22 (1996), reprinted
in 1996 U.8.C.C.A.N. 3945, 3967. The commitiee quoted the court’s holding that a provider
must disclose “‘records that contain information which was used or could be used to charge for
telephone calls or services.”” Jd. (emphasis added).

We therefore conclude that the term “local and long distance toll billing records”
extends to records of individual calls identifying the telephone numbers called from a particular
telephone number or attributed to a particular account, whether or not the provider charges
individually for each such call.?

B,

Telecommunications providers generally maintain call data iu one of two forms: call
records linked to particular accounts (such as records of a given customer’s calls and associated
charges), and aggregate records (such as records of all calls routed through a particular call
center on a particular day). See, e.g., Ameritech Corp. v. McCann, 403 F.3d 908, 910 (7th Cir.
2005). The aggregate records are generally stored on “searchable media” that a carrier couid cull
fo extract records of calls to or from a particular number. See id. The records culled in this way

® Whether the statute should be read to cover “logal . . . billing records™ or “local . . , toll billing records™
would not affect our analysis. See 5. Rep. No. 104-258, at 22 (1996), reprinted in 1996 U.S.C.C. AN, 3945, 3967
{*“This amendment is a clarification of the meaning of the phrase ‘telephone toll billing records’ as used in [sections]
- 2703 and 2709.). In either case, the phrase is a more detailed formulation of “toll billing records™ in section
2709%a). A provider can disclose information if it is a “toll” record of an incoming or outgoing call, as explained
above. If the information is not such a “toll” record, the provider can disclose it only if it is “subscriber
information™—the “name, address, and length of service” of the subscriber. See 18 U.S.C. § 270%(a), (b)(1).
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could be used to bill for the service to a particular number, although they are not typically used
for this purpose.

Because section 2709 covers records of calls for which a carrier could impose charges—
even if the carrier does not actually do so—it does not matter whether the provider maintains
those records in the form of billing statements that reflect actual per call charges on customers’
accounts, Under 18 U.S.C. § 2709(b)(1), an NSL may request “the name, address, length of
service, and local and long distance toll billing records of a person or entity,” and the records
of a subscriber’s calls are “records of [that] person or entity,” even if the calls of a particular
subscriber are dispersed among the aggregate records of all calls going through a call center.
Responding to the NSL, a provider must turn over any “local and long distance toll billing
records” in its “custody or possession.” 18 U.S.C. § 270%(a). Even if a provider maintains its
call data in aggregate form, the billing records are in the provider’s “custody or possession” and
fall within section 2709. To comply with the NSL, therefore, the provider would have to extract
the subscriber data from the aggregate records.

This conclusion is consistent with the Seventh Circuit’s decision in MceCann, which
interpreted 18 U.S.C. § 2706 (2000). Under section 2706, governmental entities, state or federal,
must compensate providers for complying with certain requests or demands for information
other than NSLs, except when a request seeks “records or other information maintained by a
communications common carrier that relate to telephone toll records™ and that request does not
present an undue burden. In McCann, the court held that certain aggregate call data did not
constitute such “records or other information” within the exception, because the provider did not
“maintain” the data as sought there. See 403 F.3d at 912 (characterizing the process of culling
data as the “creat[ion]” of reports). The Department has questioned whether MeCann was
correctly decided, See 18 US.C. § 2706 (ECPA) Cost Reimbursement Guidance, U.S. Dep’t
of Justice Ad Hoc Technology Working Group, at 5 (May 25, 2005) (arguing that “there is a
reasonably strong argument that Ameritech Corp. v. McCann’s interpretation of section 2706
is flawed™). Even if correct, McCann’s interpretation of section 2706 would not reach NSLs,
which are issued under section 2709. The Seventh Circuit’s decision turned exclusively on the
meaning of “maintain” in section 2706(c)—a term that does not appear in section 2709, compare
id. § 2709(a) (referring to “records in [a carrier’s] custody or possession’)—and the court did not
address the meaning of “telephone toll records,” let alone the meaning of “local and long
distance toll billing records.”

As the FBI Memorandum notes, some providers have argued that culling records
of individual calls from aggregate call data amounts to the “creation” of a new record, in
contravention of Southwestern Bell, as well as the House report upon which that decision relied.
See FBI Memorandum at 9. The Southwestern Bell court emphasized, however, that a carrier
may be asked to turn over all call records in the carrier’s custody, even if a particular customer
does not choose a per call billing plan. See 894 F. Supp. at 359, To be sure, the FBI may not be
able to force a communications provider to alter its business practices and, for example, create
and maintain records of per call usage. See id. at 358-59 (quoting and relying upon H. Rep. No.
103-46, 1993 U.S.C.C.AN. 1913, 1915, which provides that “the authority to obtain subscriber
information and toll billing records under § 2709 does not require communication service
providers to create records which they do not maintain in the ordinary course of business™).

10
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But to the extent that a communications provider, in the ordinary course of business, collects
information regarding the calls made to or from a particular account and could use that
information for billing a customer, such information—however it is stored—falls within section
2709.

At the same time, the FBI may not use section 2709 to demand that a telecommunications
provider cull data if the search would be unduly costly or burdensome. An NSL is, in effect, an
administrative subpoena: it is an agency order requiring the production of specified information,
issued as part of an investigation. We would read section 2709 in light of the principle that, as
the Supreme Court has held, the Fourth Amendment “in no way leaves a [firm] defenseless
against an unreasonably burdensome administrative subpoena requiring the production of
documents.” Donovan v. Lone Steer, Inc., 464 U.S. 408, 415 (1984). An administrative
subpoena must be *““‘sufficiently limited in scope, relevant in purpose, and specific in directive so
that compliance will not be unreasonably burdensome.”” Id. (quoting See v. City of Seattle, 387
U.S. 541, 544 (1967)). In other contexts, ECPA deals with a possible undue burden by requiring
the government to compensate the provider for the costs of the search. See 18 U.S.C. § 2706.
Particularly because ECPA allows no such payment for complying with an NSL, we would
construe section 2709 as not enabling the FBI to force a provider to cull data when it would be
unduly costly or burdensome for the provider to do so, A provider would not have to comply
with an unduly burdensome NSL.

Therefore, any call record that a communications provider keeps in the regular course of
business and could use for billing a subscriber falls within the scope of section 2709. As in the
case of administrative subpoenas, however, an NSL may not be unreasonably burdensome. "

1) 18

Finally, you have asked whether a provider, in answer to an oral request before service
of an NSL, may tell the FBI whether a particular account exists. This information would be
confined to whether a provider serves a particular subscriber or a particular phone number.
We believe that ECPA ordinarily bars providers from complying with such requests.

Section 2702(a)(3) states that “a provider of . . . electronic communication service to
the public shall not knowingly divulge a record or other information peitaining to a subscriber
to or customer of such service . . . fo any governmental entity.” 18 U.S.C. § 2702(a)(3). That
a subscriber receives services from a particular provider is “information pertaining to” the
subscriber. Indeed, section 2709 lists the subscriber’s name among the types of “subscriber
information” that an NSL can request. Therefore, when the FBI identifies a subscriber by name,
section 2702(a)(3) forbids a provider from divulging the existence of that person’s or entity’s
subscription with the provider.

Although the question is far closer, we do not believe that this conclusion changes if the
FBI identifies a phone number, rather than a customer’s name, where the FBI is asking whether
the number has been given to a subscriber. The phrase “record or other information pertaining to

® We express no view on what.would constitute an unreasonably burdensome request.

I
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a subscriber” is broad. The ordinary meaning of “pertaining,” in this phrase, would reach
information that “relatefs] to” or “concern[s]” the subscriber, Black’s Law Dictionary 1165

(7th ed. 1999), or has “some connection with or relation to” him, Webster's Third New
International Dictionary 1688 (1993). The fact of a provider’s service to a given number
constitutes “information pertaining to a subscriber,” because it indicates that the provider serves
“a subscriber” {or, in some cases, each of several subscribers) with that phone number. The
information is associated with a particular subscriber, even if that subscriber’s name is unknown.

We do not believe that, for this analysis, it matters whether the information sought by the
FBI has already been made public, unless the subscriber has given a consent broad enough to
cover a response to the FBI's request. An example of such consent would be the subscriber’s
having a listed number. See 18 U.S.C. § 2702(c)(2). Without such consent, section 2702(a)3),
by its terms, bars a provider from supplying otherwise protected information, even if it has
become public. Nor would it matier whether such information falls outside the category of
“customer proprietary network information” under the Communications Act, so that its
disclosure would not be unlawful under that statute. See 47 U.8.C. § 222(h) (2000). ECPA
may forbid disclosure of particular information, even if the Communications Act does not.”

Nevertheless, if the FBI asks only whether a number is among those assigned, or
belonging, to the provider and not whether the provider has given it to a subscriber, we do
not believe that the inquiry seeks “information pertaining fo a subscriber.” A provider’s
confirmation that a number is assigned, or belongs, to it would not reveal whether the number
is being used by a subscriber,

s/

DANIEL L. KOFFSKY
Deputy Assistant Attorney General

A provider that does not serve a given individual or phone number would not appear o be revealing
“tnformation pertaining to a subscriber” by answering the FBI’s request in the negative. Nevertheless, once a
provider has given this negative answer in one instance, a response of “no comment” in a later instance could have
the effect of disclosing “information pertaining to a subscriber.” By entertaining the guestion at all, the provider
wounld risk disclosing protected information.

12
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