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(U//FOUO) VALIANTSURF: TURMOIL GALIANIWAVE 

(UI/FOUO) 1lle 1URMOIL CIET (Common Internet Encryption Technologies) Thrust's mission g to ensure that the GALI..ANJW'AVE team's TURMOil.rrelated requirements are fulfilled . Two sub-projects under CIET are 
VALIANTSURF and GALI..ANnVAVE. 

(TS/ISI/!REL) GALLANlWAVE (GW) is aCES Mission Application hosted on TURMOIL that enables exploitation of target communications that employ Data Network Session Cipher (DNSC) technologies. The GALLANT\\' AVE 
mission application integrates with TIJRBUlENCE·ba~ s.ohiUons at the front end . After Interacting with lS's LONG HAUL key recovery service via ISLANDTRANSPORT. It exploits the cipher at the front end, exposing the 
plain text to foDow-on selection and coDection. 
BULL RUN 
(S/1511/REL) Information revealing any capability NSA has to exp1oit a specific target's or company's imp1ementation of encl)'ption for GALlANTWAVE technologies is BULL.RUN. 
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GALIANTINAVE Detailed Description 

(TS//SIJ/REL) GALLANT\\' AVE (GW) implements TML Stage I PPF graphs (1 per host) with dedicated instances or the TechPromote (GWAeg) and the PSPSeg (GWSeg). GW PPF graphs identify and promote DNSC packets that 
meet criteria specified in a Rules.cfg file. A TE_GALLANT\VAVE graph subsequently sessionizes the selected traffic. injects control-Row metadata, and forwards targeted DNSC Sessions to a GW mission-app1ication hosted on a 
CA Senter. The GW-CASeiVer interacts with SCARlET F EVER (aCES LONGHAU L comp:ment) to transform those sessions for IP-addresses within an approved set of target IP.addresses. The GW-CASeiVer transformed sessions 
are sent to XKEYSCORE via a modified lURMOIL XKS-SESSIONS graph for session processing, strong-selection, and forwarding to follow-on processing systems and Corporate Repositories. 

Data Flow Diagrams 

T~ONSC 

(TS//SI//RF.LJ Complex CW flat.aflow 

(U) Ope n GALLANIWAVE DRs 

(UJ Nolt!: Th•s tllble mn be dy~CJmimll~ed•!ed (oells ed•!ed; rowstlddedJ. Chtlnges oreS(JVf!d lo CJET,Cdlontl!l'tl...e _DRs. 
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(U) Old GALLANTWAVE DRs 

• see Old GALI..ANJW'AVE DRs for dosed, resolved. rejected etc DRs 

Spin 12.2 

• GW 3. 1-3. 1 uses l.JIT/Core sse or Static Target files to target. 

( U) GAll.ANfWAVE and NeUlef Brief 

Spin 1 2.1 

(UI/FOUO) Feathers 

• GW 3.1-2.0 uses KEYCARD to target and has the SLIDEfACKLE capability. 

engines have multiple crashes and 
memory allocation errors (see below). 

• GWJ.l-3.0 uses Core SSC and IPCollect.or to target and works at both U and NET Defsltes 

Spin 22 

Stories 

( U/IFOUO) Support GALlANT\\' AVE Deployments 
(UIIFOUO) Prototype Stage 1' Reinjection US131 TA1563 

(U) RFCs 

RFC Number! Des rl . IR·lated DR(s) Resolut lon/1 Date 
( TU orTML) c ption ~ S tatus Submitte d 

IIE29;::B~l===~lr;=ns::truc=b:::.o=n=,to==ch:::a=n=ge=ta=,=ge::ti::.ng=;:fil;=e===F.IN:::o=ne===F lweekof6De<:2010 

13120 !Instructions to change MHS Uve targeting file !None r----lweek of 17 j an 20 11 

Spin 21 

Stories 

GALlANlWAVE 
(UIIFOUO) Feather Deliveries 
(U/IFOUO) Deploy/activate CA Servers to POlARSTARKEY 
(UIIFOUO) Interagency pairing 
(UIIFOUO) GAUANlWAVE 3.0 Design 
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