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SECRET STRAP1



® WHAT IS SOociAL ANTHROPOID?

- A CONVERGED COMMS DATABASE. IT
ALLOWS YOU 7O SEE WHEN YOUR TARGETS
HAVE COMMUNICATED.

- VIA PHONE
- OVER THE INTERNET

- OR USING CONVERGED CHANNELS(EG SENDING
E-MAILS FROM A PHONE OR MAKING VOICE CALLS
OVER THE INTERNET).
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® WHAT ABOUT EXISTING COMMS
DATABASES?

" WHEN SOCIAL ANTHROPOID cCAONTAINS
ALL THE NECESSARY DATA AND HAS ALL THE

CORE FUNCTIONALITY OF THE LEGACY TOOALS,

SOCIAL ANIMAL,
REFORMER/HAUSTORIUM AND
SALAMANCA WILL BE DECOMMISSIONED.
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® WHY?

" SCALING — HUGE VOLUMES OF EVENTS,
EXISTING SYSTEMS ARE CREAKING.

" CONVERGENCE.

" APPROPRIATE DESIGN.

@ BUT STILL NEED TO0O:-

" ENRICH
" VISUALISE

" MERGE WITH NSA DATA SOURCES
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® WHAT DATA IS IN SOCIAL ANTHROPOID ?

ALL OF SALAMANCA

SOCcIAL ANIMAL

INSTANT MESSENGER

WEBMAIL

SIP AND H323 VOIP, YAHOO VOICE
BLACKBERRY

MMS

SMS

GTP (GPRS SESSION SET UPS)
SMTP, POP3 AND IMAP
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@ —
GCHQF GQUERY SCRE

[@ SOCIAL ANTHROPOID: Search

x 8

SOCIAL ANTHROPOID ™™ | FIREFOX!

f Query input | EE] Results- X | EE] Results:_ X

Search type

1 Selector Selector Pair Locator (not M LI I_TI p L E R E S '_I LTS TA B S

Selector search

% Saved queries

“ou have 1 saved queries,

Saved query functionality has been temporarily disabled.

s Queries will be autornatically subrnitted to all instances of SOCIAL ANTHROPOID and SOCIAL AMIMAL.

«— | SAVED
QDUERIES

/

s Far bulk queries, enter multiple selectars (one per ling)l. .
. i . : ; . Relative Date
e If allow wildzards is ticked, % is treated as a multi-character wildcard (2.9, pauls Wil ma
Unlike other QFDs, _ and % have no special meaning {(to query for a literal % sign, [uncher
e By default, results will be returned in which your input selector appears in either the Use 1
Tao return results in which vour selectar appears anly as the active user, tick the "Duery -
» Updated: The system will automatically retrieve records containing the normalisdd vers | Include Time
&s such, there is no longer a need to norrpralise wour anery ceede manually (e a fearchi

Searches on vahoo! email addresses will

If in doubt, or for further details, consult I_ DTS D I-_

s 11Z2@hotmail - com).
Dayis) ago
27-lan-2011 10:49:01 urlonail. con).
| Set Date |
[
/

B | <50

Search period (optional): | o | to

A Filter results by matched selectors prior to display

et iid?a.d g Gk
Query active users only Q LI ERY BY ABTI E l_l S E

Miranda | 20140

S E I_E BTD R S ! JIC Priority & Purpose 1M

HRA Justification sting

DATE RANGE —NEED
START AND END, RELATIVE
DATES




w\‘ SECOND STAGE QUERY SCREEN

GCHQI

Logged in as:

@ SOCIAL ANTHROPQID ‘==
f Query input | EE| F{esults:-x ) Results:- X | g Results:- X

Your input terms matched 78 events from Sun, 08 Aug 2010 23:06:45 GMT to Fri, 21 Jan 2011 03:33:49 GMT.
fou may restrict the selectors matching your input terms by selecting from the valugs below, prior to proceeding to your query results,

fny hughlighted selectors are normalised versions of your oniginal query seeds,

|. Select all | | De-select all |

pigmail.com (emall_address) — 2 ocourrences
gmail.com {Unknown) — 1 occurrences
ihotrail.com (Unknown) — 1 occurrences
live.se (Owner) — 3 occurrences

ilive.se (Sender) — 5 ocourrences

OPTIONAL

X X [ [ X1 [£]

ilive.se (Unknown) — 33 ocourrences

| Continue |

_+ Filter results by matched selectars prior to I:liSIZIL?\'g.-'

—
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W'\\
ccHor RESULTS SCREEN

WILL BE BETTER WITH

‘@ SOCIAL ANTHROPOID: Selector search - Mozilla Firefox

File Edit Miew History  Bookmarks  Tools  Help B RDADDAK'
O C ¢ | | =

2] Most Wisited ._'] Discover d eLibrary ._] GCWeb ,_] iTime ._L] FhoneBook. |_L] ‘Weather

.. SOCIAL ANTHROPOID: Selector search | = =

TOP SECRET STRAPZ CHORDAL

""l SDC IAL ANTHRDPOID Logged in as:
f Query input | E5] Results: INININGNGE ° El=] Results_ x =] Results-: =] Results_ x

User A User B *l Filter criteria |
User A _ User B < L B
User A type User A User A raw value display User B type User B User B raw value display . X
role role To filter this result set
name name e
choose some criteria
i below and then click
30-MNov-2010 17:43:29 — telephony event (. 5 sclectors, duration: 00:01:37 : i !
Active user imsil itel_number) | -"‘DD'Y_
Action: voice Action type: call - -
P User B calls User A Buzoiiunabitzring
woice call  imisi e
Select all |
i { e [ De-select all |
IRIEAERI i HEADER CONTAINS KEY INFO
Show only events
voice call  imisi I vithithede
. D technology types:
. A I E telephony (354 evend
voice call  tel_number
voice call  tel_number
[ ) TI M E and with these
voice call  tel_number ” actions:

[ cancel_location netws
insrt_subscriber net|
location_message ne|
sms message (101 e
sms_deliver message
sms_submit messageg

snd_routing_info netl.!

Locators:
Source Point-Code: 207 ' D U RATI D N
?

30-Now-Z2010 17:40:21 -

- *TECH UNIVERSE,

]

Action: voice Action ty subscriber_info netw-:
unknown call {16 ex-i
voice call  imsi ' update_location netws|
I E l : H I Y P E woice call (152 event
voice call  imsi
A ! | Il
. Dperator ) .
: ; - A B I I D N Bearer filtering
voice call  imsi language
French Ternporal filkering

voice call  tel_number ‘ A BT I V E U S E R - I TODI filkering

= Participant count
SEERCenE filtering

Page 1 of 4 First Display Surmmary

< information legislation.




Qccro?

RESULTS : MORE METADATA

@ SOCIAL AMTHROPOID: Selector search - Mozilla Firefox

Fil=  Edit  Wiew  History  Bookmarks  Tools  Help
[ Most visited I_| Discover ._] eLibrary _| GCWeb ._] iTime Ij PhoneBook I_| ‘Weather

.. SOCIAL ANTHROPODID: Selector search +

TOP SECRET STRAFPZ CHORDAL

Logged in as:

r-—-. SOCIAL ANTHROPOID

Results: - Results:- Results_ Results_

yQuery input =

User A User B
User A = User B A
le User A type User A User A raw value display role User B type User B User B raw value display
ro
name name

30-Now-2010 17:43:29 — telephony event , 3 selectors, duration: 00:01:37 |
Active user:

Action: voice

Action type: call

voice call  imsi Called-MsC

voice call  imsi caller tel_number

voice call  imsi Called-MZRHN

voice call  tel_number Called-MsC

voice call  tel_number Called-MSRN

voice call  tel_number caller tel_number I I DVER DVER TD
Locators:

PLAY THE TOOLTIPS

Source Point-

OTHER INFO IN QFD SPEAK

R THE METADATA

SRI:
Bearer: NELUKBES4601 Sigad: UKC-121 PDDG: OM

Source:

BLACK HOLE filename: 20101130-190000-SaLAMARNCA-done/salextt 02UZWw.gz Key: 4CFS6FC29350FCO051DABIBESOOOOZ453C  Plugin: 5 vz

Additional meta-data:

appriTional_NumMeer_1 : [ ~coirionar_nNuseer_2 [ ~coiTionNAL_NUMBER_INFERRED_2 : I, ADDITIONAL_NUMBER_TYPE_1 : R,
ADDITIONAL_NUMBER_TYPE_2 : M, CALL_ANSWERED_STATE : 4, CALL_DIRECTION : MT, CALL_END_STATE : C, CALL_SUBTYPE_INDICATOR : Mormal Telephane call,
CALL_TYPE_INDICATOR : E, CALLING_ADDRESS_IND : I, CALLING_COUNTRY_CODE : 234, CALLING_PARTY_CATEGORY : O, CIRCUIT_ID_CODE : 39, CLI_INCLUDED : 1,
COLLECTION_EQUIPMENT_ID : R], DESTINATION_EXCHANGE_NAME : GLASGOW, DESTINATION_POINT_CODE : 20715, DIALLED_ADDRESS_IND : R,
DIALLED_COUNTRY_CODE : 44, DIALLED_NUMBER_INFERRED : I, ELAPSED_TIME : 000137, IMSI_INFERRED : I, INTERNATIONAL_INDICATOR : 1,
INTERNETWORK_INDICATOR : 0, LOCATION_CONFIRM : L, MSC : MSRMN ORIGINATION_EXCHANGE_MNAME : ROTTERDAM,

ORIGIMATION_POINT_CODE : 200532, RETURK_SIG_TIMESLOT : UKMEBS4601, SATELLITE_INDICATOR : 0O, SYSTEM_ID : RACC1, YWLR : YOICE_TIMESLOT : 25
|

Page 1 of 4 First FPrewious 1 2 3 < @ Mext Last (43 So | ﬂ Change Sort Order

This information is éxen"np{: under the Freedam of Information sct 2000 (FOLA] and mayu be exempt under other UK information Iegisla.tion.
== Refer any FOIA gueries to GCHG on

Transferring data from

| Display Surmmary |=| CSW Export

t) Filter criteria

Tao filter this result set
choose some criteria
below and then click

apply
Ewent type filkering

Select all
| De-select all

Show only events
with these
technology types:

telephony (G54 eveni|

And with these
actions:

[ cancel_location netwn
[ insrt_subscriber netw|
[ location_message ne
[] sms message (101 &
[] sms_deliver message|
[1 sms_submit message|
[ snd_routing_info nety
[ subscriber_info netw
[ unkrown call {164 e
[] update_location netws)
voice call (152 event

< [>

Bearer filtering

Termporal filtering

TDI filtering

Participant count
filtering




FILTERS, SUMMARISATION AND
DRILL-DOWN SEARCHES

Qccro?

SOCIAL ANTHROPOID

f Query input Results_ Results:-
User &
User A User & raw . User B User B raw
User A role User A display User B type UserB
type value role value
name

Logged in as:

*' Filter criteria

To filter this result set choose some

criteria below and then click | apply |

08-Dec-2010 09:17:03 — telephony event _, 1 selector, duration: 00:00:00
Active user: [irmnsi)
Action type: call

Action: unknown
unknown call imsi not_available not awailable

Locators:
Source Origin-Point-Code: 20147  Source MSC:_ Destination Dest-Point-Code: 60432

EMore

08-Dec-2010 09:05:17 — telephony event -, 1 selector, dur

active user: [N )

Action: update_location  Action type: network

GOOD SUMMARY OF
TARGET BEHAVIOUR

update_location
netwiork

Locators:

source MSC: ||| sovrce v r

FMore

08-Dec-2010 09:04:39 — telephony event - 1 selector, duration: 00:00:00
Active user: (imsi)

Action: unknown  Action type: call

Participant count filtering

Show only events in which the
participant count:

1= greater than

unknown call imsi _ rnot_available not available

Locators: Bearer filtering
Snurce Orinin-Pnint-Cnode: 20147 Snnrre MR(‘.:_ Nectinatinn NDest-Paint-Cnde: AN432 [t . .
| m [a] Temporal filtering
Page 1 of 539 First Preyious 1 2 3 4 3 6 | .. €D MNext ;; Change Sort Order I| Display Summary ol TSV Export TDI filtering

Last (59) Go |

SECRET STRAP1
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JUICK WINS

AKA NEW THINGS WE CAN DO IN SOCIAL
ANTHROPOID THAT WE COULDN'T DO BEFORE

SECRET STRAP1




w
GCHQ REDIREGCTED CALLS

(@ SOCIAL ANTHROPOID: Selector search - Mozilla Firefox

Erhir IR HisFny Hnnkrarks Lnnls HrRIn
- C

8] Mast Visited |_| Driscover I_‘] clibrary |_] e |_] iTime |_| rhoncBool |_] Weather

<. SOCIAL ANTIHIROPOID: Selector search

TOF SCCRLT STRAFPZ UK CYLCS ORLY CIIORDAL

ikl Filter criteria

Tu filker Lhis resull sel chuuse suine

[eek SOCIAL ANTHROPOID Logged in as: =]
f Query input == F‘.esults:- E=] F‘.esults_ x| E=] F‘.esults_
User A User B
User A User B
1 User A type User o User A raw value display | User H type User B User B raw value display
rolc rolc
name name

e | MUCH MORE
|

Source Cell

EHrnre

ZB-0LL-201 BDNTEXT IN SDEIAL

Active user

Action: voic

voice call A N T H R D P D I D Nlier tel number

Hedirection-

voico call
Mumber

Locators:
Source Point-Code: 40545 Destination Point-Code: 40103

L

SRT:

Hearer: IMNOQANSHISIT sigadd: KO- P

Source:
BLACK HOLE filcnamc: 20101028 140000 SALAMAMCA doncdsalextf _02QNCU.ge Key: 4CCOAGOFI380FCOSE03E7EZ200003067F Plugin: S +2

Additivial mela-dala:

apprTionaL NutBER 1 B AcoiTIONAL NUMBER TYPE 1 :5, CALL ANSWERED STATE : U, CALL DIRECTION : MT, CALL END STATE :
CALL_TYPE_INDICATOR : E, CALLING_ADDRESS_IND : I, CALLING_COUNTRY_CODE : 92, CALLING_PARTY_CATEGORY : O, CIRCUIT_ID_CODE : 520, Clmm _ID : RO,
DESIMATIUN_EXUVHANLE_MAME @ LOHA, DESTINATIUN_FULINI_LUUDE @ 4U%4%, DIALLED _ADDHESS_INMD @ N, DIALLED_LUUUNIRY_LUDE @ 474, ELAFSEDL__11IME @ UUUuly, INIERNATIUNAL INDILVAITUR @ 1,
INTERNETWORK_INDICATOR : 0, ORIGINATION_EXCHANGE_NAME | MUMBAL/ISCS, ORIGINATION_POINT_CODE : 40003, RETURN_SIG_TIMESLOT : QAINS&0401, SATELLITE_INDICATOR 0, SYSTEM_ID

i RADIL, YOICC TIMCSLOT : 039

28-0ct-201 H = elephony event {voip}, 2 selectors, duration: 00:00:13
ArTIve HERF Tel_mimhear)

. CALL SUBTYFPE INDICATOR : Diverled,

Aclivo: unkiuwn Aclivi Lype: vall

unlnown .

rall

Locators:

Source Point-Code: 10235 Source IP\M_ Destination IP\M_

Paqge 1 of 160 Firsl Frevious 1 z =) 4 =) & | o [ @ HexL Lasl {160} Su Ql Clianue Surl Order | Display Sunnnary | csw Expurl

28-0ct-2010 11:36:02 — telephony event _ 2 selectors, duration: 00:00:00 e

rriteria helnw and then click | apply |

Cvent type fikering

[Select all | [ De-select all |
Shuw vnly evenls wilth these
technology types:

|| telephony {11021 avents)
[#] timnel (45 mwrnts)

and with these arfinns:

[ rreate tunnel (ah evants)

[ location rmessage network (1094 even
[ sms mescage (305 events)

[ sms_deliver message (503 events)

[] sms_submit message (203 cvents)
nnknnwn call (HoHE ReRnre)

[ update location network (40 events)
wolce call (AZ06 awents)

EA

Bearcr Tillering

lermporal filtering

TOI filtcring

Farlicipanl cuunl lillering

Thi= infurialion iz exempl under Lhe Freedomn of Infurnalivn @l 2000 (FoOLAT aod au Lo el ooder olbier UE inforation begislation,
_ [
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CONVERGENCE
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G —
% —~ CONVERGED EXAMPLE
GCHQ

® THERE ARE 2 PRIMARY VECTORS FOR

CONVERGED EVENTS.

" GRX (GPRS ROAMING EXCHANGE) — USES
GTP (GPRS TUNNELLING PROTOCOL).

" CORE INTERNET COLLECTION — LEAKY
GATEWAYS.

SECRET STRAP1




G?;CHQ\ LEAKY GATEWAYS

i@ SOCIAL AMTHROPOID: Selector search - Mozilla Firefox
Fil= Edit View  History  Bookmarks Tools  Help

©@ c x o€

18] Most Visited I_| Discover _] eLibrary _| GCWeb _] iTime ,_] PhoneBook. ,J wheather

.. SOCIAL ANTHROPODID: Selector search + .

TOP SECRET STRAPZ CHORDAL

r""l SOCIAL ANTHROPOID Logged in as: _ B,
f Query input = Results-.

User A User B

User & User A raw = User B User B raw =
User A type User A display User B type User B display

role value role value

name name
[+[More T
LEF-UC-AUI0O UD. L 1.7 — Wenmall eVenc (Yanooy), o seiectors
Active user_LlserId) _.ﬁ.ccountOwner) _Machineld) _(x—huawei—IMSI)
Action: send Action type: message
From Unknown - ohoo.com From Unknown _QYM
Locators:

Source IPH’4:_ Destination IP'UCI:_
snr: HARD ASSOCIATION

Bearer: IRUKCO035_C0109 Sigad: UKC-113CY  PDDG: HM

Source:
BLACK HOLE filename: Z20101024-060000-IRUKCO035_C0109-done/comms HMZDSWF4UG601Y.log.gz  Key: 4CC3F79589350FC0522D0999A000002B8 Plugin: & w4

Additional active guser information:

User agent: SAMSUNG-GT-55233A/1.0 SHPAYPPARS Jasmines1.0 Mextreaming SMM-MMS/1.2.0 profile/MIDP-2.1 configuration/CLDC-1.1 |

Additional meta-data:

Action : SendErmail, Actor-Context: O id; ate : COMPLETE, Protocol : Yahnniﬂhhmaa]_ﬂnaatnlnﬂ.d___ﬂs_dﬂ_DD_ﬂt:ﬂ.am-—
Dst-Port ;: 30, Stream-Src-Port : 17069, ¥ia : infox WAP Gateway YW300R001, Huawei Technologies

MORE USEFUL INFO

24-0ct-2010 06:10:16 — webmail event {yahoo}, 5 selectors

active user [ --> T - |- -

Action: send Action type: message

From Unknown _@ym From Unknown ‘M
Locators:

Source IP||I'4_ Destination IP'UCI:_

F™More

Z4-0ct-2Z010 06:10:16 — webmail event {(yahoo), 5 selectors

Active user:_(UserId) _F\cc:ountOwner]l _(Machineld) I | - -hiuawei-IMSI)

B | Ackiom Eesoos coms s oo

Page 1 of 1 | First FPrewious 1 et Last (1) 24 Change Sort Order {_I Display Sumrmmary L__;_; CSN Export

|

Thiz inforrmation is -exerr.\pi.: under the Freedar of Informmation Act éDDDfFC}-IA) and -rnal,l be exer‘npi‘:‘und‘er ather UK informmation Iegisla-tion.
Fefer any FOLA gueries to GCHQ on




SDCIAL ANTHROPDID Logged in as:

k)l Filter criteria

Ta filter this result set choose some

criteria below and then click :D.EI\;_'

Event type filtering

Show only events with these
technology types:

] SOCIAL ANIMAL (644 events)
[ ] chat {4638 events)

[ | pop3 (2 events)

[ | smtp (6 events)

[v] webrmail (243 events)

] accept friend {2 events)

[ ] alias user {9 events)

|| chat message {4305 events)
[ ] download message (2 events)
(| ftp message (1 events)

[ ] list friend {157 ewents)

(| login user (125 events)

| | logout user {119 events)

] abserve friend {38 events)

| photo message (5 events)

| | remove friend (2 events)

| | request friend (10 events)

V] save message (45 events)

| | send message (153 events)

[ ] sip_IMVITE message (32 events)
[ | view falder (9 events)

] wiew message (13 events) ,“"

Bearer filtering

Temporal filtering

4 Results:- x (.1-\ Lgading:- i..'\ Lgading-. EE] Results:_ x =] Results: - L REE| Results:_
User & User A
User A = User B
User A type User A raw display User B type UserB
role role
value name

|
19-Mowv-2010 22:33:49 — webmail event {windowslive), 3 selectors
Action: save Action type: message
From Unknown -M To Unknown
Locators:
Source IPY¥4: £ F

B FULL. RANGE OF TRAFFIC TYPES

ElLess
SRI:
Bearer: GWUSCS17_RPC  SigAd: UKC-113R1 PDDG: HM
Source:
BLACK HOLE filename: 20101119-220001-GWUSCE17_RPC-donefcomms HMZDEL14K G701 log.gz  Key: 4CESS62CO935AS573170D90D751200000276 Plugin: A wd
Additiop ¥ d -
Action | SaveDraftErmaill Actor-Context : Owner, Caid : _ EventState : COMPLETE, Protocol : WindowslLivewebrnail, Route:
Stream-Dst-Port : 30, Stream-Src-Port : 64776
19-Mov-2010 22:15:37 — webmail event {windo
Active use
CONTEXT RICH ACTION TYPES
Fram Unlcnown w -TD Unknown
Locators:
Source IP\\'4_ Destination IP||I'4_
[FHrore
19-Mov-2010 22:06:32 — webmail event {windowslive), 3 selectors f_v
< 11} | (]
Page 1 of 1 First Previous : 1 Mesxt Last {1} ,Qi Change Sort Order i : U Display Surmmary i ILG_J CSY Export '

SECRET STRAP1
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® WHAT FEATURES ARE WE GETTING NEXT?

SCALE

GEO INCLUDING NEW FILTERING OPTIONS
SELECTOR PAIRS QQUERY

BROAD OAK ENRICHMENT

LOCATOR QUERY

EMAIL DOMAIN QUERY

DS

DISPLAYNAMES

SECRET STRAP1




-~
GCHQ

® GEO INC. FILTERING

Results:_

Results:_ Results:_ rezults: || NGz Results:_ Results| Results:- Results:

User A User A i - User B User B Filter criteria
SEer -
User A type User A raw display User B type User B rawr display

role role Ta filter this result set choose same

value name value name

criteria below and then dick | apply

Source IPY4: Destination IPY4: _
FlMore Event type filkering

Mon, 03 Jan 2011 06:45:18 GMT — SOCIAL ANIMAL dvent (Yahoo) chat message, 2 selectors Bearer filkaring

Active user—(Yahoo-uname) PESHAW AR, PAKISTAN Geo filtering
Unknown Yahaoo-uname _ Unknown Yahoo-uname _
Select all De-zelact all

Locators:

Source IPV4: _ Show only events geo-located to the
following countries:

[EMore Kazakhstan (1 events)

Pakistan (39 avantsz)
BE=S United Statez (4 events)

Thu, 16 Dec 2010 06:00:13 GMT — SOCIAL ANIMAL event (Yahoo) chat message, 2 selectors

Active user: |G (7 =hoo-uname] PESHAWAR, PAKISTAN
D Unknown [371 events)
Unknown vaheo-uname | Unknown vahoo-unarne -
Locators:
Fl.'-‘lnre

Thu, 16 Dec 2010 06:00:10 GMT — SOCIAL ANIMAL event (Yahoo) chat message, 2 selectors

active user: || NN =hoo-oname) ¥ PESHAW AR, PAKISTAN

Unknown vahoo-uname _ Unknown Yahoo-uname
Locators:

[El Mora

SECRET STRAP1



ctar Pair Locator Ernail domain

Miranda
urpose [T

ion | preparing slides for training

Liﬂ- Save Query .. Submit query

SECRET STRAP1




SECRET STRAPL

_’ Query input Results- : Results: - x Results: _ Results: -

Your input terms matched 14 events from Thu, 27 Jan 2011 09:12:53 GMT to Tue, 01 Feb 2011 16:42:20 GMT.

You rmay restrick the selectors matching your input terms by selecting from the values below, prior to proceeding to vour query results,

Selecto Any highlighted zelectors are narmalized versions of vour ariginal query seads,

Select all De-select all
L o maln 54

brandon.comiua [(Unknown) — 2 occurrences

brandon.corm.ua (AccountOwner] — & occurrences
brandon.corm.ua [AccountOwner] — & occurrences
randon.corm,ua [email_address] — 1 ococurrences

brandon.comua (AccountOwner] — 1 occurrences

[<][<] [<] [€] [£]

Continue

Cornair

fO01/2011 | 12:41:17 to 02/02/2011 | |12:41:17 JIC Priarity & Purpose | 1MS

Filker results by matched seladtors prior to display HRA Justification | testing

Query ackive users only

Target Enrichrment

== Save Query | | L. Submit Query

SECRET STRAP1



® LOCATOR QUERY

Search type

Selecor Selector Pair Locator Ernail dernain

Locator search

‘% Saved queries

You have 1 saved queries,

P ||

¢ Queries will be autormatically submitted to all instances of SOCIAL ANTHROPOID but WOT to SOCIAL ANIMAL,
# For bulk gqueries, enter multiple locatorz (one per linel
# If allow wildcards is ticked, # is treated as a multi-character wildcard,
Unlike other QFDs,  and ) have no special meaning (to query for a literal # zign, uncheck 'allow wildcards' rather than 'escaping’ the wildcard,
s By default, results will be returned in which yvour input locator appears in either the Source or Other locator columin
Uze the checkboxes below to change which of the source, other and destination colurins vou query,
* Selecting "Search all types" will return all matches regardles: of the locator type,

When "Search all typez" iz false, you rmust zeledt at least one type, Locatars have to match ane of these types to be returned, You can only pick the types that are available for the databasze columns (source,
destination and/or other) vou have selected.

Locators: Types to query:
M
Cell-Global-Identifier i Miranda 20140
Dest-IP-Address
Dast-Point-Coda JIZ Priority & Purpose | 1MS
Flight-Nurnber _ HRA Justification | testing
INMARSAT-Servica- o
Search period (optional): ta
A allow wildcards / Query for source locatars
Search all types Query for other source |ocators == Save Query | | L. Submit Query
Target Enrichrment Query for destination locatars



¥

. isplaw,r Mame Summary
74 Change Sort Order Surnrmary Dizplay Marnes | Export | ¥

rrration Act 2000 (FOIA) and may be exempt under other UK information legisl- Jn, Display hame, Suminiary
Surnrmary of all zelectars with dizplay names within thiz result set,

service @youtube.com [Unknown)
“ouTube Service — 1 ocourrences

TDS GENERATION

muslimaid @gator.ceml 3.co.uk (Unknown)

Muszlim Aid — 2 accurrences

Zhotmail.com (Dwner)

flhotrnail.com — 248 ocourrences

WORK ON A

Zhotmail.com (Unknown)

PROFILE/SUMMARY — 1 oocurrences
m UERY photmail.com (Unknown)

— 1 occurrences

ail.com (AccountOwner)

— 21 ocourrences

Ehotmail.com (Unknown)

dhotrmail corm — 1 accurrences

SECRET STRAP1
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¥ Date [ Time

01-Sep-2010 2003347
01-5ep-2010 20:39:47
01-5ep-2010 20:39:47

01-53ep-2010 20:39 33
01-5ep-2010 20:39:33
01-5ep-2010 20:39 33
01-Sep-2010 20,3933
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01-5ep-2010 20:39: 20
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Draka Source

SOCIAL ANTHROPOID
SOCIAL ANMTHROPOID
SOCIAL ANTHROPOID

SOCIAL ANTHROPOID
SOCIAL ANTHRIOPOID
SOCIAL ANTHROPOID
SOCIAL ANTHROPOID

SOCIAL ANTHROPOID
SOCIAL ANMTHROPOID
SOCIAL ANTHROPOID
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Conversation
2010-09-01
20:39:10.0

Contains 8

items
A walus

A Type
ohotmail. com
hotmail. com
hotmail.com

Ernail address
Email address
Ermnail address

live.se
live.se
live.se
live.se

Ernail address
Email address
Email address
Ernail address

ohotmail. com
fihokrmail. com

Ernail address
Email address
Ermnail address

ohotmail.com

o™

Recaived \i

;

Send instant
message ]

From  2010-09-01 1

20:20:47.0  Send instant
message
2010-09-01
L 20:40:41 .0
& =
%l Send instant
message o
2010-09-01
2 20:39:20 &
-

‘Iive.se
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® RoLL ouT PLAN.

" TRANCHE 1 — WO 24 AN 100 USERS
" TRANCHE 2 WE 31 AN 260 USERS
" TRANCHE 3 WC 77 FEB 100 USERS

" TRANCHE 4 WC 14 FEB MOP UP USERS

ROLLOUT TO SALAMANCA USERS WILL
FOLLOW
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CONTACTS

Senior Users:

Business Change:
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