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12 September 2008 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (UIIFOUot Report to the Intelligence Oversight Board on NSA Activities-
INFORMATION MEMORANDUM 

(U//FOUO) Except as previously reported to you or the President, or otherwise stated in 
the enclosure, we have no reason to believe that any intelligence activities of the National Security 
Agency during the quarter ending 30 June 2008 were unlawful or contrary to Executive Order or 
Presidential Directive and thus should have been reported pursuant to Section 1. 7 .(d) of Executive 
Order 12333. 

(U//FOUO) The Inspector General and the General Counsel continue to exercise oversight 
of Agency activities by inspections, surveys, training, review of directives and guidelines, and 
advice and counsel. These activities and other data requested by the Board or members of the staff 
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

/1~J}L~ 
GEORGE EfiLARD 

I111;~p(ecff0/. . ~~ra\ ) . 
,' . ' . ''\i"' (/ \-··~, . .,.l 
vc~~ '·, '\ ~ ~. 
VITO T. POTENZA 

General Counsel 

(U//~OUOJ- I concur in the repmt of the Inspector General and the General Counsel and 
hereby make it our combined rep01t. 

Encl: 
Qumierly Report 

' ~!J#j) K~ \3. ALEXANDER 
Lieutenant General, U. S. Anny 

Director, NSA/Chiet: CSS 

This document mHy be declassified and marked 
""UNCLASSIFIED/,'fm Orticial Usc Only'" 
upon removal of cnclosure(s) 

Derived From: NSA/CSSM 1-52 
Dated: 200701 08 
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1. (U//fiOUO) Intelligence, counterintelligence, and intelligence-related activities 
that violate law, regulation, or policy substantiated during the quarter, as well as 
actions taken as a result of the violations. 

(U) Intelligence Activities (b) (1) 
.. (b) (3)-P.L. 86-36 

I 
cr~::" .... ·.t'J'qf'' 1 .... ·1 

. . .... \_(b) ( 1 ) -

·. . ···················· / j( b ) ( 3 ) - P . L . 

(g,l,tgi,<~Tli)l lan NSA/CSSI lanaly~t targeted a foreigi1 1\J\~rson in 
the United States without Attorney General authorization. She learned that a person ylecl\ tp the 

was in the United States and was suspected to have planne~ an\ \ .. L---~----~--~~------------------~ operation to take place.. Thinking only of the urgency a,.hd nqt ~he 
target's location, the .. analyst queried an NSA database for infon11ation without seei9{ng \ \ 
authorization to ta,rget the individual. No results were returned. The incident was/found ~y\~he 
analyst's auditor/and the analyst was counseled and received remedial training. 

(TSh'Sih'Hfi'}An oversight resulted in the continued targeting of a U.S. erson q.;fter his cohserit 
to monit()r'ing expired. · .·· · 

L---....--.,...--...,---~~--------:----:--~ Although the consent expired oh~ ..... ----i==::!. 
NSA/CSS analysts did not remove the sele9tor from collection until! !'There were 
int.ei·cepts that were purged fi:om NSA databases. 

, .·· (Tg,t,t~;-b4~I¥) An NSA/CSS analyst tasked collection onaU.S. pe~-s~n before receiving Attorney 
.. .· General authorizati01~ on I . I The an~].ystwrongly believed that authorization had 

L// been rece1¥:4ii~:.:~·u::~:i:e~(~::~E''uifed in th'jntor.ceptofJ 1 

(b) ( 1) (b) ( 3) - P. L. 8 6-3 6 
(b) (3)-P.L. 86-36 (b) (3)-18 USC 798 
(b) (3)-18 usc 798 (b) (3)-50 usc 3024 (i) Derived From: NSA/CSSM 1-52 

Dated: 20070108 
Declassify On: 20320108 
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(b.~·-.(3)-P.L. 
TO'f SECltETf/COMR~TM~O'FORN 

86-36 

betweerlLli·------,..___,.--..J~ All collected data was purged when the violation was 
discovere~ land no reports were issued on the data. 't:P.) ( 

1
) 

(b-}'(3.) -P. L. 86-36 
(b))~t~l8 USC 7~8 (U) Computer Network Exploitation (CNE) 
(bl (3J .. :-s·b· .. vsc 3024 (il 

,....,.-, ,..., > ''"' T"T ,...r. T Tn .,..., TT"'< T\ r 
'J. IJ/ 'IJJ./' ~ 

''·. ·. . .•.. :. ~·~~· 

(U) Database Queries .-·::·'(b}.( 1) 
..... ·· /. (b) (3t-·P .. L. 86-36 

(SHSINREL TO USA, FVEY) TP,ere·W:~;~Oi~stances of tmi~tention~l collection resulting 
from poorly constructed_g;;~.tabase quelies. All results were deleted from.thel I 

1 pystem . 

.. /'(:.1;;::):::(1.) .......... . 
. . (U) U.S. Person StatuS. .. )' (b\· ... (3} .. ~.12.:;::c~··86:::.3..(5._ 
(b}(3)-P.L. 86-36 ii ·:·. .......... .. . 

.................. · .. · .... · .... : .... ·.- .. f!'M~iiiMF) OnCJfccasion;; lilrllets i~iti~l!x.th?u~hi iO bO!egitimat~ "!'d!oreign were folllid 
tohoJ..d U.S. ctbzensl;np.l .. Jt~{~A termmated targetmglL ~------' 
when ilieL:}ela~¢d that the target h~~d .. ~ U.S. passporf"·Co)le_ction was purged from 
databases-:an<IDteports were cancelleq. ··1 ······· .... l~_elector was not detasked 

·. when U.S. erson status was sus ected. The detasking failure resultedirt(::Jintercepts 
,..:;:.::.::..:.:..:::.:::.:.::.L-------------..J· .. ~V\.:..:.'.:..:.h.:::.en:;;:;...:;:th.:.:e~s9electors were positively linked to an 
L-------.-------r-----------1 The selectors were detasked, 
collection was purge and·NSA/CSS.analysts.wem.r!<trg,jp.~Q .. <:>.I:J-.. ~.9-.~ .. P~:?.~ess for 
vetting inadvertent co ectwn. .. .... ::::::::::::::::::::"'''""""":::'::~''''"'t;~::i ~ ~ ~ _ P. L. 

(TS//SIHNF)! ................. ..lNsAJCss ~gmlysts.targeted U.S. p-~~~9ns. 
I lth(fanalyst searched for a U.~.J ....... lataw traffic database beca'lls~'iie 
did not realize that thel .. lwas o;:vn:ed _?.y..a-U:s. company. ~.,_ _____ __;;.___;

4 
the analyst did not follow research .. r6ced1,m'!~,-which re uired him to check 

occurred when another analyst:fai1¢d.to reviewL...,.--~--,--------:--:--~~-----r 
I I Qu~ries were tenninated, and results were not retained. L.------' 
mistakes were found dunngthe auditing and oversight functions, and the analysts were retrained 
on search procedures. (b)(3)-P.L. 86_36 

(T£NSIN~JF) Collection transcription revealed that a 
·············· 

was used by a U.S. Govem.ment employeeon The·tfah~cript noted a 
Lc_o_n_v-er_s_a~tim;benyeen two U.S. Govemmentemp16yees., .. WhenNSA/CSS leamed.ofthe 
incidental collection; mipimization proc~qureswei'eapplied as directed by the USSii)SP0018. 

86-36 

·. .. . ······· (b) (1) 

"(b) (1) (b) (3)-P.L. 86-36 
(b) (3)-P.L. 86-36 (b) (3)-18 USC 798 
(b) (3) -18 usc 798 
(b) (3) -50 usc 3024 (i) 

TOP ~ECR:eT,s1COM£HT/fNOFOltN! 
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(8/7'8Ti/REL TO USA, FVE'.t)l 1-a.v:;:t~id foreign targ~.tf-1 ~~~~~:-----:-::---' 
the United States. Tasking was terminated, and colleCtionyvas pur.ged from NSA databases. No 
reports were issued. )''·(e,t?) ( 1 ) 

··: (J:){{-3)-P.L. 86-36 
·. '· •, ., 

::::::·· ... (U) Detasking Delays 

-t'"l~fffi'~+*-:-TA-1:+_. H-A'!""t'¥1-.;.¥-1 tl;~·un.ited States on 
~----ol.i·sefectors attributed to a tar et were ~_¥tasked on ··• however;c:=J 

.· >Research is ongoing ·tp isolafe.the cause of the 
1--""""""""'~'"le_m_, ___ .~..--____ ...__ _____ ___,~ .. The intercept associated with theJ I 

..... ··· ~he United States was purged from NSA databases! I ... (B··) ( 
1

) 

.-:::::: ..... · · . . ..... ······· (b)\ ( 3) - P ; L. 8 6-3 6 
''('!J::)"'(•l.,L.. (U//FOUO) Foreign Intelligence Surveillance Court (FISC)-Authorized Go!I'E3ction(b)\(3) -50 usc 3024 (i) 
(b) (3}::~:?':'1i'~o:,:8§,;c}.\'i ... ············ \ 

.. ··. ei~ks~V~~F.I st discovered .. ~··F1'sc-authorized sele6~or 
ass.ociat.~d wit ... ·nad not been removed front .. tasking 

Pursuant to the FIS.Q_order, detaskiii: . .. However, a problem 
with the collection system ·revented the executionofth~_action. When the 
system problem was rectified a review of target selectors was cm~diicted; .. j I 
additional selectors affected by the system problem were removed from tasking. 

(5.(1~W/ReL TO USA, FVEY) Unintentional dissemination of U.S. identities. There 
were Oinstance.s . .in.'(l'~eh SIGINT analysts disseminated communications to, from, or about 
U.S. persons while pursuTngfoieigrrintelligence.task.ing1his quarter. All data have been deleted 
or destroyed as required by USSID SP0018. ./(b) (1) 

//(b) (3)-P.L. 86-36 

(Sh'SL'7'REL TO USA, FVI!Y) During this quarter, 0SIGINT products were cancelled because 
they contained the identities of U.S. persons, organizations, or entities. In all instances, the 

lo")"{J.J reports were either not reissued or were reissued with proper minimization. 
( b j'p j''~p';"L;;,,,,,§,r;?.:::} 6 .--------, 

·· ·.. (87/}iF)f · ..... ... bnfonnation about a U.S. person was posted on INTELINK, which is a 
. classified and higlilysecure.jp.tranet used by the U.S. Intelligence Community. A graphic 
?O.fl.ta.ining a U.S. address was posted( I when the mistake was 
tderihtied and corrected. 

(TS//Slk?JF)I I dmin a review of interce t a.n 
NSA/CSS analyst dtscovered that th rom a legitimate foreign (J»~Ut 

I t h u . d s .fi 1 a (o)f-j)-P .L. 86-36 rn t e mte tates as notl tee an (b)(3)_18 usc 798 
destroyed theUintcrcepts for the timeframe the target was in the United States. (b)(3)-50 usc 3024(i) 

! (U//FE>Qoroisseminatior:tofF~reigp lntelligen~e Surveillance Court (FISC)-Authorized 
Collection ·· · · 

lan NSA/CSS analyst tipp~~_ip.fe>.nnationonl I .. I 
l~f1J~rcepts.Jog!l!ef SIGINT analysts using a cfomn..mriication 

TOP SECRBTNC01v1fiq-T//1q-QFOR:H 
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:::::::::::: , .. -.(I;J) (1) 

·::: .. •· (b)(3)-P.L. 86-36 
.··· . _....... (b)'(.~)-50 usc 3024(i) 

tool that was not authorized as a dissemination too.Lfo~ ... --· ... ---~:~at~-~ecause the chat to61. does 
not have the ability to track U.S. person ~q.fonnatlon. When recognized! l .. ~he data···~as 
deleted. Although not a violatiol}. ofthe FISA and related authorities, the practice do\~s not · 
provide an audit trail oftbeU:~(person infonnation passed to others within the SIGIN.T ·. 
lproductiol?.~~!n- The-process for using the chat tool was amended! I 

............... (b) (3)-P.L. 86-36 

(TSHSM'NF) The identity of a U.S. person was not masked ·wh~n a file on a 
FISC-authorized targe .. -··· The 
Oanalyst.recognizedthe .. O.Y!:<rs.ight,.4.~1.~~~~!~~-fl}.~ ... ::J?..?.: notified NSA. The NSAj.CSS analysts 
associated with the violation were retrained on FISA miniiiiizii1ioii.. .... · ........ · ... --·(b l ( 1 l 

(u) Th P t A . A f 2007 (PAA) .... ·Y.!i.if-.·.b_ l ( 1 l e ro ect menca ct o . . . . .. · .. :· :> 1 
/!(}.)')(3)-P.L. 

(U) Counterintelligence Activities 

(U) Nothing to report. 

(U) Intelligence-related Activities 

I C! 1/C! T I flo. TTI\ 

(b) (3) -P. L. 86-36 
(b) (3)-50 usc 3024(i) 

i 

' 
'--(b) ( 1) 
(h) (3)-P.L. 86-36 
(b'\.(3) -50 usc 3024 (i) 

'·<:::<·· ... 
', ··.J 

.,I 

····· ............... . 

(SNSb'/REL TO USA FVEY) Although not violations ofE.O. 12333 and related directives, 
NSA/CSS reportsOinstances in which database access was not terminated when the need for 
access was no longer requir~d.l !access to FJSA data was not tenninated when the 
NSNCS$ em Jlo eesJransferred or fmward-deployed to lo~::I.t.~<:>ns inl land 

.J k occasions, access to PM. data was riot tenninated when NSA/CSS analysts 
· d~ployed:to: Once identified, accesses were revoked . 

. :· ..... ·;:::.-·· 

TOP SECRETh'COfviR<:fT//NOFO:RJ<:f 
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(U) Destruction Delays 

(TSHSih'HF) I ~nadv~.t~ent in terce ts collected from were purged II 
1 ~ut the a.nalyst forgot to ·--The .. _NSA ~~ 

production staff found the ovetsig t :~t~lii~h:~J.me.th..~ .. ~ollection was:d.eletefi. The 
analyst reviewed the procedures for purging collection .. to··]{';§s:efi:'the:possi:bility;,gl;~::E~4mTence of 
a retention violation. · . ...- \ .b} ( 1 } 

.... ,., ... :;":'. ·: . ·:: ... ···· (b_} ( 3 } - P . L. 8 6-3 6 

(TSN81J4~4F) On Docca:s16'i1s~}:J'sA/css analysts did ngt,pw:g~::Ori'fhi~tf~~a(~~llecti~ti·from 
NSA databases in a timely manner. ':;in::emailselecto,r,·fbr a legitima\:,e · ..... 
foreign target was detasked on . ...- 'h the United Stat~s. ·· . .._ 
Collection was not remoy<:<.d:::frofiithe data repositOries until I .. ...-· \ ·1 
I .. . ..... · · ·"F ·the selector for.·a··different target was detasked on 
I l·btifcollection was not purged from thel !databases until I I 
2. (U/IFOUO) NSAICSS OiG Intelligence Oversight Inspections, Investigations, 
and Special Studies. 

(U/ fFOUCj During this quarter, the Office of Inspector General reviewed various intelligence 
activities of the NSA/CSS to determine whether they had been conducted in accordance with 
applicable statutes, Executive Orders, Attorney General procedures, and Department of Defense 
and internal directives. With few exceptions, the problems uncovered were routine and showed 
that operating elements understand the restrictions on NSA/CSS activities. 

(U/fFOUGj NSAICSS Hawaii. The inspection found non-compliance in the completion of 
initial and annual refresher intelligence oversight training and the database to track training 
for those with access to SIGINT databases and their auditors was not accurate. In a future repo11, 
the NSA/CSS Inspector General will update actions taken by NSA/CSS Hawaii to correct the 
inspection findings. A highlight of the inspection was thel !<iatabase and Standard 
Operating Procedure (SOP) developed by I .!section. 
The SOP has reduced the detasking time from I lminu.t<;:§. '.!?<f. has hel~edp!:·event 
collection violations. · 8 6_ 3 6 (b) (3}-P.L. 

(U//FOUO) NSA/CSS Colorado. The inspection found non-compliance in the completion of 
initial and annual refresher intelligence oversight training. NSA/CSS Colorado lacked a process 
to track training for employees with access to NSA databases and had no processes to update the 
data. Operations employees displayed a good understanding of the intelligence oversight 
authorities in relation to collection, minimization and dissemination. 

3. (U) Substantive Changes to the NSA/CSS Intelligence Oversight Program. 

(U) Nothing to report. 

TOP SECRE'f//COMRq-T//NUI"'Ottl<il 
5 



DOCID; 4165204 
TOT' 5t!CftETi7'COMll•ff/7HOfi'O'KN. 

4. (U) Changes to NSA/CSS published directives or policies concerning 
intelligence, counterintelligence, or intelligence-related activities and the reason 
for the changes. 

(U) Nothing to report. 

5. (U) Procedures governing the activities of Department of Defense (DoD) 
intelligence components that affect U.S. persons (DoD Directive 5240.1 ~R, 
Procedure 15) Inquiries or Matters Related to Intelligence Oversight Programs. 

(U) Nothing to report. 

TOP SECRETNCOMH'H//HOFORN 
6 


