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Pay attention to that man behind the
curtain:
Discovering aliens on CNE infrastructure

CSEC Counter-CNE

Target Analytics thread
SIGDEV Conference
NSA — June 2010
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The need for Counter-CNE...

Foreign and friendly actors often encountered

CNE operators do not pursue them beyond their targets
Reporting groups need to be made aware

OPSEC evaluation is needed

Active pursuit of CNE actors: a different ballgame
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Outline

* |Introduction CCNE at CSEC
e CCNE tools and methods
SNOWGLOBE

* De-confliction

Safeguarding Canada’s security through information superiority C a dﬁ

Préserver la sécurité du Canada par la supériorité de I'information




TOP SECRET /| COMINT

I * I Communications Security ~ Centre de la sécurité
Establishment Canada des télécommunications Canada

j_ 5 ff—j_ . =
CCNE Group at CSEC

o Part of CSEC CNE operations (KO)
* Recently formed matrix team

* Analysts and operators from CNE Operations, IO Reporting
Lines and Global Network Detection

 Mandate:
— Provide situational awareness to CNE operators
— Discover unknown actors on existing CNE targets
— Detect known actors on covert infrastructure
— Pursue known actors through CNE
— Review OPSEC of CNE operations
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e ::
CCNE team \

Reverse engineering

Target develgpment Nnderstand

reign CNE actors

Active collection Foreign CNE

persona

Passive collection Develop
eCtion signatures
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CNE Toolkit: WARRIORPRIDE

* WARRIORPRIDE (WP):
— Scalable, Flexible, Portable CNE platform
— Unified framework within CSEC and across the 5 eyes

— Do more with less effort
* Common framework for sharing code/plugins across the 5 eyes
* WARRIORPRIDE is an implementation of the “WZOWSKI” 5-eyes API

— WARRIORPRIDE@CSE/etc. == DAREDEVIL@GCHQ

* WARRIORPRIDE

— xXml command output to operators
— Several plugins used for machine recon / OPSEC assessment
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WARRIORPRIDE

Transaction Id: 133&54&

Core storage files for implant 1z7.0.0.1

e e e e o e e e ey
Plugin Store: c:h Tewp ~DFIEBES _tnp

Config Store: cohTenpyconfigFilelys. sys

Note that thl= command does not list plugi

real work

Implant

comms
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WARRIORPRIDE plug-ins and output

e Several WP plugins are useful for CCNE:
— Slipstream : machine reconnaissance
— ImplantDetector : implant detection
— RootkitDetector : rootkit detection
— Chordflier/U_ftp : file identification / retrieval
— NameDropper : DNS
— WormWood : network sniffing and characterization

* Already used for CNE OPSEC

* Used for precise identification and heuristics
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WP xml output (raw)

<?xml version="1.0" encoding="UTF-8"?>

<response xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalocation="U_FileCollectorLp/U_FileCollectorLp_2.15.xsd"><implantl
d>51.1.2.160</implantld><transaction><transactionSource>50.0.0.101</transactionSource><tr
ansactionld>320453</transactionld></transaction><timestamp><TLT>2010-02-
23T15:53:06.366</TLT><UTC>2010-02-
23T15:47:43.448</UTC></timestamp><errors><errorPlugin>0</errorPlugin><errorOs>0</error
Os></errors><commandInfo>fcstart</commandInfo><responseDetails><fcstart><status>Succe
ss</status><standbyMode>FALSE</standbyMode></fcstart></responseDetails></response>
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WP SLIPSTREAM output (parsed)

[2010/05/18 - 16:28:05 (UTC)] Transaction Id: 582966
U_SLIPSTREAM - <ssservices>

Implantld: <51.8.1.13>

Timestamp (UTC): 2010/02/09 06:42:42

PAGE:1of1
______________________________________________________________ < I ARt (e e e £ e e e R SO £ e et BN | A e S s s
s - l l l |
PID |Service Name |Status |Startup Type |Service Process Type|Display Name |Binary Path
------- e
924 |AeLookupSvc |RUNNING |AUTOMATIC  |SHARED Application Experience Lookup Service |
C:\WINDOWS\system32\svchost.exe -k netsvcs
0 |Alerter |[STOPPED |DISABLED |[SHARED |Alerter |CA\WINDOWS\system32\svchost.exe -k
LocalService |
3184 |ALG |RUNNING IMANUAL |[OWN PROCESS |Application Layer Gateway Service |
C:\WINDOWS\System32\alg.exe |
0 |AppMgmt |STOPPED IMANUAL |SHARED |Application Management |CA\WINDOWS\system32\svchost.exe
-k netsvcs |
924 |AudioSrv |RUNNING |[AUTOMATIC  |SHARED |Windows Audio |C\WINDOWS\System32\svchost.exe
-k netsvcs |
0 |BITS |[STOPPED |[MANUAL |SHARED |Background Intelligent Transfer Service |
C:\WINDOWS\system32\svchost.exe -k netsvcs |
0 |Browser |STOPPED [AUTOMATIC  |SHARED |Computer Browser |CAWINDOWS\system32\svchost.exe
-k netsves |
1028 |ccEvtMgr |RUNNING |[AUTOMATIC  |SHARED |Symantec Event Manager |"C:\Program Files\Common
Files\Symantec Shared\ccSvcHst.exe" /h ccCommon |
1028 |ccSetMgr |RUNNING |[AUTOMATIC  |SHARED |Symantec Settings Manager |"C:\Program Files\Common
Files\Symantec Shared\ccSvcHst.exe" /h ccCommon |
1708 |Cissesrv [RUNNING |[AUTOMATIC  |OWN PROCESS |HP Smart Array SAS/SATA Event Notification Service |"C:\Program
iles\HP\Cissesrv\cissesrv.exe" |
0 |CiSvc |[STOPPED |DISABLED |SHARED |Indexing Service |CAWINDOWS\system32\cisvc.exe
I
0 |ClipSrv |STOPPED |[DISABLED |OWN PROCESS |ClipBook
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H
WP SLIPSTREAM output... drivers
e (parsed)

Implantld: <51.8.1.13>
Timestamp (UTC): 2010/02/09 06:42:43

PAGE:1of1
] I I : I : I
SCM|Driver Name |Status |Startup Type |Driver Type |Display Name |Binary Path
[
~ I I : I : I
|ntoskrnl.exe |[RUNNING | | | |C:AWINDOWS\system32\ntoskrnl.exe |
|hat.dll |[RUNNING | | | |CA\WINDOWS\system32\hal.dll |
|KDCOI|VI.DLL [RUNNING | | | |CAWINDOWS\system32\KDCOM.DLL
|BOOTVID.dII |[RUNNING | | | |C:\WINDOWS\system32\BOOTVID.dll
I
|ACPI.sys |[RUNNING | | | |ACPl.sys |
[WMILIB.SYS |[RUNNING | | | |C:\WINDOWS\system32\DRIVERS\WMILIB.SYS
I
|pci.sys |RUNNING | | | |pci.sys |
lisapnp.sys |RUNNING | | | lisapnp.sys |
|pciide.sys |RUNNING | | | |pciide.sys |
|[PCIIDEX.SYS [RUNNING | | | |C:\WINDOWS\system32\DRIVERS\PCIIDEX.SYS
I
|MountMgr.sys |RUNNING | | | [MountMgr.sys |
|ftdisk.sys |[RUNNING | | | [ftdisk.sys |
|dmload.sys |RUNNING | | | |dmload.sys |
|dmio.sys |RUNNING | | | |dmio.sys |
|volsnap.sys |[RUNNING | | | |volsnap.sys |
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* Extend WP output to a signature based system:
REPLICANTFARM

* Module based parser/alert system running on real-time
CNE operational data

* Custom/module based analysis:
— Actors
— Implant technology
— Host based signatures
— Network based signatures
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2, Most Visited | Getting Started

| CCNE/Opsec WPID Alerts = | | Exploits -

CCNE/Opsec WPID Alerts

Note that the seavch is done with the fields as perl regular expressions...

| | hitp://obeliy/

o (I —— v -] [C

Latest Headlines ud LTT < Cperations < TW... ¥ Opsec - klsvn - Trac | CCNE/Opsec Systems | | http://obelix/systemiInfo/

| CCNE/Opsec WPID Alerts

REPLICANTFARM

® | | CCNE/Opsec WPID Alerts =

[Examples: [
® Dotz () ar=
single-
charactar
» gcrt hba Current Modulas: : : v 4
Sta () | WH, Inglantpl  [°01100 VO Tmplantsl mod 15 procParentspl |mod 200 SD MI20pl  mod 24_expecteddrzuments pl mod 304 UNE. WINPACE pl mod 310 UNE. WIDOWEKEY pl |ma
MEANS any o ud_l 00 EIM EHEPH:ERD i imod 11 cloakeed.pl mod_16_recyclerexecpl  |meod 201 SDr MI2SFTP.pl (mod 25 privilegespl mod 303 UNE IASEX pl mod 311 UNK CIVETCAT pl |mo
numribar of mod 101 MM CARBON 1- erod 1200 AF ATOOFNESE gl [mod 17 tmpesecpl mod 20 pebrnedification sl [mod 300 UNE TCPSRV3I2 pl mod 306 UNE WINUPDATE pl mod 3 mepratendsr pl ma
characters mad 102 ]'.!II.-!_R.EGEAEI;UP ol imod_ 12 syvstem32varpl mod_18_passwordfilters.pl imod_21_schadulsat.pl mod 301 _UNE_BLAFINGANGEL .pl |mod 307 _UNK_QUIVERINGEQUAR pl |mod_400_88 WINBEE pl ma
® Single WRID: [ CHOUSE ot [med 13 sarpassword pl mod_18 _leenzleloaling ol mod_20_atuminsealizxee pl |mod_302 TINYWEE pl mad_308 UMK WINDO pt mod_401_88 SSLIMST pl ma
SIVEBLLL 1B o8 104 MM WALKER. l.p‘ mod_14_stranzedllextensionspl |mod_1_packed.pl mod_23_hiddenpl mod_303_UNK CYDLL.pl mod_309 UNE_DIESELRATTLEpl  |med 402385 SharpRopl at]
® ClassC B : -2
WEIL:
STL.B 1L
® Infrastructurs:
50
Type:
TWPID Regexp: Module Regexp: MM Historie: -!Q
Live:" '
Submit Query |
ALERTS
: Module: Date: Tag: File name: . /datastore/archive/2010/01/21/15
mod_103 MM DOGHOUSE pl 2010-01-21T1536:39 968 MM [TXIDO000272485_18_Y2010M0O1D21 _HISM28S59 MS642MUS00NS0_RXIDOA0_000_0
Details:

Possible MM DOGHOUSE drver file: C:'WINNT\ENtUninstallQ244 3985,

Possible MM DOGHOUSE duver file: C:\WINNT SNt Unmstall Q244598 5\afd sys.
Possible MM DOGHOUSE driver file: C:WINNT SNt Uninstall Q244 598 Snetbt svs.
Possible MM DOGHOUSE driver file: CWINNT\SNtUninstallQ 2445985 tepip sys.
Possible MM DOGHOUSE driver file: CWINNT SNtUninstall 0244598 S\hotfix inf.

--——PULLEDPORK—--
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File Edit View History Bookmarks Tools Help

(CTONCE - y -
£, Most Visited | | Getting Started & Latest Headlines «d LTT < Operations < TW... % Opsec - klsvn - Trac | | CCNE/Opsec Systems | | http://obelix/systemInfo/

| L CCNE/Opsec WPID Alerts * | || CCNE/Opsec WPID Alerts % | L] CCNE/Opsec WPID Alerts x CCNE/Qpsec Mondumppr... x

CCNE/Opsec Mondumpprtracker viewer

Nots that the search i dows on the wpids with a simpis wildeard and a per] regexp for the command lines
Examples;
A value of * in & wpid indicstes that "class” is & wildcsrs

W

The +Ragenp is 3 parl rezular sxpression applisd to the command lire. Only command linss satisfying fhe sxprassion will bs displayed

.
.
.
.
.
» The-Rezsxp is 2 parl regular sxpression spplisd fo the command line. Only command tines NOT sstisfying (ke spressicr will be displayed

[WID Regerp: 512113

(D ramm: ~ 2 Mo

‘ Proc | cmdLine

| pareat

[mefedsmyne axe [C/WTNDOWS sysrem3 ¥ mafedsepne ane syne

|& Itunknown_ownerfet:

‘c':twi.;m;ﬂa |=‘¢mc‘C¢: Progrem Filss' Symenter. Symantsc Eadpoint Protaction’ DWHW ized, sxefquor;

|5: lt;unknown_owaerfet;

vesltbackproxy | |Squot, Gl Progrem Files| Symenta Jpdetz LuCallbadDrexy axafquot, {8LICD2AIE-1040-4086-0DDD-L4FAESSFEDF)

&t unknewn_ownadet,

lpcalibackprony | |&quot, C: Progrem Files'Symentsr LiveUpdars LuCallbackProny snafquot, {ESASEREE-DSB(-4212-88DF-54C0B3 730522}

&l unknown_ownerSet,

{ucallbactpromy  |&quot; C: Progrem Filss' Symentac' LiveUpdate LoCallbadPoony aafiquet; {D3760026-058 T4ad-2DCF-2303 L EEETIES L

&t unkmewn_ownesfiet;

‘h:f:sl Ihariproxy |&q|;atj€: Proeram Filss'Symanter\LivelUpdate LuCallbackProxy exafquat, {CH0DC234-65F04674-04AE-621 58EFCA4353)

|& It unknown_ownaset:

[ocoms-l.ome  [SquonCo PROGRA-T'Symantec LIVEUP-LLUCOMS-LEXE Squer; [t uninewn_ownerges
Insatl 2xa Equot, G2 Prooram Files\Symentsc LiveUpdsts\luall sna&guot; -5 &ltunknown_owneet, 20100524 04:05
sosclu axe Squot, G Program: Files\Syment=c.Symanter Endpoint Protaction' SescLU enaScquot, -Embaiding &ltunknown_ownaset, 20100524 04:04

wrniprvee axe C:WTIHNDOWS syatem’ Ywbem wonipryse axs -serurad -Embadding

Eltunknown_ownerfet,

2010-05-24 02-10

[E— [#quotCo MINDOWS PCHsslth Helpr Binaniss HelpSue ansfequot; Embedding

|:§ It unknosn_ownaset:

2A19-05-24 G2:10

‘ﬂﬂ’u.tpﬁl.a.%( |5=qraoc; CoMDsemon' APE SccountProns exa&quot; /=1 /—=Equot;C.\ M Dasmon Logs OldLogs Logs-2010-05-22-S21-00-00-20 zip&quet; Jp=&quet,C " MDaxmoen Logsfquot; /r

|5: Itunknewn_ownerdgt,

2010-05-23 1932

s2-leam. axs Equot, G MDasmon SpamA ssassin'aa-l=am sxafequot; —hem —corfrpath=8quot, C: ' MDemon APP SpamAssassin' d=fulr_mlesfquot; —sitconfipparh==8guet; C: ' MDasmon'| Spam A ssassin'sslesfquot; —dir Squot C ADeemon PUBLIC~1' BAYESL-1. INA NON-5P~1 IMA'* mszSquot;

Eltunknonn_owneSet;

3 19:30

acoonnprene x| |Squot; C MDamen' APE AccountPruns sxaSquot; /8

&l unknown_owneet;

15:30

listprins exs Equat, C MDs=mon' APPListProns sxafequot, /s Eltunknonn_owna&et;
[rEm—— [#quor Cr MDaemen S pam A ssassiniss-leam sxediquor: —spam —ronfizpsth=frqot:C MDisemaon AP Spam A ssassin defmlt_nslesdauot; —sitcon spath=dequot;:C - MDsemon S pam Assassin ailesdauot, —ir &quot - MDasmon PUBLIC.] BAYES[.1 IMA'SPAM-1 TMA'® msfequot, |&ltsninonn_swnek =t
‘mﬂs;ea(a' e |&qwtjc: ‘MDs=mon' APPMDUpdarsr. sxafquot; p=fquot;MDa=mon Sarvenfquot; '3 |&1tjur.w'.waz_mta&-
cmd em Equot, G WINDOW S systami Lomd. cxafqooet; (¢ Squet; Gl MDaemon' ADP'Laam batfquot; &t unknot owneE e
o awa Soquot, CoWINDOW S eyerami 2iomd . exafequot: ¢ Squat; Cr MDe=mon' ADBWC leanup betdoguot; St unknonn owneES e
mvspdate exs &quot C: MDasmon SecprityPlus'svnpdsts swafqnat; /g /1 & ltunknown_ownerget:

[mndiiz e [CoWINDOWS sysram3 T mendi3z sne € DOCUME- 1 ALLUSEA] WINAPPLIC-1\Symantsr SyEnAppS SYKnAppS 4l UpdstsSyknippS

|& It snknomn_ownerset:

ACOOBRIPIBNS &% |&q|u\tjci: MDz=mon' APP AccoumtProns sxadguot; =1 /=&quot;C MW D=aemon Loz OlSLozs Logs-201 0-05-21-Fri-00-00-03 . zipSequot; ‘p=Squot, C: MDazmon LegsSquot; 1

|& It nknenn_owne:

COWINDOWS systemd Tmafadssins ons syne

Lol Vi W=

tucallbeckproxy | Soquot, €7 Progrem Files|Symentec LiveUpdste LuCsllbeckDroxy axafquot; {B12CD25E-1040-4086-0DDD-A4FAESIFEDF} St unknown_cwnendet
lucallberkproxy  |&quon Co Brogram Files\Symanter LiveUpdats LuCallbackProxy sxafquat. {ESAIEBEE-DS80-421= 85DF-S3C0BI 738522, &1t unknown_ownergzt:
[mcaltbackprony  [Squor O Brosram Filss Symantar LivalUpdsts LuCallbackBroxy sxsfquot. {03 768825-D5B T~4ad |-SDCF-1305 | EEE TEE3 } T ——r—
tocallbertprony | |&quor,Cr Brogram Files| Symantec LiveUpsats LuCallbackPraxy snadequot, {CS0DC234-6509-4674-04AB-621 SBEFCA433} [t mninonn_ownerser:

‘ Inseoms.] axs

[Equot,C: PROGR AT Symanter LIVEURW 1L UCOMS -1 EXE&quot:

|{2 It unknomwn_ownas et

‘h;au g

|5!q1:ot C:'Brogrem Files'Symantsc LiveUpdata'luall axaquot; -5

e e e
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REPLICANTFARM generic modules

Cloaked * Kernel cloaking
Recycler * Schedule at

Rar password * Ntuninstall execution
Tmp executable * hidden

Packed

Peb modification
Privileges
MS pretender

System32 “variables” Other ideas....

Strange DLL
extensions
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Generic modules : example

my @runningProcs = xml_isProcessRunning( $xml, 'svchost.{1,3}\\.exe’,
‘winlogon.{1,3}\\.exe’,

'services.{1,3}\\.exe’,
'Isass.{1,3)\\.exe’,
'spoolsv.{1,3}\\.exe’,
‘autochk.{1,3}\\.exe’,
'logon.{1,3}\\.scr’,
rundli32.{1,3}\\.exe’,
‘chkdsk.{1,3\\.exe’,
‘chkntfs.{1,3}\\.exe’,
'logonui.{1,3}\\.exe’,
'ntoskrnl.{1,3}\\.exe’,
‘ntvdm.{1,3}\\.exe’,
rdpclip.{1,3\\.exe’,
'‘taskmgr.{1,3}\\.exe’,
'userinit.{1,3}\\.exe’,
‘wsentfy.{1,3\\.exe’,
'tcpmon.{1,3\\.dIl');

foreach my $runningProc (@runningProcs)

{
$alertText .= "Suspicious process detected, legitimate exe named appended with string: " . $runningProc . ".\n";
}
Safeguarding Canada’s security through information superiority C a dﬂ
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RF specific sighatures

« KNOWN actor filenames, processes, covert stores:
— MAKERSMARK / FANNER
— SEEDSPHERE / BYZANTINE
— ALOOFNESS
— SNOWGLOBE
— VOYEUR
— SUPERDRAKE
— GOSSIPGIRL

e |nfrastructure
— Known IP addresses
— Known DNS queries

e QOther tools
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Specific sighatures : example

# Check a known drivers present

my @driversPresent = xml_isDriverPresent( $xml, 'usbdev\\.sys', ‘acpimem32\\.sys',
'usblink32i\\.exe’, \\$NtUninstallQ722833\\$' );

foreach my $driver (@driversPresent)

$alertText .= "Possible MM CARBON driver detected: " . $driver . ".\n";
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Operations

* Routine operations for CCNE investigations on current
targets
— Execution of OPSEC related plugins
— Collection of files
— Examination of network activity

« Blanket approvals for addition of selectors to level 4 OPs
against known actors: example WATERMARK operations
against MAKERSMARK

e Standard operating procedures for level 2 — level 4
operataions against foreign CCNE actor infrastructures
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CCNE | OPSEC page on 5-Eyes K1SVN
Wiki

* Contains reverse engineering reports for CNE / 10
consumption

* Even logs and notes for several actors
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CCNE operations — Covert Infrastructure

e Some fusion of the WP and CCNE infrastructures
— Dedicated ORB for CCNE
— Unattributed dialups to the ORB

* Philosophy: use low hanging fruits against the actors
(public exploits and tools if available)

* Discussions regarding repurpose of foreign toolkits

 De-confliction
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* Provide the historical account of the activity on
DOURMAGNUM (Imam Hussein University)

* Implant identified while investigating another
unattributed actor

* rar archiving of emails on target

* Beaconing using HTTP to php-based listening post
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.4 CCNE/Opsec WPID Alerts - Mozilla Firefox

File Edit View History Bookmarks Tools Help

& - c < » I s (Bl

2 Most Visited | | Getting Started Latest Headlines wll LTT < Operations < TW... = Opsec - klsvn - Trac | | CCNE/Opsec Systems | | http://obelix/systemiInfo/

|| hitp:/fobelix/ = | || CCNE/Opsec WPID Alerts » | || CCNE/Opsec WPID Alerts x | = Opsec— klswn % * Opsec — klsvn £
CCNE/Opsec WPID Alerts

Note that the search is done with the fields as per! regular expressions...

Examples:
r (Current AModules: - . A = L 5
® Doiz () e singlecharscter mod 1000 WH Imglent pl jmod 1100 VO Implant.pl jmed_15_ procBeeatzpl  |mod 200_SD AIIC pl oved_14 expectadirgemenis pl | 304 UK WINDACT gl mod 310 UNE._WIDOWEEY.gl [mod 500_SJ DDNT.pl mod T ou
wildozrds n—ni_lm ;[M E}ED}E;J} imnd 11 closkad pl imod 16 reopclerewacpl |mod 201 5D MI2SFTP gl fmed 25 privilesas.pl | 305 UNE. IASEX.pl mod 511 UNK CIVETCAT pl |mpd 5 knownips pl mod 800
® Dot-Ster { =) mean: any e U pl" _1200_AF ALODENESS gl |mod_L7_tmpemen.pl mos_20_peomodification.pl med_300_UNK_TCESRVILp _306_UNK_WINUPDATE pl mod_J_mupretendier.pl mod 600_GR_IMPLANT pl  |mod_800_
pumber of chararters cd 102 2O RECBACKUD 5 [T 12 systeni2var pl mod_18_passwordfilters. pl [mod 2] _scheduleat pl mod_301_INE_BLATINGANGEL pl fmed_307_UNE_QUIVERINGSQUAR pl |mod_400_35_WINEEE p! mod_601_OR_FLAMEp!  |mod_RFL
* Sl WRILSMEILE |5 e pim ot 13 rampessword pl rod 19 kemeleloaking ol (mod 23 nominsullenecpl [med 302 TRNYWER.gl | 308 UMK WINDO.pl mod 401 55 SSLINST pl mod_6_knowndns pl mod RFT_
® Class CWRID:ShuR, | e e rrm g (W9 14 stranzesliextensions ol (mod_|_packed ol mod_23_husden.pl mod_303_UNK_CYDLL.pl S08_UNK_DIESELRATILEp.  |mod 402_SS_ShepR.pl med_T00_SG. CHOCOPOP gl |mod_REL
# Infastmucture: 450 e B
Type
WEID Regexp- Midole Begexp! 700 SC_ Histeric: 2/
Liva;
Submit Query |
ALERTS
WPID: Module: mod 700_SG_CHOCOPOP pl Date: 2009-09-30T10:18:41.900 Tag: SG  File name: __/datastore/archive/2009/09/30/10/TXID0O000074573_18_ Y2009M09D30 H10M1
Details:

Possible SNOWGLOBE CHOCOPOP process detected: cmd.exe /C "¢/ RECYCLER)S-1-5-21-101796669-4102346875-220983236-500'rar.exe" a + -inul -hplockless -aprfeghbi -mnld temp 168 rar ¢ MDAEMON Users'dhu.a
Possible SNOWGLOBE CHOCOPOP process detected: cmd.exe /C "¢ RECYCLER!S-1-5-21-101796669-4102346875-220983236-500'rar.exe” a + -imul -hplockless -aprfeghhi -mld temp 168 rar ¢ MDAEMON Users'dhua
Possible SNOWGLOBE CHOCOPOP process detected: "¢ RECYCLER'S-1-5-21-101796669-4102346875-220983236-500rar .exe” a -1 -inul -hplockless -apSNazarian -tnld CIWINDOWS' TEMP'166.rar ¢ MDAEMONUs
Possible SNOWGLOBE CHOCOPOP process detected: "c'RECYCLER'S-1-5-21-101796669-4102346875-220983236-500'rar exe" a -1 -mul -hplockless -apSNazarian -inld C:WINDOWS\TEMP! 166.rar ¢! MDAEMONUs
Possible SNOWGLOBE CHOCOPOP process detected: cmd.exe /C ""c!RECYCLER!S-1-5-21-101796669-4102346875-220982236-500'rar.exe” a -+ -mul -hplockless -apSNazarian -tnld temp'166.rar ¢ MDAEMON Usersidh
Possible SNOWGLOBE CHOCOPOP process detected: cnd.exe /C ""c!RECYCLER!S-1-5-21-101796669-4102346875-220983236-500'rar.exe" a 1 -inul -hplockless -apSNazarian -inld temp' 166 rar ¢/ MDAEMON Usersidh
Possible SNOWGLOEBE CHOCOPOP process detected: "c'RECYCLER'\S-1-5-21-101726669-4102346875-220083236-500\rar exe” a -1 -inul -hplockless -apkpnazari -tnld C:WINDOWS\TEMP 166 rar ¢ MDAEMON\User:
Possible SNOWGLOEE CHOCOPOP process detected: "¢ RECYCLER'S-1-5-21-101796669-4102346875-220983236-500'rar exe" a 1 -mul -hplockless -apkpnazar -tnld C:WINDOWS TEMP: 166 rar ¢ MDAEMONUser:
Possible SNOWGLOBE CHOCOPOP process detected: cmd.exe /C "¢/ RECYCLER!S-1-5-21-101796669-4102346875-220983236-500'rar.exe" a -+ -mul -hplockless -apkpnazari -inld temp' 166 rar ¢/ MDAEMON Users'in.
Possible SNOWGLOBE CHOCOPOP process detected: cmnd.exe /C "¢ RECYCLER!S-1-5-21-101796669-4102346875-220983236-500'rar.exe" a -r -mul -hplockless -apkpnazari -inld temp' 166 rar ¢/ MDAEMONUsers'ihn.
Possible SNOWGLOBE CHOCOPOP process detected: "¢ RECYCLER'\S-1-5-21-101726669-4102346875-220983236-500\rar exe” a -1 -inul -hplockless -apmsaadati -tnld CWINDOWS'\TEMP166.rar ¢! MDAEMON User
Possible SNOWGLOEE CHOCOPOP process detected: "c.'RECYCLERS-1-5-21-101726669-4102346875-220983236-500'rar.exe" a -r -l -hplockless -apmsaadati -tnld CWINDOWS'TEMP'166.rar ¢! MDAEMON User
Possible SNOWGLOBE CHOCOPOP process detected: cmd.exe /C "¢ RECYCLER!S-1-3-21-1017966629-4102346875-220983236-500'rar.exe" a -r -mul -hplockless -apmsaadati -inld temp'166.rar ¢! MDAEMON Usersahu
Possible SNOWGLOEBE CHOCOPOP process detected: cmnd.exe /C "¢ RECYCLER!S-1-5-21-101796669-4102346875-220983236-500'rar.exe" a -r -imul -hplockless -apmsaadati -inld temp'166.rar c)MDAEMON Usersahu
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SNOWGLOBE on target

Possible SNOWGLOBE CHOCOPOP process
detected:

cmd.exe /C ""c:\RECYCLER\S-1-5-21-101796669-
4102346875-220983236-500\rar.exe" a -r -inul
-hplockless -aprfeghhi -tn1d temp\168.rar
c:\MDAEMON\Users\ihu.ac.inrfeghhi\md5*.msg">nul.
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SNOWGLOBE implant

* Injects itself in svchost.exe
* No cloaking / no hooking

* Bootstraps in service called MSDTC64 (distributed
transaction coordinator 64b

e Service entry is permanent

* Executable kept on disk in system32
* Crypto: 16 byte string XOR

* http beacons and tasking

* Actor observed upgrading on target
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SNOWGLOBE activity and attribution

* Targeting is scarce but resembles CT / CP priorities
* French localisation seen in exploit PDFs (GCHQ)

* French commentary in the binary

* French binary name / developer path

* Observed in Iran, Norway, Greece, Belgium, Algeria,
France, US targets

* Listening posts worldwide — several French legit sites

* Now seen in passive collection, several reports
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— — e E—
De-confliction : on CCNE operations

e State-sponsored landscape is very busy
* CCNE Targets are de-conflicted
e Actors on CCNE targets are not

* Covert nature of foreign (and friendly actors) make de-
confliction challenging

» Often need to refer to precise technology for identification

* CNE/CCNE from SIGINT + HUMINT need to get
together on this issue
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,?‘ .
De-confliction FAIL

Actor discovered —
5 eyes effort 80 - g d O

« Several cohabitations el el I l
« At CSEC: 400 man-hours: T
— Over 20 CNE Operations  _____ g ________ -
— Passive Collection |
— 4 Reports Tl

— Reverse engineering
— Planning of active operations
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Conclusion

* CCNE effort essential to the national cyber mandate:
— CNE situational awareness
— New actor discovery
— Tracking known actors

* Several new actors discovered using this process

* De-confliction needs to be improved
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