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The need for Counter-CNE ... 

• Foreign and friendly actors often encountered 
• CNE operators do not pursue them beyond their targets 
• Reporting groups need to be made aware 

• OPSEC evaluation is needed 
• Active pursuit of CNE actors: a different ballgame 
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Outline 

• Introduction CCNE at CSEC 
• CCNE tools and methods 

• SNOWGLOBE 

• De-confliction 
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CCNE Group at CSEC 

• Part of CSEC CNE operations (KO) 

• Recently formed matrix team 

• Analysts and operators from CNE Operations, 10 Reporting 
Lines and Global Network Detection 

• Mandate: 
Provide situational awareness to CNE operators 

Discover unknown actors on existing CNE targets 

Detect known actors on covert infrastructure 

Pursue known actors through CNE 

Review OPSEC of CNE operations 
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CCNE team 

Reverse engineering ---

Target devel pment 

CNE 

Active coll 

GND 

Passive colle tion Develo 

nderstand 
f o eign CNE actors 

oreign CNE 
persona 

Col tion signatures 
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CNE Toolkit: WARRIORPRIDE 

• WARRIORPRIDE (WP): 
Scalable, Flexible, Portable CNE platform 

Unified framework within CSEC and across the 5 eyes 

Do more with less effort 
• Common framework for sharing code/plugins across the 5 eyes 

• WARRIORPRIDE is an implementation of the "WZOWSKI" 5-eyes API 

WARRIORPRIDE@CSE/etc. == DAREDEVIL@GCHQ 

• WARRIORPRIDE 
xml command output to operators 

Several plugins used for machine recon I OPSEC assessment 
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< ~ ·command Prompt - U_Base M 

LP 

TOP SECRET II COMINT 

Centre de la securite 
des telecommunications Canada 

WARRIORPRIDE 
---· •4 . . 4~---------

•Output 

Transaction Id: 138546 
Core storage files for implant 127.0.0.l 

Plugin Store: c:\Temp\-DF3BE9.tmp 
c:\Temp\configFileSys.sys 

Note that t s command does not list plugi 

Console 

real work 

Implant 

Implant Sid LP Side 
Plu 1n 

--!---------+-----------------+--~ 
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WARRIORPRIDE plug-ins and output 

• Several WP plugins are useful for CCNE: 
- Slipstream : machine reconnaissance 

- lmplantDetector : implant detection 

- RootkitDetector : rootkit detection 

- Chordflier/U _ftp : file identification I retrieval 

- NameDropper : DNS 

- Wormwood : network sniffing and characterization 

• Already used for CNE OPSEC 

• Used for precise identification and heuristics 
Safeguarding Canada's security through information superiority 
Preserver la securite du Canada par la superiorite de /'information 
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WP xml output (raw) 

<?xml version="l.O" encoding="UTF-8"?> 

<response xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi :noNamespaceSchemalocation="U_FileCollectorLp/U_FileCollectorLp_2.15.xsd"><implantl 
d>51.1.2.160</implantld><transaction><transactionSource>50.0.0.101</transactionSource><tr 
ansactionld>320453</transactionld></transaction><timestamp><TL T>2010-02-
23T15:53:06.366</TL T><UTC>2010-02-
23T15:47:43.448</UTC></timestamp><errors><errorPlugin>O</errorPlugin><errorOs>O</error 
Os></errors><com mand I nfo>fcstart</com mand I nfo><response Detai ls><fcstart><status> Succe 
ss</status><standbyMode>FALSE</standbyMode></fcstart></responseDetails></response> 
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WP SLIPSTREAM output (parsed) 
[2010/05/18 - 16:28:05 (UTC)) Transaction Id: 582966 
U_SLIPSTREAM - <ssservices> 
lmplantld: <51.8.1.13> 
Timestamp (UTC): 2010/02/09 06:42:42 

PAGE: 1of1 
-------1------------------------------------- ---1-- ------------ -1---------------1- -------------------1-------------- ------------------------------------------- ---1-- --------------------------------------------------------------------

------------------------- -----1 
PID !Service Name 

I 
I Status !Startup Type !Service Process TypelDisplay Name !Binary Path 

-------1------------------------------------- ---1-- ------------ -1---------------1- -------------------1-------------- ------------------------------------------- ---1-- --------------------------------------------------------------------
------------------------------1 

924 IAeLookupSvc !RUNNING !AUTOMATIC !SHARED 
C:\WINDOWS\system32\svchost.exe -k netsvcs 

/Application Experience Lookup Service 

0 !Alerter !STOPPED !DISABLED !SHARED 
Local Service I 

!Alerter IC:\WINDOWS\system32\svchost.exe -k 

3184 IALG !RUNNING !MANUAL IOWN PROCESS !Application Layer Gateway Service 
C:\WI N DOWS\System32\alg .exe 

0 IAppMgmt !STOPPED !MANUAL 
-k netsvcs I 

I SHARED 

924 IAudioSrv !RUNNING !AUTOMATIC ISHARED 
-k netsvcs I 

0 IBITS !STOPPED !MANUAL 
C:\WINDOWS\system32\svchost.exe -k netsvcs 

ISHARED 

0 !Browser !STOPPED !AUTOMATIC ISHARED 
-k netsvcs I 

1028 lccEvtMgr !RUNNING !AUTOMATIC 
Files\Symantec Shared\ccSvcHst.exe" /h ccCommon 

1028 lccSetMgr !RUNNING !AUTOMATIC 
Files\Symantec Shared\ccSvcHst.exe" /h ccCommon 

IS HARED 
I 

I SHARED 
I 

I 
!Application Management IC:\WINDOWS\system32\svchost.exe 

!Windows Audio IC:\WI NDOWS\System32\svchost.exe 

I Background Intelligent Transfer Service 
I 

!Computer Browser IC:\ WIN DOWS\system32\svchost.exe 

!Symantec Event Manager l"C:\Program Files\Common 

!Symantec Settings Manager l"C:\Program Files\Common 

1708 ICissesrv !RUNNING !AUTOMATIC 
Files\HP\Cissesrv\cissesrv.exe" 

IOWN PROCESS 
I 

IHP Smart Array SAS/SAT A Event Notification Service l"C:\Program 

0 ICiSvc !STOPPED I DISABLED !SHARED !Indexing Service 

0 
I 

IClipSrv I STOPPED I DISABLED IOWN PROCESS 

Safeguarding Canada's security through information superiority 
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IClipBook 

IC:\WINDOWS\system32\cisvc.exe 

Canada 
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WP SLIPSTREAM output ... 
[2010/05/18 - 16:28:06 (UTC)) Transaction Id: 582968 
U_SLIPSTREAM - <ssdrivers> 
lmplantld: <51.8.1.13> 
Timestamp (UTC): 2010/02/09 06:42:43 

PAGE: 1of1 

(parsed) 
drivers 

--+---------------------------------------1--------------+-------------+------------------+-----------------------------------------------------------1----------------------------------------------------------------------------------------------------1 
SCMIDriver Name 

I 
!Status !Startup Type !Driver Type !Display Name I Binary Path 

--+---------------------------------------1--------------+-------------+------------------+-----------------------------------------------------------1----------------------------------------------------------------------------------------------------1 
lntoskrnl.exe !RUNN ING I I I IC:\WINDOWS\sy stem32\ntoskrnl.exe 
lhal.dll I RUNNING I IC:\WINDOWS\system32\hal.dll 
IKDCOM.DLL !RUNNING IC:\WINDOWS\system32\KDCOM.DLL 

I 
IBOOTVID.dll 

I 
IACPl.sys 
IWMILIB.SYS 

I 
lpci.sys 
lisapnp.sys 
lpciide.sys 
IPCllDEX.SYS 

I 
IMountMgr.sys 
lftdisk.sys 
ldmload.sys 
ldmio.sys 
lvolsnap.sys 

I RUNNING 

I RUNNING 
I RUNNING 

!RUNNING 
!RUNN ING 

!RUNNING 
!RUNNING 

!RUNN ING 
I RUNNING 

!RUNNING 
!RUNNING 
I RUNNING 

I 
I 

I 
I 
I 

I 
I 

I 
I 
I 

I 
I 

I 
I 
I 

Safeguarding Canada's security through information superiority 
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IC: \WIN DOWS\system32\BOOTVI D.d ll 

IACPl.sys 
IC :\WI NDOWS\system32\DRIVERS\WMI LIB. SYS 

lpci.sys 
lisapnp.sys 

lpciide.sys 
IC:\WINDOWS\system32\DRIVERS\PCI I DEX.SYS 

IMountMgr.sys 
lftdisk.sys 

ldmload.sys 
ldmio.sys 
lvolsnap.sys 

I 
I 

Canada 



••• Communications Security 
Establishment Canada 

TOP SECRET II COMINT 

Centre de la securite 
des telecommunications Canada 

REPLICANTFARM 

• Extend WP output to a signature based system: 
REPLICANTFARM 

• Module based parser/alert system running on real-time 
CNE operational data 

• Custom/module based analysis: 
- Actors 
- Implant technology 
- Host based signatures 
- Network based signatures 

Safeguarding Canada's security through information superiority 
Preserver la securite du Canada par la superiorite de /'information Canada 
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.Edit 'i.iew Hi~ory ~ookmarks Iools. Help 

· C 
, Mo.st Visited Ll Getting Started LTT <Operations< TW ... . _,, Opsec - klsvn - Trac LJ CCNE/Opsec Sy.stems lJ http://obelix/systemlnfo/ 

LJ CCNE/Opsec WPJO Alerts x j t...) Exploits x j ~ http:/ /obelix/ x j C CCNE/Opsec WPID Alerts x ( u CCNE/Opsec WPlD Alerts ~ 

CCNE/Opsec WPID Alerts 

l •lote that the search is done with the fiefds as per/ regular (!Xpressions ... 
!Examples: ; 

• noi.o..-. 
Wid~ 
~~ 

wil&=ds 
• Dot-Sw (.*) 
m~'!any 

rrurnl>ti of 
clw-..,1,.. 

• SU.Ji• WPID: 
Sl\.a . l \.13 

• ci....c 
'VPID: 
51\.~ll.1\. 

• Li!n.tructw1: 
A)Q' .. 

Submit Query 

ALERTS 

~ ' II 

Details: 

Curru.t Uodulu: 
mod_ lOOO_ 'WH_lmpl.mt.pl 

mod_1100_VO_lmp1.mt.p1 mcd_ l 5J><ocPMenlo.pl 

mod_ lOO_!\IM_SHEPHEJID.pl mod_l l_clo>kld.pl mod_ l6_rk)"1orn.c.pl 

mod_ !Ol_!\m_ CARBON.pl 
mod_1 200_AF_ALOOFNESSpl, mod_ 17 _ tmpexec.pl 

mod_ l02_MM_ REGBACKIJ"P.pl mod_l2_ s:--.iem32vu.p1 mo.t_ l8...J>UIWO!diilten.pl1 

mod_ l03_MM_DOGHOUSEpl mod_13_r~pl mod_ 19 _ k=~l"looking.pl 

moo_ l04_MM_ W AI.XER.pl mod_l4_•trqedllextemions.pl mod_ l _po.cked.pl 

WPID Regexp: 'I 

Date: 'Modale: 
mod_l03_MM_DOGHOUSE.pl 2010-01-21Tl 5:36:39 968 

Possible MM DOGHOUSE driver file: C:\WINNT\$NtUninstallQ244598S. 
PosSlb !e MNI DOGHOUSE driver file: C:\WlNN1\$NtUninstallQ244598Slafd.sys. 
Possible MM DOGHOUSE dffi•er file: C:\\VINNT\SNtUninstallQ244598S\netbt.sys. 
PosSlb!e MM DOGHOUSE driver file: C:\WlNN1\$NtUninstallQ244598S\tcpip.sys. 
Posstb le MM DOGHOUSE dffi•erfile: C:\WINN1\$NtUninstallQ244 598S\hotlixinf 

1-- PULLEDPORK=--

REPLICANTF ARM 

mod_200_SD_1'IDO.pl mod_24_~t~ts.pl mod_304_UNK_\VTh"PACP.pl 
mod_ Wl_SD_!\025FTP.pt mod_25_privil1J.S.pl mod_305 _ UNK_!A.Sf.X.pl 
mod_lO __pebmodif=tionpl m<•UOO_UNK_ TCPSR\"32.pl mod~306_1.J"NK_WINIJPDATE pl 
mod_2 l _ochecltilul.pl mod_3ol _UNK_BUZINGANGEL.p1 moo_307 _UNK_ QUIVERJKGSQUAB.pl 
mod_22._ nrun!fL<t.allai!<>.pl mod_302_ TINYWEB.pl mod_ 308_1.J"NK_ \VINOO.pl 
mod_ 23_hidden.pl mod_303 _IJ"NK_CYDLL.pl mod_309 _IJ"NK_DIESEI.RAITLE.pl 

Mod.ule Reg.,xp: MM 

1 

mod_3 10_UNK_WIDOWKEY.pl 
mod_3ll_ UNK_cr.'ETCAT.pl 
mod_3_m.p<etendac.pl 
moo_400_SS_ W1NBEl!.p1 
mod_ 4-0 l_ SS_ SSLINS1" .pl 
mod_ 4-02_ SS_Slu.pR.pl 

Tne: 

Hi.toric: .a 
Liv@~ (;_ 

m< 

ma 

l::J 
0 

-

~File name: . ./datastore!mchive/2010101/21/15 
~ /IXID0000272485_18_ Y2010M01D21_Hl 5M28S59 _MS642MU500NSO_RXID050_000_0 
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f ile J;dit Yiew Hi~tory .El_ookmarks Iools !ielp 

c ~ Gu5:1iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii-:==========~ou· IQ· Google 

J> Most Visited U Getting Started Latest Headlines LTI < Operations< TW ... ~ Opsec - k:lsvn - Trac lJ CCNE/Opsec Systems http://obelix/systemlnfo/ 

I u CCNE/Opsec WPID A lerts x {J CCNE/Opsec WPID Alerts x 1 [) CCNE/Opsec WPID Alerts x '-' CCNE/Opscc Mondumppr ... x 

CCNE/Opsec l\!Iondumpprtracker viewer 

Yu~ thm Lbl .rurch. i:; don. "'"' Jh v;:p i& v;:itli. a iimp~ 11>rlirrd and a pui u~c.pfoF U.. ~oJKJr.a:d fox.> 
Eii.m.plu: 

• A vatu.!: o:f• i!l .ai vo-pt6 indiatM mat ·c~ i ! .ai wit&am. 
• Sir.:::tt: WPID: 51.S.l. 1.3 
• Ct.l~BWPID: 51 .L ... • 
• Clan C V.'PID: 51.S.l. • 
• Tho! -+Rl!txP Lt 1 psi ll!YJ1.n npru:rion .applied 10 tte ccirn:mm:Jd 1i:ne. Onl.y command I.Ute! uti~"'in! ~ <tXpr~nioc '1.!ol l1 be ditpl..)'!d. 
• Th'l -Rl!IXP i.i: 1 pg!11!YJ'ta!- npru:rion applied to tt.e con::mn:rl 1~ . Only commar.d tinu NOT uti.-1.l}ic_!S -d:e ~ion w111 be di:apta)«i. 

pro< cm.dLine I ~"•d I i..1s..n 
l:m~)TL.~~ ]C:\\\~'DOWS~;.~.2\cr~~!}T..:.!l:! -!.)':DC 

~---------------------------------------------------------------------.------ 12010-ill-lA 12:ll 

1~'.hwi.m!. axa j&:qwt;C:'•Pw~ Files' S-':rr~ti!C.Sym:zl'I~ hdpcir.t Pwt~i<"ll\~DWH'i' .. rii:Jd .~~(['.JCI ; 
l1m.a1t'br..1"J"fWi.y j&:qi;oc~C: Pwgran Filn\Syrrz::1i!ill.iwTJ¢81.~''1-uCdlbJdl>roxy.~qi;or.:~ {Sl1CD15E-l04~&6-9DDD-A-IFAE64WBDF} 
l1u.:.111~~ j&.qi;,r,r:~C : Pm~ Fu~·..s.;~..tr.r~.J...i\'tU¢!r:~ J...uCaltblid:Pmxy.~M'q-~~ {EjA3BBEE-DS80-42le-!.CDF-j4COB3?J9S22} 

l1""11ltb1::1""JXW1,y j&:qwc;,C: l'Rig:m;: FUi5\S.yrz.nc\l.it,'iU¢a'l-i'-LuCal1~xy.a:i&"Q"JOt~ {03 i~O.OSB-7-4sdl-~I>0'-2Jt-5l:EEE11-E3 } 

ll'uullbKl..~· 1~~C:\Pm;mn Fll!!. 5>"r..ttttie.J...i\'tU¢.!ti!:'.LuG&llbxlr:P1e:ty.~iJOC~ { C60DC2344'SF9-4674-~AB~2151IBFC.A4JJ} 
lt1Z00:.~l .a a j&:qooi:~C:\PROORl\.-1' S}r-.ztic'LJ\.o"EUP - l '<l.UCOMS- l .EXE&-quot; 

11'12.LLex.! j&:qi:;or:~C:)Pm:mn Fi.L~\S.>"r.ar.t~i\'tU;p.'t!to!'J..WilLex.~q;oor:~ -S 

r1.,.-..,-,.-.,_-,--j&:.qi;or:;C: Pm~ FU~\S.>"r..tr.t!('..Sym.i!\-1-K Eru!.poiJ'.-t: Pmt~tti®~U ~~~~ -E.Jr.b.e61iJ'.~ 
l"'"miPf"~. at jC:' ,\IINOOWS\!.yuerr'32""'i>!:m\'\'\"Mi.p:r;1~.at -~mf!d -Ea..~i:n; 
11".tl~'.'C.a! 1~~C: 1V-.'ThlX>WS\PCHulth\ID:lpC-tf\Bl!!.ari!$\H!1;pSvt.~~~ :E.m~ir.; 
l.-;ocr~t?"~a.~ j&:qoot:iC:~~oo\APP\.\ccou:i;.~.;ca.iM&qooi; ,d=l t :=.&-q001;C;\l. CD.er.oo'<Logt' O ldl.og-t'<Log-s:.-1.010-0.5-ll-S,ac-00-00-20.:zi.p&q;uot; .p=&q=;ct;C:'~l.Lo.fd<[001i .'r l&l11~~'n_OwMJ&g11 
l.u-liMm. ~! j&:qi:;or:~C:'l!.ID~\Sp.tm.A!.!o.11!.-!.tl:.0.!.1-l!.lnl .~~u.:.t:~ -h-.trn--cor..!.:p.111'.=&.q-UDl:~C:~m~-.APP\SpamA.!.'!d.~ir.t'~U"Ul~!.&'q,ic,t~ ~il~on3:p.1rt.=&'<JCO!:~C:'l!.m~\Spam.A.!.!o.11!.!.i11°'d"Ul!.s&:~~ -<li1'&-fC01;C~ID..!frmt'IJIUBUC...l"..SAYESJ,..l .U.l'.i\-l'."ON-SP .. l _JMA\•_rr..:!.;&:.q-u.:.t:;l~11;-.mkr..o'6'!1_0W'l"liM&::1; 
l.ac«:qM.~M.e-~ j&.qi;or:~C: l.ID.~mo:rM.PP;Acrow:tPr.7,-!_~!.&.qui-t; • .a j&: lt;ur-.l.-r..ar.'!!!_~~&..:t; 
lti:!.tporu:r.! .~~ j&quoc~C:\l\.~.o:rf~.o.f>P'l.Li~!Pi-~.~~~ rs l&tt;'l:.l'.:kr.m;~_O'l\~&:i; 
IY---liMm.at l~~C:~..M\S~!.rni:!l\.$1-l!Ji:m .~~ ~;pam ---l!:cdi.:P-1tl:.-"'".&quot;C:\l.ID~\APP\S~~i:ff~lr:-rut.e!i&:q,uot; -:!.l~.i~!J?..tquot;C:\!l.~Spam.i\!.&.t~it1.ru1~4U01; -di! ~~C:\.\ID~;:,n\PUBI.JG-1\BA YES.I,..l.IMA. SP . .Ufn.l .IMA\• '.ms;:&.quot ; l&t1;~J.'.:r.m;~_O'l'.~&:1; 
1~-~ j&:~;C:-l.~.o:n\APP"l.IDUpdM8.~!o&:'q;oo-1; .lp=d'..q-uot;.MD~oo W.~&~~ 11!1 j&:tt;ur-J."1'.C'G":!l_O'?>"T\IM&.:1; 

~lano_"'-_• ___ j&:qi:;or:~C:~V.l}}.UOWS\!y.!.~2 (;md_~!o&'.,qt>ll-t; .re &:.qctt~C:'l?.~\APP\l,a-..am_b,M&'qoot; 1~11;unkr..o'6'!1_0W'l"liM&::1; 
~lano_.x_• ___ j&qr.ot:~C: V..'Th-OOWS\1yj,tMJ1...32-tmd.1u&:.quot; .c &.qooi1:~C:'1-..IDW:m00\APP' Cl~.up hl~4oot; 1&11;~.kr..mn!i _O't'nM~ ~1; 
1 ... -~t! .~~ j&qoN:~C:\l\.~.bn· S!ruriry?tus;..,.~1~.tx!.&"1,uor:; q tri l&tt;'l:.l'.:kr.m>~_ov;no!::r&:i; 
l:rur.dtG2.tx! ]c:\ \\'Il\UOWS\bj'.!.terr.132°-d"M'1il!J2.tx! C :\IJOCUME. ... l \ALLUSZ...l .VlIN\APPLJC...l\s.j'~.l:f:.t!oe'.SyKr.i.6..ppS.'SyKn.AppS.dll, U~tt:S.yXAl),,(1l5 l&t1;~J.'.:r.,e\';~-°"'T:ll!:f&~1; 
1¥-«:Ct;.t".~M.-!_~ j&:~;C: -l.~.o:n\APP\ACC6U!l.tPrul'.!.'7>.~q&0t; 1d=l t:=d'.q;oo1;C: '>MD~.oft\lo~-014Lo~1Lo:&-2010-0S-ll-Fri-00-00--03 .ztp&.q'JOJ:; tp=&q;cot~C: l.ID.P-mM\Lo;M:'q,uot~ "r [&:1t;~m;":!l_O'l\~&.:1; 
lm~.f~ed:.-5)T..-c:-~~ C:\WlNDOWS~yMtm32·,rn.~;yl'I(_~! ~y:nc: 1~l1;unkr..mrn_O'l\~&::t; 
l1ir.lllbrl.'Jlf"OXJ j&qrnc~C: .Pro~ Filn\Synw:.tk\l.i.,-.Cp:Sn•'L uCallbKkJlmxy _.1n&quot~ { 8UCD15B-1049-4-0116-9DDD-A.4F.l.E649FBDF} 

lt"OO!llN:U~· j&.qu.Dc;C: Pm:rur.: a~·-syr.a:r.1!oC\l.i\'tU~r~·.r..uc:a11NaP:re:ty.~qooi:~ {E.5A.3BBEB-DS&0-42lt--&cIDF-'S4COB3 7J9522} 

ltuallbrl.~ l&-qoooc~C: Proyam Fi.les\S1J-:ma:ntK'J...i,,-.,Up:irte'LuC•llb.dr;Proxy.-u:e&quoc~ {D370P9'].6.(lo5B7-4.:!l·PDCF~2JDS 1EEE11IB3 } 
l1v=.aJtbi~· j&:~;C:'IJJm:mn Flt~' S.y~i.2r..l!(\Li\'~Up:l.!~\l.uCallbackP1c-xy_~!o&.q-~~ {C60DC23~'S~74-9'!-AE-.o2UXEFC.t\.4J3 } 
l1v:oo;.'-"l -n1 j&qu.oi:~C: -i>ROGR~l\Sym1:!t.tK" .. UVEUP..,1<J..UCOMS...l.EXE&'.qoo-t; 

lhalLlli j&qrnc::~C:.Pro~ Filn\S.ymm:.tk\l.i\"t!Up:Sai:• 'lw.lL n iJ&.quoi.; ·S. .. ----· ........ ·- -----·· ........ --- --··--- ,.,__.. ·- --,.,-· ·-· ......... -- . ····-· ···-.. ·-·· 

lmM5-lAOH5 

lmM5-lA04.05 

l201MH4 04·0l 

I l OlMl -24 04:05 

I 201M5-2A 04:0l 

I 2<HO-O.:h 22 19:32 
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I 2lllM5-Z2 04·05 

I 201Ml -"2 04:05 

I 201M5-12 04.o5 

[mM>-"204·0l 

I W!M5-"2 04•05 

I 2lllMS..Z2 04·05 
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REPLICANTFARM generic modules 

• Cloaked 
• Recycler 
• Rar password 
• Tmp executable 
• Packed 
• Peb modification 
• Privileges 
• MS pretender 
• System32 "variables" 
• Strange DLL 

extensions 

• Kernel cloaking 
• Schedule at 
• Ntuninstall execution 
• hidden 

Other ideas . ... 
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Generic modules : example 
my @runningProcs = xml_isProcessRunning( $xml, 'svchost.{1,3}\\.exe', 

'winlogon.{1,3}\\.exe', 
'services.{1,3}\\.exe', 
'lsass.{1,3}\\.exe', 
'spoolsv.{1,3}\\.exe', 
'autochk.{1,3}\\.exe', 
'log on. {1,3}\\. scr', 
'rundll32.{1,3}\ \.exe', 
'chkdsk.{1,3}\\.exe', 
'chkntfs.{1,3}\\.exe' , 
'logonui.{1,3}\\.exe', 
'ntoskrnl .{1,3}\\.exe', 
'ntvdm.{1,3}\\.exe', 
'rdpclip.{1,3}\\.exe', 
'taskmgr.{1,3}\\.exe', 
'userinit.{1,3}\\.exe', 
'wscntfy.{1,3}\\.exe', 
'tcpmon.{1,3}\\.dll' ); 

foreach my $runningProc (@runningProcs) 
{ 

$alertText .= "Suspicious process detected, legitimate exe named appended with string: " . $runningProc . ".\n"; 
} 
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RF specific signatures 
• KNOWN actor filenames, processes, covert stores: 

MAKERSMARK/FANNER 

SEEDSPHERE I BYZANTINE 

ALOOFNESS 

SNOWGLOBE 

VOYEUR 

SUPERDRAKE 

GOSSIPGIRL 

• Infrastructure 
Known IP addresses 

Known DNS queries 

• Other tools 
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Specific signatures : example 

# Check a known drivers present 
my @driversPresent = xml_isDriverPresent( $xml, 'usbdev\\.sys', 'acpimem32\\.sys', 

'usblink32i\\.exe', '\\$NtUninstallQ722833\\$' ); 

foreach my $driver (@driversPresent) 
{ 

$alertText .="Possible MM CARBON driver detected:" . $driver . ".\n" ; 
} 
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Operations 
• Routine operations for CCNE investigations on current 

targets 
- Execution of OPSEC related plugins 

- Collection of files 

- Examination of network activity 

• Blanket approvals for addition of selectors to level 4 OPs 
against known actors: example WATERMARK operations 
against MAKERSMARK 

• Standard operating procedures for level 2 - level 4 
operataions against foreign CCNE actor infrastructures 
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CCNE I OPSEC page on 5-Eyes KlSVN 
Wiki 

• Contains reverse engineering reports for CNE I 10 
consumption 

• Even logs and notes for several actors 
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CCNE operations - Covert Infrastructure 

• Some fusion of the WP and CCNE infrastructures 
- Dedicated ORB for CCNE 

- Unattributed dialups to the ORB 

• Philosophy: use low hanging fruits against the actors 
(public exploits and tools if available) 

• Discussions regarding repurpose of foreign toolkits 

• De-confliction 

Safeguarding Canada's security through information superiority 
Preserver la securite du Canada par la superiorite de /'information Canada 



••• Communications Security 
Establishment Canada 

TOP SECRET II COMINT 

Centre de la securite 
des telecommunications Canada 

SNOWGLOBE 

• Provide the historical account of the activity on 
DOURMAGNUM (Imam Hussein University) 

• Implant identified while investigating another 
unattributed actor 

• rar archiving of emails on target 

• Beaconing using HTTP to php-based listening post 
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Eile Edit :iiiew Hi~tory _6aokmark5 Iools !::!_elp 

c 
P Most Visited 

I u http:/ /obelix/ 

CCNE/Opsec WPID Alerts 

Note that the search is done with the fields as per! regular expressions ... 
Eu.pi..: ~-----

• 0ot'I ( .) S1I: ainp..daaw:I• 
..;ld<M& 

• Doc-Stir ( .") 1!N1Dt111;· 
...,,_ « chln<tl!rs 

• s~~ '-\'PID: m.r.r i i 
• U.S C WPID: 51'. I" .1 .. 
• lniastructur!: ..... 50 

I Submit Ouery I 

ALERTS 

WPID!Ugup: 

llodule: mod_700_SG_CHOCOPOP.pl 

Details : 

!» ate: 2009-09-30Tl0:184L.906 

-------------------"'-'{]'---'· llCl ·IGoogl 
CCNE/Opsec Systems [J http://obelix/systemlnfo/ 

~ Opsec - klsvn x I ~ Opsec - klsvn 

'I 
Typt: 

!liJtcxic: @ 

Livi~ 

x 

ID 

!r ag: SG !F ile name: .fdatastore/archive/200910913011otrxlD0000074573_18_Y2009M09D30_HIOMil 

Possible SNOWGLOBE CHOCOPOP process detected: cmd.exe IC '"c:\RECYCLER\S-l-5-21-101796669-4102346875-220983236-SOO\rar.exe' a -r -inul -hplockless -aprfeghhi-tnld temp\168.rar c:\MDAEMON\Userslihu.a 
Possible SNOWGLOBE CHOCOPOP process detected: cmd.exe IC "c:\R.E.CYCLERIS-l-5-21-101796669-4 102346875-220983236-500\rar.exe' a -r -inul -hplockless -aprfeghhi-tnld temp\168.rar c:\i\.IDAEMON\Userslihu.a 
Possible SNOWGLOBE CHOCOPOP process detected: "c:\RECYCLERIS-l-5-21-101796669-4102346875-220983236-500\rar.exe" a -r -inul -hplockless -apSNazarian. -tnld C:WilINDOWS\TE!MP\ l.66.rar c: l\IDAEMON\Us• 
Possible SNOWGLOBE CHOCOPOP process detected: "c:IRECYCLER'.S-l-5-21 -1017%669-4102346875-220983236-500\rar.exe" a -r -inul -hplockless -apSNazarian -tnld C:\WINDOWS\TEMP\166.rar c:\l\IDAEMON\U» 
Possible SNOWGLOBE CHOCOPOP process detected: cmd.exe IC '"c:\RECYCLER\S-l-5-21-101796669-4 102346875-220983236-500\rar.exe' a -r -inul. -hplockless -apSNazarian-tnl d temp\166.rar c:\11.IDAEMON\Users\ih 
Possible SNOWGLOBE CHOCOPOP process detected: cmd.exe JC "c:\RECYCLERIS-1-5-21-101796669-4 102346875-220983236-500\rar.exe' a -r -inul -hplockless -apSNazarian-tnld t emp\166.rar c:\11.IDAEMON\Users\ih 
Possible SNOWGLOBE CHOCOPOP process detected: "c:\RECYCLER\S-l-5-21- 101796669-4102346875-220983236-500\rar.exe" a -r -inul -hplockless -aplqrnazari -tnld. C:\WINDOWS\TEMP\ 166.rar c:IM DAEMON\User: 
Po:.sible SNOWGLOBE CHOCOPOP process detected: "c:IRECYCLER.\S-l-5-21 -1017%669-4102346875-220983236-500\rar.exe" a -r -inul -hplockless. -apkpnazari -tnld C:\WINDOWS\TEMP\ 166.rar d MDAEMON\User: 
Possible SNOWGLOBE CHOCOPOP process detected: cmd.exe IC '"c:\RECYCLER\S-l-5-21-101796669-4102346875-220983236-500\rnr .exe' a -r -inul.-hploddess -apkpnazari -1nld temp\ 166.rar c :IMDAEMOJ\'\Users'.ihu. 
Pos.sible SNOWGLOBE CHOCOPOP process detected: cmd.exe IC "c:\R.ECYCLERIS-1-5-2l-101796669-4 l02346875-220983236-5001rar.exe' a -r -inul -hplockless -apkpnazari -1n.ld t emp\166.rar c:IMDA.EMON\Userslihu. 
Possible SNOWGLOBE CHOCOPOP process detected: "c:\RECYCLERIS-l-5-21-101796669-4 102346875-220983236-500\rar.exe" a -r -inul -hplockless -apmsaadati -tnld C:\WINDOWS\TEMP\166.rar c:\MDAEMON\User 
Pos.sible SNOWGLOBE CHOCOPOP process detected: "c:IRECYCLER\S-l-5-21 -1017%669-4102346875-220983236-500\rar.exe" a -r -inul -hplockless. -apmsaadati-tnld C:\WINDOWS\TE!v!P\166.rar c:~IDA.EMON\User 
Pos.sible SNOWGLOBE CHOCOPOP process detected: cmd.exe IC '"c:\RECYCLER\S-l-5-21-101796669-4l02346875-220983236-5001rar.exe' a -r -inul. -hplockless -apmsaadati -tnld temp\ 166.rar c: MDAEMON\Userslihu 
Pos.sible SNOWGLOBE CHOCOPOP process detected: cmd.exe IC "c:\R.ECYCLERIS-l-5-21-101796669-4 102346875-220983236-5001rar.exe' a -r -inul -hplockless -apmsaadati-tnld temp\ 166.rar c:\MDAEMON\Users\ihu 

- DOURM.A..GNllvl=--
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SNOWGLOBE on target 

Possible SNOWGLOBE CHOCOPOP process 
detected: 

cmd.exe IC ""c:\RECYCLER\S-1-5-21-101796669-
4102346875-220983236-500\rar.exe" a -r -inul 
-hplockless -aprfeghhi -tnld temp\168.rar 
c:\M DAEMON\Users\i hu. ac. i r\rfeghhi\md5*. msg">nul. 
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SNOWGLOBE implant 

• Injects itself in svchost.exe 

• No cloaking I no hooking 

• Bootstraps in service called MSDTC64 (distributed 
transaction coordinator 64b 

• Service entry is permanent 

• Executable kept on disk in system32 

• Crypto: 16 byte string XOR 

• http beacons and tasking 

• Actor observed upgrading on target 
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SNOWGLOBE activity and attribution 

• Targeting is scarce but resembles CT I CP priorities 

• French localisation seen in exploit PDFs (GCHQ) 

• French commentary in the binary 

• French binary name I developer path 

• Observed in Iran, Norway, Greece, Belgium, Algeria, 
France, US targets 

• Listening posts worldwide - several French legit sites 

• Now seen in passive collection, several reports 
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De-confliction : on CCNE operations 

• State-sponsored landscape is very busy 

• CCNE Targets are de-conflicted 

• Actors on CCNE targets are not 

• Covert nature of foreign (and friendly actors) make de­
confliction challenging 

• Often need to refer to precise technology for identification 

• CNE I CCNE from SIGINT + HUM INT need to get 
together on this issue 
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De-confliction FAIL 

• Actor discovered 

• 5 eyes effort 

• Several cohabitations 

• At CSEC: 400 man-hours: 
Over 20 CNE Operations 

Passive Collection 

4 Reports 

Reverse engineering 

Planning of active operations 
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Conclusion 

• CCNE effort essential to the national cyber mandate: 

• 

• 

CNE situational awareness 

New actor discovery 

Tracking known actors 

Several new actors discovered using this process 

De-confliction needs to be improved 
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MM CCNE contacts 
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