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UNCLASSIFIED 

(U) What is a VPN? 

· (U) A Virtual Private Network or VPN is a 
computer network that uses encryption to 
securely connect remote users/networks over 
an otherwise insecure network, usually the 
public internet. 

· (U) Common Types: 

o PPTP, IPSec, SSL 

· (U) Public Key Encryption 

o Diffie-Hellman, RSA 
UNCLASSIFIED 



UNCLASSIFIED 

(U) PPTP 

· (U) Microsoft Point-to-Point Tunneling 
Protocol 

· (U) Control Channel 

o TCP port 1723 

· (U) Data Channel 

o GRE-Next Protocol 4 7 

· (U) RFC 2637, RFC 3078 

UNCLASSIFIED 



UNCLASSIFIED 

(U) IPSec 

· (U) Authentication 

o Pre-shared key (PSK) or Public key certificates 

· (U) ISAKMP/IKE packets are used for key exchange 
and to establish the secure connection 

o UDP port 500, 4500; TCP port 500 

· (U) ESP packets contain the encrypted data 

o IP Next Protocol 50; UDP port 500 

· (U) RFC2402, RFC2406, RFC2409, RFC4306, RFC2408 

UNCLASSIFIED 



UNCLASSIFIED 

(U) IPSec in a nutshell 

UNCLASSIFIED 



UNCLASSIFIED 

(U) SSL/TLS 

· (U) Secure Sockets Layer/Transport Layer 
Security 

· (U) WARNING! e-commerce =tons of 
uninteresting SSL traffic 

· (U) Common ports: TCP ports 443, 995 

· (U) RFC2246, RFC4346, RFC5246 

0 

UNCLASSIFIED 



UNCLASSIFIED 

(U) SSL in a nutshell 
Certificate 
Subject 

r---- Validity . 

Issuer 
------ -----1------· Etc ... 

r-------t (U) SSL Exchange 
1. Client connects to server 

C E T 
2. Server sends cert to client 
3. Client validates cert 
4. Key exchange 

"tr---....,.._--+---+------1 s. Pass encrypted material 



(TS//51/REL) Who works VPNs? 

o 52, SSG, CES (OlTERCREEK, NSP, 531322, 53117, 
53112), TAO, etc. 

· (T5//51//REL) Alias: 

(Board alias: ) 

· (T5//51//REL) Meets every other Thursday at 1300 
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(TS//51/REL) Who works VPNs? 

· S2 (if tasking needed) 
· S3112 
·TAO 
·OTTERCREEK 

· S3117 + S3142 
·OTTERCREEK 
·NSP 
·S313 
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(TS//51//REL) So you think your 
target is using a VPN ... 
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(TS//51//REL) SigDev Tools 

I CTS//RELl VPN Specific 
I 

I CTS//RELl Also useful 

· BLEAKJNQlJIR¥ · MARINA 

· DISCOROUTE 
· MASTERSHAKE 

· NKB 

· TOYGRIPPE · PINWALE 

· RENOIR 

· TREASUREMAP 

· TUNINGFORK 

· XKEYSCORE 
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(TS//51//REL) TOYGRIPPE 

· (TS//51//REL) Database of VPN metadata 

o I PSec, PPTP, Vi PNet 
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Ble E.di: 'iiew Hi5tory 

!( XKEYSCORE 71 Ro•d,ej net MyPag• I!JGold'tlnt 

1-----!i(-~~-"~'-' ------("1!1=--. St-andar- d Fo-rrr - 0-----.__., c e n d I e vr__a I 
~~ c;; 

QUO')' 

·~ 
·~ 
R G! 5UI5 

+ AnResults 

·~ .f.ill! 
·~ De~mted 

Preferences 

·~ 
Help 

. E!IQ 

. s&!lli!illlli 

Date Range(Requlred): 

- Us~ checkJo<es to e <ckJd~ the indicated \'alue . .... 

0 Ven(lor Ni me 

0 Souroe CllR 

0 Dntinition CIDR 

~=====. 
0 Source Company ~==========:~ 
0 Out. Con1pany 

0 Source Country 

D Out Country 

0 Sourc e Domai11 

0 Out Donli.ln 

0 Into NamE ; I 
Query data f~elds based 01 ( AND ! ) o nstraints. 

I save Standard Query: 

Smxce IP Port;;~ 

\ Clecr- \ Adjr~sses Rle 

:Jestinaton iPPorts~ 

Clear ]\ Addresses Rle 

C01st'ain reSLtts to soJrce \ Ar~o : ] deSination P .~ddress m:l.ldles. 

cTsuREL) TYG Tips: 
0 Populate "Display 
Fields" 
° For both directions 
between 2 Ips, use 
AND 
° For either direction 
connecting to a 
single IP, put IP in 
both "Source" and 
"Destination" boxes, 
and use OR 
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t'J----------------- Query Results - Mo2111a Flref 

: Edit ~ie~~HI>to~ ;okma~s I ools Help • r I ; s-'v-te 2 d it M-a ste r text sty'-1-11 Q~·.-...-,oq-le --------=-
TOYGRIP!'E 1> NKB: Home }'1NKB Disco Route 1/Roadbed.net MyPage (il Gold~int 

,d ,lev 

Done 

0 (U) Export 
results to 
excel or 
text doc for . 
eas1er 
sorting. 

. 
B 



(TS//51//REL) XKEYSCORE 

I (TS//REL> Fingerprints 

· IPSec 

o vpn/esp 

o vpn/isakmp 

· PPTP 

o vpn/pptp* 

· SSL 

o network_encyption/ssl 

I I (TS//REL> Search Forms 
· Start with FULL DNI 

o vpn/* 

o network_encrytion/* 

· IPSec 

o IKE Parser 

· SSL 

o SSL Parser 
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•"1 XK Search: Full log- Mozllla Frrefox ~ c >c 

f31e £cit y;ew H~tory ~ookmcl1<s I ools Jjelp 

rc gov ____________________ __)• [IQ• ,o o"e 

[!1 c;oldPtlinl 

+ 

XKEYSCORE W~lccme srwil52! w~unlm; your m3sword hll3 u:plrcd! 

~Hane ~Seach tf worUio.o~Cenrra Results ji1 Fm ~erpr1nts I:Jsatrillcs ~Map I.MyAccoont ~ XKFlfun 

IE SellrC~ WZ!IId 

lil i':I CN' 

[ii iJ r.lul:iSeareh 

1311 Cl11s::.i~ A-M 

[E Aiert 

(E! Biackeerry 

~Ca!l lOJS 

IE] Categ ary )N 

(E Celk.J ie.r CNI 

Done 

tE Ci~o Pa::swxds 
~Ciarenr 

li3 DNS 

~ Dorument Metadat~ 

[;3 Oorumem Tagg ng 

~ l=:mai i .Addresse i 

!IJ EltrnGtt:dFilt:s 
a;I FullloJ CNI 

!E Geo ln'o 
IE HTlP Acti•ity 

[;3 1<.EPa·ser 
~ V.eylogger 

(E Machine 

r;;I MicropkJg n 

!E Raciu s l cg s 

[E Ret;;isuy 

IEI •P 
!E SSI- Parser 

!9 SSL Pe.rser 

IE SheUcode 

!Elm 
IE TIPOFF Collection 

(E Topic/ Teeh String s 

IE UserA:tivity 

~UserA::tivity 

Sl'mJJ-lide ~relds"' Mvarce:t ~eaures ~ ShaN 1-idden Seareh ~relds Clea Sear~h fak.Jes Reloac LE.st Search Valu~s 

Search: Full Log @ 

Query Na11111e: 

Ad:l iti:>n il l ~u s:ihcahon 

Miranda N~.mter 

Cl ient P (rC·fo~~~oardec·For) 

DVBSMJ.C 

DVBS P1D 

Y\'LAN Chanre l 

VILAN SSID 

WLMJ BSSID 

WLAt~ DMJ.C 

WLA N SMJ.C 

SGJ.D 

3 PR S TLLI 

( St/SI /lREL ) LJoki rg fo-~ 
t ra ffi c to perfJ rn Recen~ JLstilic.-ions 
vulr~r.~btllty a ; !:.@SSi mt . 

: u'rent Time 2011-04-1}4 14 04 04 GMT 

L! l_D_a_,_y __ :_j! Start: 20: 1-:>4-03 ~ 00:00 Sbp ZOll-04-05 L3 A 
00:00 v 
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~·) XK Search Full Log - 14ozllla Flre1'ox ~ c x 

Ble fjit Y:iew Hi1tory ~ool<mark.s I ools ,ielp 

~ (ii:!t.iiii·············============::::J· [[;]· le 

j !(. XK S@arch Full Leg • I+ 

XKEYSCORE Welcome srwils21 Warnlna: your password has ex pired! ~ 

• Home Search ff WorkllcwCentral Re:!>ults 1 Finge·pr1nts El Stati stiCS Map My Account !f(. XK ForiATI @ H! lp • 

( Nav1gat on F1lte1 X ill@ - Port' i1 I I I~ . 
II [E Se ·uch Wizard 

. 
J ~ ~ "'""" 

Port l 
I B eiCiassic 

Ill EJMultiSearch 
Cou1try: I IL.SAND 1GB AND ICAAND INZAND IAU Jv ! From ! ] tj 0 One side i s not 5--er- s 

BtiCiassic~M 
j3 Alert 

~ BlackBerry Cou1lry: ll.SAND 1GB AND ICAAND INZAND IAU v ~ tj 0 Bot~ sides are not f~yes 

~ Call l ogs 0 (TS//REL) For initial :;;;J Catr:goryDNI City(IP): \ From :1 
E CellularDNI 

II Cisco Passw((ds 
City(IP): l J ~ searches, you may ~Ciarcnt 

E] DNS 
I I \ From : ] :E DociATient Metadala Latitude (IP): 

want to leave this ~ DociATient l aiJging 

J ~ ~E:mai Addres;;es l atitude (IP): l 
E Extracted Filts 

II 
blank to see all of ;;J !=ulllog DNI Lo1gitude (IP): I I ( From ! ] 

~Geo tllo 
~ HTTP Activity 

Lo1gilude (IP): l J ~ the different kinds :;;;J IKE Parsr:r 

';3 Keylogger 

II Loairs and P'lssword 
Map F~ld Builder -egiom (JP): Si 1'-J::~.p Field Builde~J of traffic found ~M~~oc~ ine lnlo are E Micrcplugin Wetad ata 

i3 Obluscation{JJunged 

the IP 
. 

8 -fjCiassic \1-Z OI.Jte· TunneiiP Add~ss: l J ( From ; ) A !P Address Fielc Bu ilde1 on pa1r. ~ NetwJrk lnforr~ation 

i3 N etwxk l ogs 

;::] Pil BI:AM 
QI.Jie· TunneiiP Add~ss: ~ 6 !P Address Fielc Bu ilde rl 

El PPF 'JoiP Metadata 
Outer Tunr.e l Port· l J (From : ) 

~ Passports lra.n Ima ge 

i3 Phone Number Extra 

i3 RBG.\N Ou~rTunfl@ l Port ~ 
~RTP 

~ R~~odius l ogs 
Appl ication Type·: v 

i;! Regi !.lry 

E~P 
J II SSH Parser App ll::ation lnkl·: 

iiJ SSLParser 

C:··"" ;:> v 
~ Shellcode v.,r 

E m 
~ TIPOFF Collection t:f !Po outar: w ill f ie kj Builde r! 
~ Topic/Tech Strings ApJID (+Fingerprirtsr ~-

II!. [Populale w ill Tree Field Builder] 
i3 UserActivity 

E User ActiVilY (Newtu: . 
' . 

_c~~<>oot"'.:i!:!n· v . 
...... 
Done 

~ 
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"1 XK Metavl~ ·~ Mozllla Flrefox :- "'il X 
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Ei! Ciarent 
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~Document Metadata 
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PKCSt:::OlBAimHDO 2011.M-41102:42:40 

PKCSf:OB7AMlHDO 2011~103:27:09 

PKCSBB7 AIOIHDO 2011.M-81 03:27:119 

PKCSE087AIOIHDO 2011~103:27:10 

PKCSE087 AIOIHDO 2011.M-81 03:27:10 

PKCSEOlBAIOJHDO 2011~103:34:12 

PKCSEOlBAoo:IHDO ZOl1~103:34:lZ 

PKCSEOB7AimHDO Z011~1 03;58;5Z 

PKCSE007AIDIHOO 2011~1 03:58:52 

PKCSEOlBAIIIIHDO 2011-M-81 07:1S:Z9 

PKCSEOlBAIDIHDO 2011-04-G107:15:Z9 

PKCSEOlBAIIIJHDO ZOll-OoW11E:Z4:36 

PKCSEOlBAIDlHDO 2011..0.W1111:24:36 

PKCSE018AIDIHDO 20ll-OoW11E:Z4:38 

!=m Pen 

"" 
Sill 

"" 
"" 
"" 
"" 
"" 
"" 
"" .. 
"" 
"" 
Sill .. .. .. .. 
"" 
"" 
"" 
"" 
"" 
"" 
"" 
"" 

vnnlisat.mn 

vnB'ise.l:mp 

~ 

vpNisal:mp 

vnnlisatmp 

vpnlisatmp 

vnnlisa.l:mn 

YDn/isa.l:mp 

vpn/isa.l·mo 

vpnlisa.tmp 

vpn/isa.l:mp 

vpB'iM.I:mp 

ynnlisa.l;mn 

vpB'iseJmp 

~ 

vpB'ise.l:mp 

ypnlisaJ:mp 

vpB'isal:mp 

y pnlisatmp 

til l-lelp • 

Displaying 1·4 Gf4 

AppO (-+-J=ingerprints) 

vpn'isakmpyprW'isakmp 00f1er4~~==;-j 

~yprW'iMkmp oom;nt 

vpn'isakmpvpB'isakmp oottent 

~ynnlisakmp ooftent 

vpn'isakmp v pnlisakmp oo~tent 

ynn'isa.kmnvnnlisa.kmn content 

vpl\'isakmpvpnlisakmp t.ONent 

yon'isa.kmovonlisa.kmo content 

vpn'isakmp vpnlisakmp oontent 

vpn'isa.kmpvpn/isa.kmp OOfltent 

VQI\'iN.kmDVQB'iM.kmD COflenl 

YDI\'isakmpyDnlisakmp QIM1er4 

vpn'isakmDvnB'isakmD oom:nt 

~yDrW'iMkmD 00f1er4 

vpn'ise.kmnvnB'ise.kmn IXKttnl 

ypn'isakmD v nrW'isakmD rottent 

vpn'isakmn v nB'isakmn OOOO!nl 

ypn'isakmn ynnlisakmn oontent 

Dl:o;ptaying 1 -50 cA 1:98 

jb-5Bf22 _lm6G2411111.30194635(, _1 



(TS//51//REL) PINWALE 

· (T5//51/REL) Both VPN traffic and Sys Admins 
passing information about VPN setup 

· (T5//51/REL) IP addresses and port numbers (ex. 
AP 00500) ***DocuiTient Zone= C2C 

· (T5//51/REL) Display 'DZ Protocol SRC Port', 'DZ 
Protocol DEST Port', 'Next Protocol Name' 

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 



(TS//51//REL) DISCOROUTE 

· (TS//51/REL) Router configuration data 

o From passive and active collection 

o Key terms to search for within configs: 

o 'crypto map', 'isakmp', 'ipsec', 'pre-shared-key' 

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 



NKB Disco Route - Mozllla Firer 

Ble .Edit Y:iew Hi~tory B.oolcmarXs Ioojs tielp 

I 1c gov: --------------------------------------------------~~~· 1~1~~·--~l_'·----------------~~l 
!!( XKEYSCORE TOYC:RIPPE 'J> NKB: Home Z1NKB Discc Route ~Roadbed .net MyPage ~GoldPoint 

+ 

~~- ,, Network Knowledge Base - - ~ ll/ ,'<(; _.. IJ DiscoRoute (Versron 214) ~ 

Networl< Mgmt Query (Comrng Soon) Help Feedbllck 

DiscoRoute Combined Qu ery 

Submit CSV Tips: If TAO hu ;a PIIint-<lf·prntl n , )'QII will "' H mitflfnll;ag in rn wiiJ. Query Hrstory: 

C colta.ps t Results brHxtna.mt /Sigad 

GeneraiQueryTermr•------===============================;-------j 
lextQuery O L 

[
""' 

0 DOl 0 Load Date @ Enhre Database 

Sll!.rtDate \ End Date 

-

-

-

0 Cisco ~ Huawei 0 lnfinet 

0 Jumper 0 Mrkrotrk It! Tenorswttch 

[Se ectAnl [a ear An l 

~----------------------~ 

Done 

Hostna me 

SIGAD 

Country 0 

1,40 Protect Name 0 l 
A5 Number 

D Seen tn Config 0 Dertved 

Snmp Community [ 

lOS Image Na me [ 

J 

0e""'''"' lr---------., I 

IPAddress G 

IPAddress 

(1.2J 4 orl.lJ4/lODA)or 1.Z.J.4·J 4 5f) 

IP Range Seftrch 

0 Interfaces - Subnet 

0 Static Route IP 

Ell Access Lists 

0 Routrng Protocol IP 

ExactiPSeftrch 

0 IP Header FROMfTO 

0 Anyv.llere else rn the XML 

Llmtt Seareh\lCIDR Ranges Smalltr "Than (orequa! ~ ~ 
") 

rSelectA111 loearAit l 

Manifest (CisooOnly) 0 

0 A -EQUANT 

0 B- BGP 

0 D- Show COP 

0 G - GPRS 

0 H- TAD Pop 

::J I - Show Interfaces 

::J K - Crypto Keys 

::J M - Multihop 

=:J N - T gt Net Servtce 

::J 0 - OSPF 

0 P- Vorp 

0 R- Show Run 

0 T- Tacacs 

0 V - Show Vers1on 

[ e~ear AIIj All checked Items must be found (AND condition) ln conflg 

SessUIO 

laearPanelj 

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 



,-,l--------------------------------------------------------------------------N-KB __ D_Is_c_o_R_o_u-te--- -M-o-,1-ll_a_F_I,-ef_o_x-------------------------------------------------------------------------~~~~~ 

B le ~dit Y:iew Hi~tory §.ook:mart:s r aols t!elp 

7J Roadbed net MyPage ~ Goldl'llint 

Jt ~ NKB Disco Route x ~ hltps:ttncmd .. 255963345563 x ~ https:ttn:md ... 256303960492 x ~ https:/tncmd ... 299304204961 x + 

~.; Networl: Knowledge Pace II/ ,i: _, U DiscoRoute (Versron 2 14) ,-

Combined Q..-:ry Network Mgmt Query (Com;ng Soor) Help ~t.;k 

~ Hostname 

l'.J I.!W_SMS 

[) <:W_SMS 

I'J OW_SMS 

I'J 
!fl .AO-VPN 

D .66-VPN 

[] .AO-VPN 

El 
El 
I"J 
I"J 

~odel 

Page 1 (Al 

Detail ed Combined Command Results 

DOl "" Vendor Sigad Case 

LtK.r.:H£-£1:1 nuawe1 USIJ.lUJl l~ M~LJA<J 

2009-12-15- huawei USI).lOJlTE MNDAQ 

2009-12-15'" huawei USD-lOJlTE MNDAQ 

2009-ll-131 ~i sco USD-lOJlTE MNDAQ 

2009-10-:ZT huawei USF-790 SCDVBOOOOOOlMWC 

2009-10-22- huawei USF-7 90 5<DVB0000001MWC 

2009-10-l TI huawei USF-790 5<DVB0000001MWC 

2009-10-021 huawei USD-lOJlTE MNDAQ 

2009-M-101 huawei USD-lOUT~ MNDAQ 

2000.09-101 huawe i USD-10J1T~ MNDAQ 

2009.~151 huawei USF-7~ SCINBO!lOIXXJl MWC 

ManWestiJ 

R_ 

R_ 

R_ 

1 ~ Save as C9J Save !=ties t~ Di sk Compare Results SUmnary • 

~~ 
Session Qualit SPon DPon e 
44JL " oo.JlJ ll:4tjl:j 

15956 20 00023 t:n:zo 
15956 20 00023 13120 

" 00023 13429 

23965 51 00023 0132 7 

: 7894 55 00023 01327 

8809 47 00023 01089 

57299 1 23 13332 

-4210 23 1S973 

'""' 23 13841 

31407 54 23 Hlll 

!=md Pelated Resultsl-:Dc 

0 Paybad }o.ML SUmm~:~.ry M il.~ Query P 11.r11.meter:s Open n New Window ] 

~================~ ·~---=============================~ 
pa!;~Word nph~r JS, [SUA, ' \B, . \ NC3VB911 1 
ser \'ice- t ype te11et te -• i na l 

l evel 3 . .. I. ' L 

* 

K Rnd: L__ ____ _J 

Done 

PoNe red b·nhe sgu:v Lab 
Version Number: 2 14 ..,... 
la!ll Modilied Date: \4arch 14. 2011 
la!ll Reviewed Date: Mruch 14 2011 
Corltent Stewa rd: SSG21. 969-l341 
Page Publis her: c oo; SSG21 969-0342 

yn a m1c P a g e H1gh es • Po ~s 1bl e: C l 1!ss 1f c a tiCJn 1 

TO PT STC"RETIC"''MTNT 0 RC 0 N N 0 F 0 RN 2 0 3 2 010 8 

D Mat.(h case 

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 



, ., NKB Dlsc:o Route- Mozllla Flrefox -: l"l )( 

file Edit Y:iew Ht~tJry .e.ookmar1<.s Iools !::felp 

6 Eliiii!DElllll· ···········=================3'l!fG~ I !=[;]_,_~ -----'---------~•1 
!;j:. XKEYSCORE TOYGRIPP:: 'J> NKB: HJme ~NKE Dts:o Route 7} Roadbed.net MyPage ~GodPoht 

+ 
Dynam c P a9~ Htgh ~s t Posstbl ~ Clas s tftc a tton ts 

li/ ~' ."l IJ D1scoRoute (Versron 2.l4) ,-

Networ1< Mgmt Guery (Com1ng Soon) 

DiscoRoute Combined Query 

Submit CSV TipS: Th s rs flt~DISCOAot..rrE webee!Wr Upia.~a1y OO::kma.rls bbrrr.gyou he~ Query HIStory 

0 Celt~•• Rn ults byHn tna. ..... s.,a.d 

GeneraiQuerylerms ,L". --- c~~------------------------------------------------~ 
Te>l QuefY f) UNAI'JI -:t?' 

- IPAiltress fl 

Stan Date 

(l.i!34orLl34l!CIDRI or 1 i!.3.4·3.4., .• ) 

0 DOl 0 Load Date ® Ent1re Database IP R•ngeSeftn:h ExiiCIIPSeftrch 

0 Interfaces + sub1et 0 IP H~ader FROMI"J"O 
~ - 0 Static RJute IP 0 lnteffaces - Exact 

v • .- 0 Access Lists - D ~ere else 1n the XML 

0 RoLting ProrocoiiP 
0 Cisco 0 Hu>wer 0 lnfin::t 

Ell JuniJer 0 MrkroJk E!l Tenors'MtC1 Urr11 Search ll CID~ Ranges Small~r "Th:m (or equal 

[Se·~·l l JaeacAirJ Js.ioctAlll [a •• ,~<J Any checked i tems can be found (OR condi tion) in c~ 

~-----------L 
f.losmarre. L 

; IG.AO: I I 

"""' [ 
Country 8 [ 

TAOProtCctName 0 [ 

ASNumbr:r 

AS 

0 Seen 1r Config C Derived 

3nmp Communty 

lOS mage Narre 

Done 

Marife sr (Cisco Only) 0 

0 A - EQUANT 

0 B - 3GP 

0 D -ShoNCDP 

D G - GPRS 

0 H- TAC Pop 

0 1- Show Interfaces n ~ 
0 , K - Oypto Keys L.~: ~;:w Run 

0 M - '-!ultihop 0 T - Tacacs 
0 N - Tgt N:>t Service 

0 0 - 0SPF 

D v - Show Version 

I clear All ! All dtecked Items must be found (AND cortdltlon) In conf lg 

Sessron D L 

laearPa.nel j 

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 



TOP SERET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 

NKB Disco Route- Mozllla Fll"efox -: ~ )( 

B le .Edit ~iew Hi1tory B.ookmarks I ools !::::!.elp 

2009-06-091 cisco UKC-1 25W G2B7()()()()01MWC ---·-··--2009-10-151 cisco UKC-1 25W G2B8200001MWC _ O_ K __ ··-2009-1(}311 cisco UKC125W G2B8200001MWC _ D_ K __ R __ 

El k uw-h ub 2009-10-151 cisco UKC12 5W G2B6900001 MWC _ D_ K __ R __ 

El kuw-h ub 2009-10-151 cisco UKC-1 2SW G2B6900001 MWC _ D_ K __ R __ 

Ll kuw-hub 20()9.10.151 cisco UKC125W G2B7900001MWC _ D_ K __ R __ 

Ll VPN02-UNAMI -I< 2009-09-101 cisc o UKC-1 2SW G2B8200001MWC ___ K_ ··--Ll r-unami-k uw-isp 2009-01-161 cisc o UKC-1 25W G2B6900001MWC _ D_ K __ IL__ 

Ll ISP02-UNAMI-Ait 2009-07-031 cisc o US-967J 1AH 116337454200 _ B __ K~OPR..___ 

Ll bdrOl-un ami-kir 2009-06-071 cisco UKC-1 2SW G2B7000001MWC 

bdrOl-una mi-mc c2BOOnm 2010-06-22- cisco UKC-1 2SW G2B67000001 MWC 

Pa.ge 1 of 2 ~ ~~ ~ Save 11s CSV S4ve F1lesto Dl~ Compare Re::.ults SUm ma.ry ~ M111lord er OUt Ma.p 1n Renorr 

Payload XML Summ ary Map Query Paramete rs Open 1n New Windaw) 

UNAMI 

Author1zed Personnel On1y 
,. If you do not have explicit authorizat i on i ssued by UNAMI Nr-ll t o access 

th is H 
C device, l eave now l 

Sys t@l : 
I P Add: 

2{ 

l~~~~u~:s ~~~.- . rT"nn__r .,.. , .,.-,--,-,-"-"""-'~,-0 0 _L o" -----

Done 

Powered by lhe SGDEV lab 
Version Number: 2.14 -
Last MOOilied Date: March 14, 2011 

Last Reviewed,1i'"l' 1""1'1'"1
1

1
4

1
2

1°
1

•

1

••••• 
Conenr: srewar 
Page Publisher· 

yn a m1c P a 9 ~ H1gh ~ st Possibl e Cl a sslf1c a t1on 
T- O- P"'J'S"F"C_R_E_T..-cDMT N-TT oR"Co""""NNN""'Q"F"'""o- R- NT 2- 0- 3-2- 0l 0- 8 

RESERVED 109460 78 23 61470 

RES ERVED 134422 75 00023 OD19 

RESERVED 38202 75 00023 02012 

RESERVED 32879 74 00023 50554 

RtStRVi;:O 32879 74 00023 saM 

RESERVED 30000 74 00023 saM 

RESERVED 58980 73 23 3408 

RESERVED 26342 71 23 59226 

DUB -'J 29872 71 23 2771"'1 

DUB -'J 23927 69 23 S4278 

RESERVED 40264 68 00023 44a33 

F1nd Rel ated Results l 200< 

f) 

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 



(U) Others 

· (TS//REL) NKB 

· (TS//REL) TUNINGFORK 

· (TSHREL)TREASUREMAP 

· (TS//REL) RENOIR 

· (TSHREL) MASTERSHAKE 

· (TS//REL) ROADBED 

· (TS//REL) BLEAKINQUIRY 

TOP SECRET//REL TO USA, AUS, CAN, GBR, NZL 



(TS//51//REL) Basic VPN rules of 
<TS//REL) If you have an IP address ... 

· Check TOYGRIPPE and XKS 

o Look for paired traffic 

· For IPSec, check sys admin 
chatter for PSK 
(DISCOROUTE; PINWALE; 
MARINA) 

· Share your data with 
OlTERCREEK for vulnerability 
assessment (XKEYSCORE or 
DROPBOX) 

· Submit tasking 

~sbELl If you don't ... 

· Look in DISCOROUTE 

· Query Sys Admins in 
PINWALE and MARINA 

· Check your targets TAO 
projects 

EITHER WAY, 
JOIN THE 

VPN WORKING GROUP 
FOR ALL OF YOUR 

VPN SIGDEV NEEDS 

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 



(U//FOUO) Useful Links 

(T5//51//REL) VPN Working Group (go vpn) 

(T5//51//REL) OTTERCREEK ( 

D VPNXFT DROPBOX 

· (T5//51//REL) Network Securit Products ( o NSP) 

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL 



UNCLASSIFIED 

(U) Questions? 

OTTERCREEK 

UNCLASSIFIED 




