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SUBJECT: .(U//fOUO) Report to the Intelligence Oversight Board on NSA Activities.,.. 
1NF'ORMA TION Jv1EMORANDUM 

(UI /POUO) Except as previously reported to you or the President or otherwise stated in the 
enclosure, we have no reason to believe that intelligence activities of the National Security Agenc;y during 
the quarter ending 31 March 2013 were unlawful or contrary to Executive Order. or Presidential Directive 
a(le,l, thus, should have been reported pursuant to Section 1.6(c) of Executive Order 12333, as amended. 

(UHfQUO) The Inspector General an(! the General Counsel CO(lthwe to exercise oversight of 
Agency activities by i11spectjo(l~, survey$, training, review of directives and guidelines, and !tdvice ami 
counsel. 

fi . . · f!J)p~ 
DRGE~ARD 

Inspector General 

RAJESH DE 
General Counsel 

(U//FOUO) I concur in the repqrtofthe Inspector General and the General Counsel and hereby 
make it our combined report. 

Encl: 
Quarterly Report 

KEI[AL~ 
General, U.S. Army 

Director, NSA/Chief, CSS 
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(U) REPORT TO THE INTELLIGENCE OVERSIGHT BOARD ON NSA ACTIVITIES 
FIRST QUARTER CY2013 

(U//:FOUO} Pursuant to Executive Order 12333 (E.O. 12333), as amended, National 
Security Directive No. 42, and other legal and policy directives, the National Security Agency 
(NSA/Agency) conducts signals intelligence (SIGINT) and information assurance (lA) activities 
on behalf of the U.S. government. NSA's SIGINT and lA operations, as well as activities in 
support ofthose operations, might result in the acquisition of non-public information about or 
concerning U.S. persons (USPs). Agency personnel are required to follow procedures designed 
to protect USP privacy, consistent with the Fourth Amendment to the U.S. Constitution and other 
law. NSA has also established internal management controls to provide reasonable assurance 
that NSA personnel are complying with procedures for handling USP information, such as 
minimization procedures adopted by the Attorney General (AG) and approved by the Foreign 
Intelligence Surveillance Court (FISC) to govern USP information acquired during SIGINT 
operations conducted pursuant to the Foreign Intelligence Surveillance Act (FISA) of 1978, as 
amended. This repmt summarizes incidents of non- compliance with NSA' s USP procedures, as 
well as other matters required to be repolied to the Intelligence Oversight Board, that were 
identified during the first qumter of CY20 13. 

I. (U) SIGINT Incidents 

(U//FOUO~ Section 1.7{c){l) ofE.O. 12333 authorizes NSA to collect (including through 
clandestine mem1s), process, m1alyze, produce, and disseminate SIGINT data for foreign 
intelligence m1d counterintelligence purposes to suppo1t national and military missions. 
However, FISA regulates the intentional acquisition of communications to or from unconsenting 
USPs, wherever such persons may be located, and also regulates certain collection techniques, 
patticularly teclmiques used against persons located inside the United States. As a result, NSA 
personnel distinguish between E.O. 12333 SIGINT operations and activities that NSA conducts 
pursum1t to FISA authorizations. 

I.A. (U) E.O. 12333 SIGINT Incidents 
. ..... -:;::'"'\(b) (1) 

·::::::::::::·:' .:·:,···. ~(b) (3)-P.L. 86-36 

(S//Sii/HF) During the repotting period, NSA deternW,l~:d:fli~t.Qti~cident repprts 
indicated non-complim1ce with AG-approved procedJue~::iii>oepmtment ofDefense (DoD) 
Regulation 5 240.1-R including the regulatio.p's·(:fassifled Annex, as well as incident~\ of non­
compliatlce with internal control pro9edutis·that govern NSA's acquisition, processing~ 
retention, m1d dissemination ofUSPinformation acquired during E.O. 12333 SIGINT \, 
operations. I litiC.l.dents involved acquisition errors, such as the mistaken or/ inadvertent 
targeting of a USP; 0 concerned improper queries ofNSA raw SIGINT databases ! \ 

(unminimized and unevaluated tor foreign intelligence), such as queries that were ov~dy broad 
or not reasonably designed to restrict the return of non-pettinent or unauthorized USJ? 
information or were performed without t!rst conducting the necessary rt!.~.~.arch;,....___,;...,..;----. 

· involved unauthorized access to m:jmproper handling of raw SIGINT data; and 

.. : ': ............. ···················································· ······································ 

(b) (1) 
(b) ( 3) - P. L. 8 6-3 6 
(b) (3) -50 usc 3024 (i) 

TOP 5ECltE'f/fSI/'fK/fNOFORN 

Classified By:,:.,.) ,....,...,.....,.,......... 
Derived From: NSA/C.SSM 1-52 

Dated~1 20070108 
Declassify Ori: 20380501 

' ' 

(b) (3)-P.L. 86-36 
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fl:;l) ( 1) 
(b}.(3) -P. L. 86-36 

system errors. In light ofthe scope and scale ofNSA's E.O. 12333 SIGINT operatiOI;~- .... 1 __ __, 
e-mail addresses, telephone numbers, and other "selectors" were tasked for E.O. 12333 SIGINT 

·(·J;:iT(T)·· ............ <::?.~lection during the reporting period), the overall error rate was extremely low. 
( b ) .. p ) - P • L . 8 6-3 6 
(b) (3.) __ -5 0 usc 3 02"\i.lll'l DV!l.'-DL ... __,···:]::;; ~·;···:::"~·"!::'<_t' I 

(U//FOUO) The vast majority ofE.O. 12333 incidents during the repotiing period 
occurred because of human error and were addressed through remedial training of the 
responsible personnel. Notewotihy E.O. 12333 SIGINT incidents included the following: 

• (T51~5WNil) During this qumier, the NSA Office ofthe Inspector General (OIG) learned 
that a data spillage had occUIT~d involving communications 
intelligence ( COl\.1INT ). Approximate!.. . time-sensitive re orts containing TOP 
SECRET COl\.1INT i.ufoi~natiqn 
'-----:-:--:-:-"'":"""--~.-:---:---:---:--:~=-==::-:--::----:----:-"!"!"""-::-:---!the reports 
were availal:J.le.·to personnel cleared only for SECRET information. All ofthe repotis 
have b~et(i·e.mo:v~a· from the known locations, and a damage assessment is under way . 

. ·· ... ·· 

·-~~~~~~L_~~--~~--~~~~ 
.. ·::::::.dat~base quety_ran--agaili~t: elector that contained a typographical error. The 

.... : . ._:: .. ,,,,,.. atl.~lyst-attehipted to.st~p:_..the.query but did not follow the correct process, 

·~~;:"1~f:~. ~: 86=;:~o:~:,:::6redtheerre<.__ ____________ _... ~~e~u
1

!~; ~-~ts~~::e 
• (S/;'S.lh'RBL TO U£A, ¥VI!;YH I 

....•.. ·····" 
~'it;l······· 
(hl (3}:"'P •. L. 8 6-
(b\;( 3) .:.::so. usc 3 

" ... a..(~£;::1/S::-I-/i_"&E_• _J:;_T_O_U_S_A __ F_1_VE ___ Y-;:.~=======::;-l-an_at_Jd-:-:-i-to_r_d:-:-is_c_o-ve-r-ec-:-l-tl::-1a_t_a_n_a-na-:l-y-st__. 
liad q~Jeriect[:=;:hele,c;;tofs without performing the necessmy foreignness checks. No 
results were retuiJted'; and110 repOiis were issued . 

• 

·(;·;'

1

:

1 

:: :.• • • ~een su ;;~~1~:? results were deleied , and no reports were issued:· 

(b)(3)-P.L. 86-36 
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• (§1,4'£IH£W) I I it was d.is.covered that a systems error mistakenly 
allowed selectors identified as USPs to be a······i~oved ·for . .tasl.;;~ng 

.... No ... collection 
._o-cc_u_rr_e....,d-. --------------.. -.... -.... -..... --... -..... -... -..... -..... -.... -.... -..... -.... -................. :::::::::.::·:··:: .. _:.-}".\W~f:~:j . .( ~; _ P. L. 

anaiialyst'discovered a gtitchti'l''a t,ask:lri.l tool \ti1a( -.. • 
resulted in selectors \ \ 

L-~~-----------~~~~----~--~~----~~~ All selectors were detasked -············ 
·. 

• ('fSHSihUF) ~-~lectors I 

................... ! ..... (U//FOB071 I it was discovered that a file containing raw SIGINT 
'(iJY(3)~:P.::L. __ ~6-36 had been uploaded into a repositoty that unauthorized personnel could have accessed 

······I I The file was deleted. __ . _ ............ :::::: ::::"""7-~~:}l_;i-P.L. 
• ('fS/7'51/i'NFJl lanahalysidiscovered collectioi1 acguired duririg_ a .. 

• 

"(hf{i):":::::":"" .... 
(b) (3)-P.L. 86 
(b) (3)-50 usc 

.... 

3 

target's vi sit to the United States from a selector! _............. ····I .... 
ITlie incident was isolated to a p~tticular 

' .I 
/ ,. 

f+£,4'£1,1:r*'~'RE:t:: 'fO !!S.t.J: •. fiW;Tr)l I 
I 

I Purging of the collected data was completed I I 
I 

• ('fS//81/ffl::EL 'fO USA, PJlt''l} it was discovered that a selectof 
L-~~~----_.~~~~~~~~~~~ 

determined to be associated with a USP 
· e.~ause of a // 

86-36 

86-36 

• 

._t_n-is-c-oi_n_m_u_m~. c-a~ti_o_n-r----------------.;;;;....---&9;::;t;rp:o:n:--c.!.iscJvety of 

the incident, the analyst immediately stopped the query and deleted the resut'i.~~;;:;!;,ii(J::J) ( 1) 

...;.t;c~~-'T"'"'''T~t'"'"'"r:'\'71<71r---------------.:~j,...,-·::·::;a r;\b.) ( 3) - P. L. 8 6-3 6 

I UP SECRETft51/TK//NOJ:?OltN 
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,.•:/"'('b) (1) 

.,,,,,,,,,,,,,:,:;:_:;::>'· (b·}-{.:3) - P. L. 8 6-36 
I.B. (U) FISA Incidents ___ ,,,,,-.. ..·,..- ·. .. 

(SHSf/fNf') During the reporting period, the P~rrid~;;~1·~_n(.:6i Justice (DOJ) fii~Ci··Onotices 
with the FISC concerning incidents of non-compHaiit"e witb..-~tithorizations issued to NSA 
pursuant to FISA, including incidents ofngt~:f:cd'i'l~pliancy··Yvith NSA's Court-approved FISA 
minimization procedures. There wer~l ---:::·Hiicidents p.ft)ci.il- compliance with NSA internal 
control proced:ll"es. A total o.Lq::6fthe in~ident~ .. -ii1,yoiv~d acquisition errors, such as the 
delayed detaskmg of targets; []2oncerned unpr6p~r· quenes ofNSA raw SIGINT databases, 
such as queries that were overly broad or not . .fea~611ably designed to restrict the return of non­
pertinent or unauthorized USP infonnatiop(0i1wolved unauthorized access to or improper 
handling of raw SIGINT data; and c:J·involved systems errors. (Some incidents might cause 
more than one notice to DOJ, and some notices did not involve incidents. Consequently, the 
number of notices does not correspond to the number ofincidents.) 

(U//FOUO) The vast majority ofFISA incidents during the reporting period occurred 
because of human error and were addressed through remedial training of the responsible 
personnel. Notewotthy FISA incidents included: ::'''':"'.'}\ti?l ( 1) 

_ ... -·· _ .. ::: ... ~~1?}(~_)-P.L. 86-36 

I.B.l. (U//FOUO) NSA/CSS Title ~~~SA .... -· ......... --·/·_::: .. ·,. .. ,· 0$>-_(3l'"".so usc 3024 (il 

~~~~!±~While re._newing·the a~~thority 
NSA'discovered r----_.;..~;.._---~--...,....-.+. _ ___....,. __ .;.,;..,.;.,--~ 

• 

communication to or fi:~ml"these numbers was _<:J.eqi.1ired. ·, ', ·. 
\ ... \ 

• (T~WSl~LI>W). . .... --/ NSA discovered,..that / 
I lhad not been detasked All collection\has Qe~n 

purged, and no repotting occma..Te-,----------,------' 

..... · 

·. ·. 
•, •, 

• ('fSh'SI//Jl'W) I 

\ 
~--~~~------------~--~----~~----~~~~~~ communications! !have been purged, and no repotting based on the 

~~------~--~ non-compliant collectiOn occurred. 

0 I'T'C' //C'T 1/l>.TD\ I 

L---:--:--=-:---o:-:----:--:---:---.--------'lthe FISC granted a motion to 

.. / .. _;;;;;:'. ~~~~~:~~~Iti:~~i--O~J[~:e:r:to~a=dd:I:~:ss~th:is~~:tt:Ja:ti:o:n:. ~~~~~~~~~~~~~~~~~ 
I I 

(b) (1) TOr SECltE'f/fSI/'fK/fNOFORN 
(b) (3)-P.L. 86-36 4 
(b) (3) -50 usc 3024 (i) 
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(b)··.(·3.)-P.L. 86-36 
(b) (3i''"-50 usc 3024 (i) 

'· ... 

All of 
~--------~~~------~~~----~--~------~------~----~ the non-compliant data was marked for purging, and no repmting occurred. 

• (SNSINf+Fj I it·was·discovered·tirarfiles pos·sibiy.coiitaillilig ···:::(b)(1) 
rLJ.IJ..W.!l.lll!W • .lll...j~Ll.!.l:.s::ll...J;!.!J.lliJLllWU!.l....J:.J..i~..!.:llW!..!lS.:S<.ILI·lml.\.~l.Sa!UL.l2lll!~J.UllL_J..__~(b)(3)-P .L. 86-36 

.Qp.on·di'scovery, all files were deleted: 

0 

.. Afinal-noticeonthe.matter was filed with the FISC 
··-~~j:.:::::~·;.··~:i:~.~~:~~:~.;~·~~~::~"""'·~~----:(8-./-/R_ffi_i-........ T'otisx;··FVE¥)'1 . . .. . . . ... ············ I / .......... -..... -..... -..... .;;;.;. ...... ~-~~--~ 

:.'.::, . . . :. .... . (sJ/siNREI;: io USA;··p"''£¥) l,......:-=============:;-l·-a11-:::. ru~-~/.~_.v1st executed 1.------:..,..., __ 1 

... ········· 
.·· .. · .. ···· 

· ·. 'dtterv ofideniifiets:::Provided to NSA"bvl I 
···1 ···...... ···:"::::::::::·.. lwith a high risk ofterrorist 

connections: I · ·.::::::::::::···. ~SA queries non-USP •, ·. 
·. •, 

identities against its collection and reports"tcrl ·..... .. results of those queries. 
. . .. When the NSA analyst executed the query, he was unaware! 

• .. ·.,~-----------------~~~~~----,..~-....,.......1 
····1 I NSA deleted the results fi·om the 
~--r-----------~~--~--~~~--~ quetyl J and confirmed that the results had not been disseminated or 
o..th6lwise used. 

,... ...... (~S//Sf/i'REL 10 US~\ ~.Y~~nl I NSA ~~~~?.vered thr-a .... __.~.;;;..o..;;;,;,;;_..., 
wttho.ttt- . tramn1g nught have been abJ~J.o .. see':-.... _ ... _ ... r---......., ......... t:-------::--~,.;;J 

.. ··· 

..... ············ ...... ···· 

............ .................. Altbough .. n data was fomJd· ·in 

........... ··· 
......... ···· 

··(~::j!:~~:I:~::::::::::::::::::::.:.: ................. pu'l'su·ant"'to· ........................ ,. ,,, authorization, ...... ::rhe· analysts·have··since•:atten9ed..__ __ __. 
(b) (3};;:P:;::I.J.. 8 6-jtaining. . ·'(b) ( 1) 

86-36 

I 

....... (b) (3)-P.L. 86-36 

.. ::::ii{3.~·(T.S.(t81/fNF) Business Records (BR) Order (b) ( 3 ) -so usc 3024 (i) 

• ..ff~k~i~1P~~ I an NSA analyst executed a valid quety in 
NSA' s BR repository using a:reaso.~1able atiiculable suspicion- approved selector 
belonging to a USP currently subjedtol I The analyst then sent the 
results ofthe query via an e-mail alias to personnel who did not have the required training 
to hat1dle the BR data. The analyst's supervisor rectified the situation. 

• "i'f3//SI//NF11 I NSA technical personnel discovered that NSA 
had inadvertently retained files containing cruldetail records that exceeded the five-yem· 
retention period. These records, which had beel1 .roduced pursuant to the FISC's 
Primary Orders, Jhe records were among those 
used in connection with a migration of call detail recor s tp a new system in or about 
I jThe. 9.('1}1 detail records could be accessed or used .. only by technical pers01mel 
who had received appi'opriate.an.<:l~~~~uate training. I _ .. 1 NSA 

'fOP SECRE'f//SI/'fK//NOFOR:N 
5 (b) (1) 

(b) (3)-P.L. 86-36 



:OOCI:O: 4165221 TOP 81!3CRET//SI/TK/fNOFORN 

·.· ... ·· .. :·· .. 
•, ··· ... 

technical persotmel destroyed the call detail records used in the migration of records that 
had been retained past the five-year limit. 

I.B.4. (U) FISA Amendments Act (FAA) 

• (TM'5Ii7'ltEL TO U5A, f/ vf:l: i) QuO occasions during the first uatier collection 
occurred 011 he United St~tes 

FAA §702 data was erroneously 

'· .. ·. 

• 

0 

(TSkSIA'RBL TO USA, F~rEY)I I NSA ersonnel discovered that 
selectors had been incorrectly re-tasked under FAA §702 
without adjudication, selectors were·· ...- · 
detasked upon discovety. All non-compliant FAA §702 data for each~elector.wks. 
marked for purging. . u .u • • •• ------------- : : ::::::::::;·;;::':_.::"7}~; ~ ~; _ P. L. 

(TSh'SINltf?) I I an NSA al~~ly~terrone6ii'sly tasked.l '1 
selectors without ascertaining whethe~ the selectors were in the U~1it:ed St<;~;tes/ Upon 
discovety ofthis error, the0se1ectors were emergency det(_lskid'~nd ftr'l nqn-compliant 
FAA §702 data for each selector was marked for purging: Nofepotis\'Vere.1ssued. 

o ---i"~~,~,Q.Jf..4:R"Fi'f-TrFH~~"""""'fi""v"'rf------~ N_SA ~iscovered that1a database 
'had prevented 

-~~t;T;sh;'si~Ht~~~)rl ~----==========~----------_-_-./-----~~~ 

TOP SECRET//81/TK/fNOFOitN 
6 

_,,,::::.::::::: .... ...-····· 

(b) (1) 
(b) ( 3) - P. L. 8 6-3 6 
(b) (3)-50 usc 3024(i) 

86-36 



DOCID: 4165221 TOP SlilCRET/fSI/TKf/NOFOitN lbl (1) 
(b}·\3) -P. L. 86-36 
(b) (3}.;:-50 usc 3024 (i) 

······· ..... 

···············! 

• -+~i-l+'rh'+fl-R~~~I-1lr-_, ...;;-t'-~3=-¥1=....r.----v------'·.i(was discovered that a detasking 
~~~-r---L:ofo:;:.;:r;;.;·· a. selector deeine~ to be no longer of interest. 

• 

Further analysis revealed that th {i:eh.l~~dng reguest had not been carried out. 
inthe..J}nited Statesf· :::::::::::·...... A 

;.;.;;...===~--------'·....;====Al;..;;= ;;;;l;;;;'':n"'"1o11::.P.OiiipliantF.M·§702 data .. ..-

reports were issued. h~;~~~~::: ~~:~{~f : r:: P. L. 

.:fl:!E~~~~~~:t::~m:ll __ ,__,_....;;;;;; .... ::: .... ::;,; .... ·:J····· ·ir:was discovered that·betw,een 
at.\~imlysr·had e-mailed to as_.ni~ny'asD 

._t_m_a_u':"Tt 1-o-n .... z-e.,.--a-n-:ar-y-st~s-a-:-t-a""'~f.,..Ie'T'T'.,..o-.c-a':"'ti-oi~i'files containing data collected pt)rsuant to \ 
~~~~:......:U~on disgqveryofihis incident, all sharing ofraw $1GINT'was stopped and 

ifs .. Tnstmcted to urae the erroneous! shared.FAA .fl02 data fi·omD 

• ('fSHSfh'REL TO USA, FVKY) I l~n analyst downloaded FAA §702 
data from a raw traffic repository and stored it in a local computer directo1y that could be 
accessed by analysts who are not authorized for FAA §702 data. Upon discove1y, the 
analyst moved the traffic to a direct01y where access can be limited to only analysts who 
are authorized for FAA §702 access. 

• (TSHSf//REL TO USA, ~'Y~Y}Dmingthe week .. orl I a manager 
.... ,, .. :"''''"''';;;;;;;;;;;;;::;:;::;;;;:;;;;;;::::;~;i.~~:Y~l:~:?.:::t.h~!.:~~::~!??.~raffic had be_en shared with an unauthorized analyst since the 
(b}(1)::···.... begmnmg .. o~ ... lThe shanng .. was·haltedl ! and the 
(b)(3)-R~.·. 86-36. ·.apalyst was instmcted to return the FAA § 702 data. Management reminded division 

· ... pe1:so11neLth~t the sharing ofFAA §702 data with unauthorized personl'l:~l.=i~P~il 

86-36 

···permitted. ·... .. / :/ (b) (3) -P.L. 86-36 

• (TMSt4'l'\¥L TO us,.:,FV£'111 il)[SAdl;g,~.i~~ that ~~~r~vs~0 ~sc 3024 
{i{ 

without the.proper FAA §702 training had the_poterifial tg.see FAA §702 data' 
The unauthorized user was 

~----~~~~~~------~~~~~~~ removed fi·om the uritil FAA § 702 training is completed. 

• (i5//5I/7'lti':\L TO U5A ff v~yj I it was discovered that a file 
containing data collected under FAA § 702 had not been restricted to allow only those 
trained for access to FAA § 702 data. It is not known whether anyone without 
appropriate training had accessed tilt: filE!, Ihemfileupennissions were changedEJ (6)(1) 

I ltorestricraccess to only analysts who have completed appropriate FAA §702 (b)(3)-P.L. 86-36 

training. 

I.C. (U) Dissemination ofU.S. Identities 

(TSHSINJ>a<~ The NSA/CSS enterprise issued I ISIQINT product reports during the 
first qualier ofCY2013. Dproduct.r~poiis incorrectly disseri1iitate(USP information, and 
the reports were recalled as NSA/CSSI lan~b:,~~-~.).~:~~~~~~g::~~USPs, 

(b) (1) 

'fOP SJ£CitEi7151/TK77NOFORN (b) (3)-P.L. 86-36 
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U.S. organizations, or U.S. entities named without authorization. All data in the recalled reports 
was deleted as required, and the repotts were not re-issued or were re-issued with proper 
minimization. 

... . . . .... :;;?)"-(.p ) ( 1 ) 
I.D. (U) Detection and Prevention ofViolations ....... ····· ./:?\(b) (3 )-P.L. 86_ 36 

-+f~~~f!') NSA continues its proce§.s. . ..to-idet'ifLfy··;i~~n the users ofp(6~erl~ ta.~l~e~ 
the··united States. NSA'. '"pl'ocess ipentified 

1q·il1e first quatter>· .. ·. 
~~--~~--------~~--~~~~~----~~--~~~~~ Collected data was purged from NSNCSS's raw traffic repositories. NSA's process \for ·. ·. 

\. ·.1 

lin the first qumter. Iti all 
cases, information acquired during the period! !the United 
States was purged. ,__ __________________________ __. 

II. (U) lA Incidents 

(U/tf'OUO) National Security Directive No. 42 atld §1.7(c)(6) ofE.O. 12333 designate 
the Director ofNSA as the U.S. government's National Manager for National Security Systems. 
NSA's Information Assurance (IA) responsibilities include authority for NSA to intercept 
encrypted or other official communications ofU.S. Executive Branch entities or 
U.S. govenunent contractors for communications security purposes; perform teclmical security 
countermeasure surveys to determine whether unauthorized electronic surveillance is being 
conducted against the United States; examine U.S. govenunent national security systems and 
evaluate their vulnerability to foreign interception atld exploitation; atld assess the security 
posture of and disseminate information on tlu-eats to and vulnerabilities of national security 
systems. NSA' s IA activities often result in the acquisition of non-public communications or 
other non-public information about or concerning USPs. 

., 

(UI/POUO) During the reporting period, NSA identified 0-in.Qidents of non- compliance 
with the AG-approved procedures and NSA internal control procedures that .. govern the hat1dling 
ofUSP information acquired during NSA's IA activities. The incidents were aitrib~)ted to 
human error at1d were addressed through remedial training ofthe responsible personiiel: 
Noteworthy IA incidents included: ;.;:;::,.(b)(3)-P.L. 86-36 

• (U/ fFOUO) I Janamnysr!:ele~~~ ~-ii~~~r ~~ntaTiii~~~- ~ ~~ypetlit~( that 
provided recipients of the tipper access to a r(;!pository for analyzed Conm1.uii.ications 
Security (COMSEC) data, even ifJberedpients lacked access credentials: A hyperlink 
had been provided inOadditlonal tippers I I All tippers have 
been recalled, and new procedures for issuing tippers have been established to prevent 
fhture occurrences. A security update has been developed to eliminate the bug that 
allowed the live link to fimction for those without authorized access to the COMSEC 
data. 

TOP SECRE 1//51/'fl{/f:NOFORN 
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Ill. (U) NSA/CSS OIG IO Inspections, Investigations, and Special Studies 

(U//fOUO) During the first quatier ofCY2013, the OIG reviewed NSNCSS intelligence 
activities to determine whether they had been conducted in accordat1ce with statutes, E.O.s, AG­
approved procedures, and DoD and internal directives. The problems uncovered were routine, 
and the reviews showed that operating elements understand the restrictions on NSNCSS 
activities. 

• (U) Joint Inspection: NSA/CSS Texas (NSAT) 

(8//REL TO USA, F·V~Y) During the)?.i.t.l.t. .. i.f.1.S.P.~.Gtion ... ofNSATl·· ............................................................. ·r::::::(b)(1) 
I I·IO·inspecttfi's.feviewed 10 program management, IO training for site (b)(3)-P.L. 86-36 

personnel, and application ofiO standards in SIGINT mission activities performed at the 
site. The IO inspectors found an overall lack ofiO documentation atld noted the need for 
increased physical protection in mission spaces given NSAT' s open m·chitecture. 
Managing training at a site with significant militaty presence atld ensuring compliance in 
SIGINT activities performed under multiple authorities pose challenges for NSAT 
leadership. 

• (U) Field Inspection: I I 
I 1..... ..................................... ·············· ... . - .................................................................................................. ····· 

(U//fOUO) During the field inspection o~ (the io (6)"(3)-P.L. 86-36 

inspector reviewed IO progratn management, tracking ofiO training for site personnel, 
and general awareness ofiO within the workforce. The inspector found that the site had 
not formally documented the IO progratn and that IO-related information was not readily 
accessible to site personnel. The OIG recommended that the site establish a web 
presence to provide IO information. The inspector also found that database accesses 
were not terminated when personnel moved to new assignments. The OIG recommended 
that the Intelligence Oversight Officer verify that database accesses associated with 
previous assignments be terminated. 

• (U) Special Study: Assessment ofManagement Controls Over FAA §702-Revised 
and Reissued 

(U/IFOUO) I I the NSA OIG published a revised rep01i on the results of 
a review of the management co~'ltrols implemented to provide reasonable assurance of 
compliat1ce with FAA §702. The original report~! I was 
revised for classification discrepancies and becai1se new intonnation had been received 
after release ofthe original repo\i. The studYfound that NSA control procedures are 
adequately designed to comply with F AA.§702. Eleven recommendations were made for 
improving those controls. · · 

.(b)(3)-P.L. 86-36 

TOP ~ICR:I!:TJ/SI/TK/~OFORN 
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• (U) Ongoing Studies 

(U/A"'OUO) :rhe following special studies were in progress during the qumter a11d will be 
summm·ized in subsequent quatierly rep01ts: 

o (U/~) FAA §702 L-1 -------.,.,._-·-.;;;IJ:::::::: ·····::::::::: ::::::::::::::"'"'"'""":':::::::::::"Tb} ( 3} - p . L . 8 6-3 6 

o (uj IAuditiiig .. Co·i~t~~;..-··F~-m~J.~work·f6fSig~~ls Intelligence 
System Queries ········· 

·········· 

o (U) ._I ____ ..... l··sysfe·i~~······ 
o (U) Technology Directorate Mission Compliat1ce Progrmn 

o (U) Information Assurance Directorate Office of Oversight a11d Complim1ce 
Mission Compliat1ce Program 

IV. (U) Notifications 

(U/ffOUO) During the first quatier, a number of notifications were provided to Congress, 
including: ......... ·· ........ ··· ::.::· (b} ( 1} 

....... ··· i (b}(3}-P.L. 

• (I S/7'5117'1'\ff?) I I·NSA"'iiotifi.~d Congressional intellig~i;ce 
committees about an unauthorized disclosure of properly classified natj6nal security 
information derived from SIGINT. NSA became aware ofthis discloshre on 

I The NSA Office of General Counsel has filed./ a Crime Report with the 
L;D~O~J -o-n~tl...,.1i-s _u ..... nauthorized disclosure. · 

• (SIIS!f(BEl. TO USIA, FVEY) I !"NSA notified 
Congressional intelligence comnuttees about a potential retention and dissemination 
compliance incident involving an NSA corporate database designed for long-term 
retention! I 

(J-:1 Iii················ ........ ······· 

(b) (3}-P.L. 86-36 
(b) (3} -50 usc 3024 ( 

• fFSHSI/Nfr)l I NSA notified Congressional intelli ence committees 
about the·:FISC's opinion relating to 

'fOP Slf:CitE'f//SI/'fK/fNOFOftN 
(b)(1) 10 

,,,,:::::: ......... . 

(b) (1} 
(b}(3}-P.L. 86-36 
(b) (3} -18 usc 798 

86-36 

(b)(3)-P.L. 86-36 (b) (3} -50 usc 3024 (i} 
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NSA purged the unauthorized collection and recalled all repotiing based on those 
con11nunications. I lthe·HS€-authorize'd .... snch ·colledioii .. to .. he...... .. .... (b)(1) 
undertal(en prospectively. (b)(3)-P.L. 86-36 

V. (U) NSA/CSS 10 Program Initiatives 

• (U,I,IFOUO) As rep01ted in the second quruter CY20 II repott, NSA/CSS is 
developing a tool to automate submission of mission compliance incident rep01ts 
across the NSA/CSS enterprise. Thel I will 
become the Agency's central tool for reporting potential mission compliance ! 
incidents and will provide a strerunlined managemetl.t process, a central reposifor , 
and metrics data to support root cause identification ru1d trend analysis. Th 
expected to be implemented I l .. w.ith._the im lementation oftl....,1~_,,-..., 
NSA will be able to perform comprehensive trend analysis 

~----~----~~~ 

VI. (U) Other Matters (b) ( 3) - P. L. 8 6-3 6 

(U/,I¥0UO) During the reporting period, NSA identified two questionable intelligence 
activities of a serious nature and one potential crime, as defined in Directive-Type Memorandum 
08-052. Each activity has been reported to Congress and has been described in Section IV. 

f.5HNJ..:j-The NSA OIG has concluded its investigation into ru1 allegation mentioned in the 
third quarter CY20 12 rep01t that activity associated with.,_ ____________ ___,~ 
I I The allegation was unsubstantiated. 

(T~//~1//HF) 1 .I 

//// 

. '' ' 

(TSHSlh't<JffJ During the first quarter ofCY20 13, the AGwasinvolv:~dindiJ1stances 
of intelligence -related collection activities associated with USP hostage itiid detainet{q:lses. 

ibi(~; .... ········ ......... ···· ... ···· .... . 

(b)(3)-P.L. 86-36 
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