NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE MARYLAND.20755:6000

16 May 2013

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U//F&H6) Report to the Intelligence Oversight Board on NSA Activities -
‘ INFORMATION MEMORANDUM

(U//-F-Q{-}Q} Except as previously reported to you or the President orotherwise stated in-the
enclosure, we have no reason to believe that intelligence activities of the National Security Agency during
the quarter ending 31 March 2013 were unlawful or contrary to Executive Order or Presidential Directive.
and, thus, should have been reported pursuant to Section 1.6(c) of Executive Order 12333, as amended.

(UAHFQHES- The Inspector General and the General Counsel continue to.exercise oversight of
Agency activities by inspections, surveys, training, review of directives and gunde[mes, and advice and

counsel. o

¢,
‘DR. GEORGE'ELLARD
Inspector General

Zﬂk

RAIJESH DE
General Counsel

(U//FOUO) 1 concur in the report of the Inspector General and the General Counsel and hereby-
make it our combmed report.

KEITH B. ALEXAXDER
General, U. S. Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report

This document may be declassified and marked

“UNCLASSIFIED/ForOffrctat-tse-Onty™

upon removal of enclosure(s)
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(U) REPORT TO THE INTELLIGENCE OVERSIGHT BOARD ON NSA ACTIVITIES
FIRST QUARTER CY2013

(U/AFSY6S) Pursuant to Executive Order 12333 (E.O. 12333), as amended, National
Security Directive No. 42, and other legal and policy directives, the National Security Agency
(NSA/Agency) conducts signals intelligence (SIGINT) and information assurance (IA) activities
on behalf of the U.S. government. NSA’s SIGINT and IA operations, as well as activities in
support of those operations, might result in the acquisition of non-public information about or
concerning U.S. persons (USPs). Agency personnel are required to follow procedures designed
to protect USP privacy, consistent with the Fourth Amendment to the U.S. Constitution and other
law. NSA has also established internal management controls to provide reasonable assurance
that NSA personnel are complying with procedures for handling USP information, such as
minimization procedures adopted by the Attorney General (AG) and approved by the Foreign
Intelligence Surveillance Court (FISC) to govern USP information acquired during SIGINT
operations conducted pursuant to the Foreign Intelligence Surveillance Act (FISA) of 1978, as
amended. This report summarizes incidents of non-compliance with NSA’s USP procedures, as
well as other matters required to be reported to the Intelligence Oversight Board, that were
identified during the first quarter of CY2013.

I. (U) SIGINT Incidents

(U/FQHQ) Section 1.7(c)(1) of E.O. 12333 authorizes NSA to collect (including through
clandestine means), process, analyze, produce, and disseminate SIGINT data for foreign
intelligence and counterintelligence purposes to support national and military missions.
However, FISA regulates the intentional acquisition of communications to or from unconsenting
USPs, wherever such persons may be located, and also regulates certain collection techniques,
particularly techniques used against persons located inside the United States. As a result, NSA
personnel distinguish between E.O. 12333 SIGINT operations and activities that NSA conducts
pursuant to FISA authorizations.

LA. (U) E.O. 12333 SIGINT Incidents

retention, and dissemination of USP mfounatlon acquned during E.O. 1233% SIGINT
operations. 11101dents involved acqmsmon errors, such as the mistaken oymadveltent
targeting of a USP; ‘oncerned improper queries of NSA raw SIGINT databases = |
(unminimized and unevaluated for foreign intelligence). such as queries that were ovel ly broad
or not reasonably designed to restrict the return of non-pertinent or unauthorized USP |
information or were performed without first conducting the necessary research;[ 1 | |

] y ]

" involved unauthorized access to or improperhafidling of raw SIGINT data; and involved

.................................................................. Classified By:

(b) (1) Derived From: NSA/CSSM 1-52
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o) (1)
(b).{3)-P.L. 86-36

system errors. Inlig ht of the scope and scale of NSA’s E.O. 12333 SIGINT operatione”l:_]
e-mail add1esses telephone numbels and other “selectms” were tasked for E.O. 12333 SIGINT

B
(b){3)-P.L. 86-36 e
(b) (3)-50 UsC 3024SHSHREE-TFOHAF E

(U/FOYOThe vast majority of E.O. 12333 incidents during the reporting period
occurred because of human error and were addressed through remedial training of the
responsible personnel. Noteworthy E.O. 12333 SIGINT incidents included the following:

o (TS/STANFT During this quarter, the NSA Office of the Inspector General (OIG) learned

that a data spillage had occurred| Jinvolving communications
intelligence (COMINT). Approximately| ltime-sensitive reports containing TOP
SECRET COMINT information] |
1 the reports

“ were availableto persorinel cleared only for SECRET information. All of the reports
have been 1emoved from the known locations, and a damage assessment is under way.

%l |
elector that contained a typographical error. The
but did not follow the correct process,
X when the database
..A.m.audrlto-r»-.d-xsegvered~~the~-euo~1-:---~| No query results

(b) (3)-P.1. s6-Y¥ere returied.

,,,,,,,,,,

(k) ('3'§:?'P--;.L. 86~
b i 3

{ R ) | an auditor discovered that an analyst
had- quened-seleetms w1thout performing the necessary foreignness checks. No
lesults Wele 1etumed and. Ao 1ep01“[s were issued.

, . | an analyst performed a query in a
~"1aw SIGINT databasel """ = |

L | The query results were deleted, and no reports were 1ssued 1 | has
been suspended.

(b) {3)-P.L. 86-36
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o (SHSHAW) |
allowed selectors identified as USPs to be apploved for.tasking
| ~No.cgllection
occurred. b) (1)
) B).(3)-P.L.
o (FSHSHAE] | an-aiialyst dlscoveled a g_l,.ltch"m a taskmcr tool that
resulted in selectors| e S Lo, "|
All selectors were detasked] s G
o —(FSHSHANF) | |it was discovered thatl " Jelectors[ |
[ _ _ |a'll umproperly routed data was deleted. An
error in the configuration files] |caused the incident.
o.....( LI FREFOH | it was discovered that a file containing raw SIGINT
(b)'(3)"-9:.l::____8__?'36 had been uploaded into a repository that unauthorized personnel could have accessed
] | The file was deleted.

-P.L.

o —{(FSHSTNF)| }an-aialyst dlscoveled collection acquued duung a-.
target’s visit to the United States from a selector|

| Ttie mc1dent was isolated to a pdrticular

(b) (3)-P.T. 86- | Purging of the collected data was completed| |
(b) (3)-50 USC 3L [
—(TS#%EH‘REH@-HS#—F‘&%I it was discovered that a selectof
determined to be associated with a USPl ]
| e, Jbecause of a

miscommunication |
the incident, the analyst immediately stopped the query and deleted t

b) (3)

discovered to have been conducting SIGINT without p10pe1 authc)rlty ;:|"
conducted an unapproved collection exercise |

-P.L.

) Idld not undelstand the
importance of obtaining the proper legal” authonty for- conductmo SIGINT exerciges

before | ]Mmeovex the Ploolam Managell had

been fielding 1t to] ]w1thout the knowledge or oversight ofthe
| 4t Fort Meade. Ijls contactuw[;]
L |as cuuently possessing SIGINT systems or scheduled to receive a SIGINT

system 111 the near future to make them aware of SIGINT oversight requirements.

86-36

86-36

86-36
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-P.L. 86-36
L.B. (U) FISA Incidents -

f&#ﬁiﬁi’ﬁ‘TDminv the reporting period, the Depdrtment. of Justice (DOJ) filed Dnotlces
with the FISC concerning incidents of non-compliarice with’ authouzanons issued to NSA
pursuant to FISA, including incidents of non "coﬁiphance thh NSA’s Court-approved FISA
minimization procedures. There wele-‘incldents of non-compliance with NSA internal
control procedures. A total of| _|6fthe incidents. mvolved acquisition errors, such as the
delayed detasking of targets;| |concerned improper queries of NSA raw SIGINT databases,
such as queries that were overly broad or not.reasonably designed to restrict the return of non-
pertinent or unauthorized USP information;” I:Imvolved unauthorized access to or improper
handling of raw SIGINT data; and [__Jinvolved systems errors. (Some incidents might cause
more than one notice to DOJ, and some notices did not involve incidents. Consequently, the
number of notices does not correspond to the number of incidents.)

(U//FeHEA The vast majority of FISA incidents during the reporting period occurred
because of human error and were addressed through remedial training of the responsible
personnel. Noteworthy FISA incidents included:

L.B.1. (U//FEE6) NSA/CSS Title I FISA i)

° .ﬁw_\i\’hﬂe renewing thie autho11ty| ----- ——
NSA discovered| .-

o LLSUSHUMNE |- INSA discovered, that 4
liad not been detasked| JAIl collection’ has beéen
purged, and no reporting occurred.

; IAH
communications| Ihave been purged, and no reporting based on the
non-compliant collection occurred.

o AFSHSHAEH |

|the FISC granted a motion to

" “amend the Order fo address this situation,

. —I(%“S#S%JF-H |I

(b) (3)-P.L. 86-36 4
(b) (3)-50 USC 3024 (i)
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L ] All of
the non-compliant data was marked for purging, and no reporting occurred.
° '('S#S*’%I'F')’ |-~i't---Was-"di'scovered"'t’h’ﬁt’“ﬁl‘é’é;"156';6.31ny containing .. (0)(1)

§ (b)(3)-P.L. 86-36

o ~SHSHAN {4 analyst dlSCOVGled some FISA-acquued 1nfo matio'ﬁ

l -P.L. 86-36
Fait analvst executed | |
fwith a high risk of terrorist
connechons 1 NSA queries non-USP
identities against its collection and lepmts ) |results of those queries.
When the NSA analyst executed the query, he was unawire |
|
| NSA deleted the results from the
query| fand confirmed that the results had not been disseminated or
othérwise used.
—(-T-S#SHREH@-ETSK—F‘V‘E‘Y‘)' NSA discovered. tha  Janalysts
' w1thout| Jtrainiiig might Tave been ab_;g,,,to seel " | data |

data was found'in

~PursHant1o)
(b) (3)%PyL,. 6—§Saining :

~fauthorization:-TFhe analysts-have- smcé"“attended| l

(b)(3) P.L. 86-36
(b) (3)-50 USC 3024 (i)

belongmg to a USP cuuently subj ect toL l The analyst then sent the
results of the query via an e-mail alias to personnel who did not have the required training
to handle the BR data. The analyst’s supervisor rectified the situation.

o —(RSHSHAND) | | NSA technical personnel discovered that NSA
had inadvertently retained files containing call detail records that exceeded the five-year
retention period. These records, which had beeri: ploduced pursuant to the FISC’s
Primary Orders, | |The records were among those
used in connection with a migration of call detail 1e001ds t0 a.new system in or about
‘___:; The call detail records could be accessed or uséd.only by technical personnel
who had received appicpriate.and adequate training. | NSA

-P.L. B86-36
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technical personnel destroyed the call detail records used in the migration of records that
had been retained past the five-year limit.

1.B.4. (U) FISA Amendments Act (FAA)

o —(TSHSHRELTOUSA FVEYT Qo[ Joccasions during the first quarter, collection
occurred on| the United States]

A FE | [FAA §702 data was erroneously

T

_...}it was discovered that NSA
_—_lrhat tle igerof]  selectors had

the Umted States) | The selectors
... had madvertently remained tasked| |
'l | All non-compliant data collected from
| [ has been marked for purging. No reports
were 1ssued. e
—@W@-—H&*—F’v‘&‘ﬁl NSA personnel discovered that] |
selectors had been incorrectly re-tasked under FAA §702| ,,.|

without ad]udlcanon |

1)
3)-P.L. 86-36

FAA §702 data for each selectm was marked for pmgmo No lepofts were issued

o —(FSHSHREITFOHSATFVE) | NSA dlscoveled that a database

technical error, caused by unknown circumstance s Ihad prevented
the complete processing ofl |-»ﬁ.le,§. NSA p ‘0v1des|
| {for review for all new FAA 702
tasking. Thel| “are.the subject of the

funder FAA targeting pro

[rom-being-loaded- mtol |database

occuued|

:_—_]mto tli’é"'d’étabasel |
o —{(FSHSHAE

6 (b) (3)-P.L. 86-36
(b) (3)-50 USC 3024 (i)



DOCID: 4165221 TOP-SECREFASHIIGHNOFORN ) (1)
(b}+43)~P.L. 86-36
(b )(3) 50 USC 3024 (i)

o ~(FSHSHREE-FO-HSA—FYEY)| it was discovered that a detasking
request had been made| [for a selector deeined to be no longer of interest.
Further analysis revealed that the Id'é'tasku 1equest ‘had not been carried out.
The selector was | jinthe United States =

The selector was detasked]
collected from |
reports were issued.

o FEHHREFOHAFYET

-P.L. 86-36

unauthorized analysts at a field locatxon

_FAA §702. Upon discovery 5 this incident, all shaung of raw SIGINT was stopped and
Iwas instructed to purge the euoneouslv shared” FAA &702 data ﬁomD

. Wan analyst downloaded FAA §702

data from a raw traffic repository and stored it in a local computer directory that could be
accessed by analysts who are not authorized for FAA §702 data. Upon discovery, the
analyst moved the traffic to a directory where access can be limited to only analysts who
are authorized for FAA §702 access.

7] During.the week- oﬂ l a manager
-discovered that FAA \\702 tlafﬁc had been shared with an unauthorized analyst since the

y “beginning-of The sharing-was-halted and ﬂ
@@PL%%M ginning o'l ! g w | | and the

b) -P.L. 86-36
(b)( ~-50 USC 3024 (i)

; - NSA- dlscovel ed that an anal st
without the' proper FAA §702 training hacl the “potential to see FAA §702 datalﬁ—__]
| » | The unauthorized user was
removed from the! |unt11 FAA §702 training is completed.

. '(“FST/S'I?‘?RETTTGTTSK‘F’V‘E‘Y‘] it was discovered that a file
containing data collected under FAA §702 had not been restricted to allow only those
trained for access to FAA §702 data. It is not known whether anyone without )

appropria e txammg had accessed the file. The file.permissions ‘were changed ----------- ( b)(1)

training.

I.C. (U) Dissemination of U.S. Identities

{RSHSHAE) The NSA/CSS enterprise issued[_ |SIGINT product reports during the
first quarter of CY2013. l ploduct reports incorrectly dissemiiiated USP information, and

the reports were recalled as NSA/CSSI lanalysts leamed%of USPs,
(b) (1)
“FOP-SECRET//STTRK//NUOFURN (b) (3)-P.L. 86-36

7



DOCID:

4165221 —TOP-SECREFHSHEHNOFORN

U.S. organizations, or U.S. entities named without authorization. All data in the recalled reports
was deleted as required, and the reports were not re-issued or were re-issued with proper
minimization.

I.D. (U) Detection and Prevention of Violations P.L. 86-36

~{ESHSHANF) NSA continues its process to-ideiiti fy when the users of pmpel ly tasked

|the United States. NSA’s ‘process xdentiﬁed

[inthe first quaﬁel

Collected data was purged from NSA/CSS’s raw traffic repositories. NSA’S process for

[in the first quarter. In all

cases, information acquired during the period the United
States was purged.

II. (U) IA Incidents

(U/AeH0) National Security Directive No. 42 and §1.7(c)(6) of E.O. 12333 designate
the Director of NSA as the U.S. government’s National Manager for National Security Systems.
NSA’s Information Assurance (IA) responsibilit ies include authority for NSA to intercept
encrypted or other official communications of U.S. Executive Branch entities or
U.S. government contractors for communications security purposes; perform technical security
countermeasure surveys to determine whether unauthorized electronic surveillance is being
conducted against the United States; examine U.S. government national security systems and
evaluate their vulnerability to foreign interception and exploitation; and assess the security
posture of and disseminate information on threats to and vulnerabilities of national security
systems. NSA’s IA activities often result in the acquisition of non-public communications or
other non-public information about or concerning USPs.

with the AG-approved plocedules and NSA mtemal control ploceduxes that.govern the handling
of USP information acquired during NSA’s IA activities. The incidents were attrlbuted to

human error and were addressed through remedial training of the responsible personnél:--
Noteworthy IA incidents included:

. (U//‘FGHGﬂ

,,,,,,,,

Security (COMSEC) data, even if the- 1ec‘1plents lacked access cwdent;,als. A hypelllnk

had been provided 111[:ladd1t10nal tlppelsl |“All tippers have
been recalled, and new procedures for issuing tippers have been established to prevent
future occurrences. A security update has been developed to eliminate the bug that
allowed the live link to function for those without authorized access to the COMSEC
data.

TOP SECRET/STTR/NOFORN—
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III. (U) NSA/CSS OIG IO Inspections, Investigations, and Special Studies

(U/F6E0) During the first quarter of CY2013, the OIG reviewed NSA/CSS intelligence
activities to determine whether they had been conducted in accordance with statutes, E.O.s, AG-
approved procedures, and DoD and internal directives. The problems uncovered were routine,
and the reviews showed that operating elements understand the restrictions on NSA/CSS
activities.

e (U) Joint Inspection: NSA/CSS Texas (NSAT)
—SHREE-FOTSAFVEY) During the joint IHSPECtIOHOfNSATl[(b)('])

| |10 inspectors Téviewed 10 program management, IO training for site (b)(3)-P.L. 86-36
personnel, and application of IO standards in SIGINT mission activities performed at the

site. The IO inspectors found an overall lack of IO documentation and noted the need for

increased physical protection in mission spaces given NSAT’s open architecture.

Managing training at a site with significant military presence and ensuring compliance in

SIGINT activities performed under multiple authorities pose challenges for NSAT

leadership.

e (U) Field Inspection; |

(U/A6B0¥ During the field inspection of] fthie TO ™ (0)(3)-P.L. 86-36
inspector reviewed 10 program management, tracking of IO training for site personnel,

and general awareness of IO within the workforce. The inspector found that the site had

not formally documented the 10 program and that 10-related information was not readily

accessible to site personnel. The OIG recommended that the site establish a web

presence to provide 10 information. The inspector also found that database accesses

were not terminated when personnel moved to new assignments. The OIG recommended

that the Intelligence Oversight Officer verify that database accesses associated with

previous assignments be terminated.

* (U) Special Study: Assessment of Management Controls Over FAA §702—Revised
and Reissued

(U/Fe5Sy the NSA OIG published a revised report on the results of
a review of the management controls implemented to provide reasonable assurance of
compliance with FAA §702. The original report,| | was
revised for classification discrepancies and because new information had been received
after release of the original repoit. The study found that NSA control procedures are
adequately designed to comply with FAA §702. Eleven recommendations were made for
improving those controls. " o

(0)(3)-P.L. 86-36
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* (U) Ongoing Studies

(U/AESHE)-The following special studies were in progress during the quarter and will be
summarized in subsequent quarterly reports:

o (U//FeH0) FAA §702 | 86-36
o (U} fAu
System Queries

o (U] |-System

0 (U) Technology Directorate Mission Compliance Program

0 (U) Information Assurance Directorate Office of Oversight and Compliance
Mission Compliance Program

1V. (U) Notifications

(U/AOH60Y During the first quarter, a number of notifications were provided to Congress,
including: e (B Y (1)
/(o) (3)-p.1.. 86-36
o (TSHSINF) | | NSA notified Congressional intelligence
committees about an unauthorized disclosure of properly classified national security
information derived from SIGINT. NSA became aware of this disclosure on

(BT
(b) (3).-P.L. 86=36..
(b) (3)-18_USC 798

(b) (3)-50 USC 3024fi)

| The NSA Office of General Counsel has ﬁlecj"’é Crime Report with the
DOJ on this unauthorized disclosure.

° (SUSI/REL TQUSAEVEY)Y |"’NSA notified
Congressional intelligence committees about a potential retention and dissemination
compliance incident involving an NSA corporate database designed for long-term

retention] |
) (1)
(b} (3)-P.L. 86-36
(b) (3)-50 USC 3024 (]
o {FSHSIANE)| | NSA notified Congressional intelligence committees
about the FISC’s opinion relating to| A

: —FOP-SECRET/SHTR/NOFORN- o) ()

o (b) (3)~P.L. 86-36
o)) 10 (b) (3)-18 USC 798
(b)(3)-P.L. 86-36 (b) (3)-50 USC 3024 (i)
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communications. | |the FISC-authorized sich ¢ollection o be d)()
undertaken prospectively. : (b)(3)-P.L. 86-36

V. (U) NSA/CSS 10O Program Initiatives

o (UHEQLO} Asreported in the second quarter CY2011 report, NSA/CSS is
developing a tool to automate submission of mission compliance incident reports
across the NSA/CSS enterprise. The] will
become the Agency’s central tool for reporting potential mission compliance |
incidents and will provide a streamlined management process, a central repository,

el ilS

and metrics data to support root cause identification and trend analysis. Th

expected to be implemented -With the implementation ofthe
NSA will be able to perform comprehensive trend analysis I
VI. (U) Other Matters %Nmﬁé)(3)—P-L- 86-36

(U/AQHQ)-During the reporting period, NSA identified two questionable intelligence
activities of a serious nature and one potential crime, as defined in Directive -Type Memorandum
08-052. Each activity has been reported to Congress and has been described in Section IV.

{S#E-The NSA OIG has concluded its investigation into an allegation mentioned in the
third quarter CY2012 report that activity associated with| |
| | The allegation was unsubstantiated.

—asusram] ]

~—FSHSHAF) During the first quarter of CY2013, the AG \‘}v'a's,jnvoll_‘_y_@d,.in-l:li';iéta11ces
of intelligence -related collection activities associated with USP hostagé'and detainee’cases.

e ?b)(l)

(g)(é)_ L 56-36 (b) (3)-P.L. 86-36
(b) (3)-P.L. {(b) (3)-50 USC 3024 (i)

11



