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The Honorable Bennie Thompson
Ranking Meirtber

Committee on Homeland Security
LS. House of Representatives
Washingion, D,C. 20513

Dear Congressman Thompson:

Thank you for your letrer of August 13, 2012, regarding allegations of racial profiling
by Transportation Security Administration (TSA) Bebavior Detection Otficers (BDO) at
Boston™s Logan Internationa! Adrport (BOS).

T8A acted switily in response to the sllegations, We suspended Sereening of
Passengers by Observation Techniques (SPOT) operations at BOS for 72 hours to
provide Cornbating Racial, Fthnic, and Religious Profiling training to all BDOk by the
Office of Training and Workforce Engagement. The 1.8, Department of Homeland
security’s {DHS) Office of Inspector General (OIG) commenced an immediate
investigation to determine whether there was substance to the allegations reporied in the
press.

Ifit is determined that any individual engaged in misconduct of any kind, appropriate
disciplinary action will be imposed. Additionally, it the investigation detetmines that the
programm itself requires refinement 10 ensure that such misconduet will not reeur, we will
implement immediate changes. While i is true there have been allegations of similar
misconduct at two athier airports, | do not believe that these allegations should lead t a
nationwide suspension of the behavior detection capability, an important component of
TSA's layers of security,

SPOT 13 a4 behuvior observation and analysis progeam that detects behaviovs and
getivilies that deviate from an established environmenial bascline. 1l was developed
hased on behavior pattern recognition techniques used by varions Government agencics
and supporwed by scientific rescarch. Any individual, regardless of race, ethnieity, or
nationality, whese behavior meets or exceads a predetermined threshold i3 referred for
additional screeping or to Jaw enforcement, TSA does not condone the unlawful
profiling of passengers. Conhsequently, safeguards are in place ensuring that racial and/or
ethinic profiling does non occur, including the following:

a. The SPOT program has undergone a Civil Liberties Impact Assessment that

sorcluded existing TSA procedural and operational safzguards were sufficient to
protect civil liberties.
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h. BDOs receive sensiiivity and culiural awareness fraining as part of their required
currieutan.

e, BDOs work in pairs o confirm and validute each other's observatiops. Thig
practice helps to ensure that only bebavioral indicators included and trained in the
SPOT program are used,

d. BDO Managers are required to spend at least 24 howrs each pay peniod
pertorming SPOT, working alongside their BDOs. This enswres that the BDOs
are properly supervised and are performing SPOT in aceordance with established
Standard Operating Procedures (SO, and also that the BDO Manager maintains
proficiency in SPOT to be able to recognize whea it is not belng performed
correctly,

¢. The instructor-led training courses required of BDOs (Mew-Hire Basic SPOT
Training and SPOT Refresher Teaining) includes sections on the unlawful use of
racial and cthnic profiling. This inchudes why profiling is not tolerated and why it
is not useful in the context of performing SPOT.

The SPFQT program iy extremely useful in identifying travelers who may present a
terrorist threat. The high rigk travelers identified through SFOT have demonstrated
behaviors that indicate the possibility that they could pose a threat (o transportation
security,

The SPOT Validation Study, sponsored by the DHS Science and Technology
Directorate (S&7T) and conducted by the American Institutes for Research (AIR), an
independent party, was completed in Apeil 2011, This study examined and validated the
SPOT Referral Report mechanism in selgcting high-risk passengers based on behavioral
indicators. The findings revealed that SPOT is an effective program in identifying high-
risk travelers.

In regard 1o the risk assessment and cost-benefir analysis, work has taken Jonger than
originally expected 1o include & more rigorons analysis, given the data available. When
complete, it will incorporate o comprehensive BDO allocation model that examines types
of adversaries, the threat enviranment, and the risk environment, UOnce these repotts are
comiplete, [ will be sure to share them with you.

1 appreciate that you took the time to share your concerns with us and hope this
information is helpful. ¥ Umay be of further assistance, please do not hesitate to contact
me personally or the Office of Legislative Affairs at (371) 227-2717.

ohn 8. Pistale
Adrinistrator
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