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flOR'T GEORGE G. MEADE, MARYLAND 207!1!1-8000 

18 February 2010 

MEMORANDUM FOR TilE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U/fFOUO) Report to the Intelligence Oversight Board on NSA Activities­
INFORMATION MEMORANDUM 

(U/fFOUO) Except as previously reported to you or the President, or otherwise stated in 
the enclosure, we have no reason to believe that any intelligence activities of the National Security 
Agency during the quarter ending 30 September 2009 were unlawful or contrary to Executive 
Order or Presidential Directive and thus should have been reported pursuant to Section I .6(c) of 
Executive Order 12333. 

(U/ffOUO~ The Inspector General and the General Counsel continue to exercise oversight 
of Agency activities by inspections, surveys, training, review of directives and guidelines, and 
advice and counsel. These activities and other data requested by the Board or members of the staff 
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

(U/IPOUO) I concur in the report of the Inspector General and the General Counsel and 
hereby make it our combined report. 

Encl: 
Quarterly Report 

Lieutenant General, U. S. Army 
Director, NSA/Chief, CSS 

This document may be declassified and marked 
"UNCLASSIFJED/Ifc1 8A1cial Use Suly" 
upon removal of enclosure(s) 

TOP SECRETHCOMfNT/~~OFOR.".t 

l;pproved for Release bv NSA on 12 19 2014 FOIA Case# 70809 (Litigation)) 
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TOP SECRETh'COM!fJTh~WI'OrH~ ;{~J ( 1) 
(b) (3) -50 usc 3024 (i) 
(b) (3)-P . L . 86-36 

tr)'i<x;~n- p. L. s 6-3 6 

. ·. . .. ,,.::.;:: ... ··. · · .. . _1. (UJJFOUO~ Intelligence, counterintelligence, and intelligence-related activities 
"·.. . 'that violate law, regulation, or policy substantiated during the quarter, as well as 

·::::::: .. a·ctiohs. .. taken as a result of the violations 
'• . - .,,_ .. ,, 

< U) lntelliger.1ce·· A~tivities 
.> · .. _· __ ._ --., '::.,,_ ... - ·._ 

(TSI/SiMt:£:L TO USA. F,~tr:Y). Unintentional collection against United States persons 
This quar1et<: there were[]in taficesjn which Signals Intelligence ( IGI T) analysts \ 

. inadvenently targeted or collect~d con1tnyt1ication to. Jtom, or about United States ( ' .S.) 
p~rsons while pursiJiQg foreign inieHjgence' ta-sk_ing. f.dl intercepts and report have been d~leted 
o1:destroyed as required by nited States SIGll\J"r Directive (U 10) SP0018. · 

·. ·. 
. . . ·. . 

I. -- r . J • TravelJo the Unrte!;iStates. During this reporting 
period,o valid foreign targetsLr-... ----L..:...;..:;.F .;.;;...;;..;..;;,the nited States. . 

(TSNSIHR EL TO USA, FVEY) On·L----....!.~~~!.!..l;:il.l.:il..~~~o.l.!.!!lL--..c.~~~....-_, 
targets had arrived in the United States on.L· ...,.,..___,,...-----'L---,--,--......,..-----"1""1"-..,....---J 

' I I Collection was uspended on · .. 
·. intercept obtained while the targets were in the United State. was deleted from an NSA database 
I I o reports were issued from the deleted intercept. .......... ... ......... {b) (1) 

.... ···········•< .......... ·. (b). (3)-P . L. 86-36 

fP.~Stf:r'R:I:±-ff~~d~O:~~~- A analyst[aile<ifokh.etkhis t~rget's teleptlonesefe~tors 
,..:.:;~.:...:.:.:~~~~-=====t:::-r--,rfl1~f6i~ ta~gci; J·· .. ~eJector was 

teJ(!phone sdectors were deta ked 01~ · 1 
A report based on unintentionally collected domestic communication containing foreign 
intelligence information was i sued to the! I 
I jasallowed by Attorney Genera l authorized procedures and NSA reporting 
policy. .. ... · .. :> ····"{b) (1) 

, ............. ·· (i:>)(3)-P .L . 86-36 

(TSNSIHREL TO USA. FVEY) Analyst error r~ uhed1ri a selectorremaining on taskiqt) tor 
three da ·s while the a soci~ted f(.>r.eigri lin~lilgence target was 111 the United tates.,....;;;O_n ... · ....,.~...;......, 

~--~~~ 
the:arialysfsubmitted the selector f9rdetiisking -vvhCn she learned 

theUnited States. · 

(TS//Slh'REL TO USA. FVEY) Col! ction occ med on a foreign intelligence target while 
he was in the United States. 0 an NSA analvst learned that the tar et 
traveled to the United 

... ·::: ..... . 
(b ) (1) 
(b) (3)- P.L. 86-36 

D-..Ti\ l'( lr11m· r..; \ t · s ~\ 1 1 "2 

·1·op S!:C RET//COMI?<T/fNOFORN 

l>ah:d: ~~~07!1 1 i!X 
P._ ~.. L.:-.:-. i l\ (ln. ~l i \_(J!PX 
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(TS/fSIJ/REL TO {JSA FVEY) An SA anal 'st o erlooked when he detasked a 
foreign intelligence target' s elector, the United States on 
I I The selector .'~>vas found <Jnd detaskeq .on ntercept 
collected while the target was in the Unjted States waspurged~fr_o_m-an"""":""~S~A:--:-da_t_a~ba_s_e_o_,n 
I I 

' "'('b:J ···~H 
( ) Tasking Error (b) .(3) -P . : 86::-36. 

.fi:§tt;SL',~H')A u.s. telephone numbet was mistakenly tasked foi; collection ~ ~:--1 ~-::---:---J 
L._l an NSA anal st tasked a tele hone number believed to be associated withaforci 111 

~elligence target. · · 
U a U.S. number. The selector was deta ked on resulting intercept 
was purged. o repotis were issued on the collect10n. < •·· · · (b) ( 1 l 

(b) (3)-P . L . 

(TS//SJ/fPqF) I I ati NSA la;~gJ.la~eanalyst leamed tha..t ~...l -~-~""""'"""---...J 
tasked telephone number electorsbe.lieved to be u ed by foreig11jntelligence ta,...rgiii:.'e_t.;...··_ I'h_e _ ___;...., 
re ulting collection otO cans was deleted and the selectors were ctetasked on I 

o reporting was produced based on the collection. ~-------J 

( U) Database Queries 

(b) (1) 
(b) (3) -50 usc 3024 (i) 
(b) (3)-P .L . 86-36 

(TSHSIHf4F) OJQ occasion . analysts constructed poor database queries that had the effect of 
targeting .. persons in databaseswithum11inimized SIGINT infom1ation, and on 0 oftho e 
occasions, the queries returned results from the database. T~e returned results from the overly 

86- 36 

~~~~~~ ~~-~~~c~~~lpl~~ t~~o~,:;;~~~~!~.~.:~.· ... ~.'.l·~···l1.~ rep.~~~~ ... ~.~.~~ ... ~ .~~~~~~.~ . : : .~.~~.~.~~ ·~,r,~. ~.i~:r~~:) 
.... · · ··· .•••...•••... ········· (b) (3)-P . L. 86- 36 

• (TSHsb',?4F~ !:,an ~A .. an~Jy tqt1el:i~d ~ I 
I lm .~m N~A data?as~. Jhe erroro~curred ?e.cause the analyst dJd not perform 
~ ve~•D<:atJ~n ?fthe ... before subm1ttmg the qu.ery. Th~ query returned 
L_jresults .whtch were deleted on No reportmg was 1ssued based on the 
query.Tesuhs. .. 

• lTC / IC rl fl<d C.lJ 

·i(jb ·;:::~:i.~ ....... : •• : •• 
(b) (3)-18"'''USQ}~8 

(bl (3l ~so usc 3bi4{i n I the database auditor found the error. The analyst 
(b) (3) -P L 86-36 ··. ·.. L--~--. r--1-.....a..:;;;.:.;;...;;.,:;;L· . I 

· · deleted the qi.I~ry results on1 1when he returned from leave. The results were 

• 

not reviewed prior to deti~ion. · l I 

TOP ~ECRETh'COMft<T/ft<qOFOR:N 
j 

(b) (1) 
(b) (3)-P.L . 86-36 

\ 
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• (p) (3} -18 usc 798 
(h) (3} -50 usc 3024 (i} 
(b) (3}-P . L. 86-36 

• (TS/7'8h'ftqf') human enor resulted in the tar etina•ofa U.S.telephone 
nurnber.. A SlGINT analyst .· • 
I lofa fo~eign mtelhgence target in an NSA database containing, 
unrnmimized a.nd tmevaluated JOINT data. The query and resu1ts were del~ted:lr-\ __ ---. 

,j I · o reports were issued . · · 

• 

. ,.:c::::::.:: •• _,;;;,,:::::;;;,,:::: ... :::::"· 

ttiJHL • f'::!! .... ''"'~'"'!!ti'' "'~-!!J ·~ -~L~---------------------------~ (l:i):''(;3{~P . L; 8.6-36 ~ 1 .._, , . .__.._" '" 

• 

• 

·.. . ··· .... 
· .. _ ··._ 

(SNSfi'(~Wj _ . _ ·· lwh~l {! r~vlewingl skills ld:i:tned i11 a. q~ery tool training 
class, an NSA analyst quened on hm1selt and another U.S. person[:=J The 
analyst exp[ainedthat he thought the query tool was a training version. This violation 
wa-s found h the analyst's auditor. No colic tion resulted from the mistake. The analyst 
completed additional USSIQ SPOO I 8 training and was counseled that targeting U.S. 
persons was not authorized a:tany time. 

(TS//SJmq-f) l Ia SI.GlNT analyst targeted a .S. telephone number 
when querying a telephone number beheved tQ be u ed h 1 a valid forei n intellh!ence 
target. The mi take occurred because the analyst The 
query did not return any results and was deleted L-------_.· 
returned from leave. o reports \Vere issued. 

• (T8NSW~Jf) an NSA anal st queried an i .I 
The anal st believed that it could be queried / 

a.,-____ "T""" ___________ ..._ ___ .:....._., o collection resulted from the 

no reports were 1ssue 

• (TS//SI/,'HF) j lan NSA analy_st inadvertently targeted a U.S: L-1 __,... _ _...... 
I lw~ile researching information on associated with a valid foreigrt target. 
The erroneous query was detected by an audiJo \\ \ The query produced 

D results; however, no reports were issued based on the qu~ry. The ana1y$t detasked 
the selector! ··- ... __________ I / ... - ·. ·.__ \ 

• p=g/l£1//~J .OI l an ___ A analyst pertobnedr!'".a_q.l...u_e"""'ry:....,.;.o-fn_;L.· ____ .....,. 
that resulted 111· the collection of .S. data due to a system ei:ror~\,....--:--....,.:;.,' ,;;....-' --r---,--...J /' I .. I . I The analyst deleted the ;esults Wiihout fe;·i~wiog.y..n 

TOP SCCRET/.'COMH<lTHt~OrORN 
3 
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TOP SECRETHCOMHJTm~OFORN 

' (b) (3) - 18 usc 798 
(b) (3) -50 usc 3024 (i) 
(b) (3) -P.L. 86-36 

'ieldcd atotal ·o 
No 

• 'CtSHEiJh~~n l I an N ' A analy t performed~· query onL.I ---=,......~ 
I ~n ·a ra\ SIGINT database while re earching a foreigry intelligence target. The 
mistake occurred. bet-al.ls.~ the analy twas not familiar with using the database. The 
analy t deleted the quer . and results that same day. 

(b) (1) 

0 

(U) One End of the Communication in the United States (b) (3) -50 usc 3024 (i) 
(b) (3) -P. L. 86-36 

• (S//SI//RCL TO USA, f'iE't') l 

(U) Detasking Delay 

1 

I 
(b) (1) 
(b) (3)-18 usc 798 
(b) (3) -50 usc 3024 (i) 
(b) (3) -P.L. 86-36 

• (TS//SINREL TO USA. fYDd I elector as ociated with a valid foreign 

• 

intelligence target remained on tasking after the target entered the l!:ited tate.-; on 

L.---------------------~ 
at which time the electors were detasked . While 

TOP SECRJ~T//COMI?HH*<OJ'OR?J 
4 

(b) (1) 
(b) (3) -50 usc 3024 (i) 
(b) (3)-P .L. 86-36 
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I 

• 

;(b) (3) -P . L . 86-36 

SA ·s Horney General authorized procedure allow the targeting of lJ .S. persons 
reasonably believed to be held capti ve by foreign power . collection should have ceased 
when the ho tage was released. o collection occurred from the unauthorized targeting. 
and no reports were issued for that timefrarne . 

o report were 1 ... u · ..... ~.. sot ware pro em was not corrected 
hy the end Of the reporting quarter. but a proce S waii"ttnp.le!!lCtl ted tO notify aryatysts 
when detasking does not occur. We will pro ide a1iiipdate v/heit·th.e Qftware'problcm 
has been resolved. ''< b) (l) 

(b) (3) -P . L. 86-36 

• (TSNSh'/i>H') Human error caused targeting of U.s: person beyopd the dates in · .. 
consensual collection agreements. TarrtingoccufredooD)~ca ion b~t wcen · .. 
I land l _ becau c N Aanalyst d1d not review consensual 
colle tion tasking. No collection re ulted from the targeting errors. rhe errors resulted 
from a lack of training for nc personnel. per ·onnel tran ition, and manpower shortage. 
To reduce the risk of recunence. the organization create~ I 

I !before each authorization's expiration. 

queries. ... ( b ) (1) 

\ b ) (3) - P.L . 86 - 36 

(T6HS1/~JH Dissemination of U.S. identities The S.A Enterpiisei ued'l-___,1 IGJNT 
product report during this quarter. In those reports. JGi 'Tanaly t di seminated 
communication to. from, or about I I U._S. persons or ent ities obtained while pursuing 
foreign intelligence targets. ! IS! !NT products were cancelled a S and Second 
Party partner analysts learned of the U.S. person , organizations, or entitie · named in the 
products without authorization. The data was deleted as required and the reports were not 
rei sued or they were reissued with proper minimization. 

(S//SIHREL TO USA, FVEY) I 

TOf) SECRI5h'COMIHl//tqQI ORtq 
5 
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·:\b)()) 
(b) (3)-P.L . 86-36 

'fOP Sl'iCRE'F/lCOMIT'dTtfNOF'OIUd 

(U) The Foreign Intelligence SurveiJJance Act (FISA) 

(U) Unauthorized Targeting 

.·(.b) ( 1) 
(b) (3) -18 usc 798 
(bi (3) -50 usc 3024 (i) 
(b) (3) - P.L . 86 - 36 

(TSNSI//REL TO USA, rYE¥) Onl ~elector 
_kamc.d that a foreign target had traveled to the the analyst 
deleted the and instruct d branch personnel to delete an e-maiJ 

o reports were issued based on the collection. 

st learned that a selector for an a 

The elector remained 
~~~~~----------------------~~--~~~--~~~ tasked from The analyst detasked the telephone number on 
,...--------'---""T":'-:-o--re_p_o_rt-:-in_g __ V\_'a-s -:-i s--u-ed~fr_o_m_.theDi n tercept collected from the selector. 

(TSHS I/flq f~ I an SA analy t targeted a .S. per on before proper 
authorization had been obtained. The analyst immediately deleted the query after realizing that 
the selector helonged to a lJ .S. person . lo collection re. ulled from the que1y. 

(U) Database Queries 
(b) (3} -P . L . 86-36 

(TSffSl/fHF) onQ ccasions. SIGINT reports were cancej r d and not rei ued . During a 
post-publi.cation rev1ew. theN · ~ _Chief found that U. 
organizations were mentioned in the report . On the first occasionJ bvas 
listed. and in the remainingQreports.~sociation was mentioned. The reports were 
reissued with proper minimizat1on. Thel_jcancelled SlGTNT reports are included i'n the item 
abo e on unintentional dis· ern.ination of U.S. ident i Lies. 

( ) Retention (b) (1) 
(b) (3) - P . L . 86- 36 

(b) (1) 
(b) (3) -18 usc 798 
(b) (3)-P.L. 86-36 

(SffSIHREl . T O US;\. FVEY) I I an N A database developer noted that a 
databa e contained FlSA data older than the retention time authorized by the court. The data 
was discovered during a review of1 

~-:--~~~--------
1 All files containing the FISA data were mo ed 

IToj>revent future retention e!-::r:::"ro::-:J::":".s-, t:"':"'::e-:r:e-:-:v~e r::o-=p~er:::-r=~ 
f-------------------------~.::....1...-------------,lan~ implemented ._I -:------------___, 

IFISA datli and permancntlyremqv~ FlSA data older than one year. 
~----------------' 

(TS//S ih'HF) Business Records (BR) Order 
.... ,;.; 

...... (b) (3}-P.L . 86-36 

(TSPSI/~1F) Busine · Record Order~ On 17 and 22 'eptember 2009. an SA 
analyst forwarded r ports and an e-mailt:Q'TCare'd personnel \-vho had not recei\· d required 
specialized ilR. training. · 

(b) (3)-P . L . 86-36 "r0£1 Sf:i:CR LT//COM!l~TH1~0 t'O I<:H 

6 

(b) (1) 
(b) (3) -50 usc 3024 (i} 
(b) (3) - P.L . 86- 36 
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(b) (3) -P.L. 

(b) (1) 
1'0Jl SECR:E1'/ICOfviH<1'/MOFORN 

(b) (~)-P . L . 86- 36 

(TSHSfh~H'<) Pen Register/Trap and Trace (PRITT) Order 

(TSf/Siff?(f) IL. ------:-=~1 an NSA anal, t initiated a query beyond the authorized number 
of hops from an a roved PRITT seed a.ddress. The analyst was using an earlier vers ion of a 
software tool The uer did not produce any results . 
The latest version of the tool was implemented 

!TS//SWNn l 

( ) The Protect America Act (PAA) 

( ) Nothing to report . 

(U) The FISA Amendments Act (FAA) 

(U) Section 702 

(U) Targeting 

L---------J 

(b) (1) 
(b) (3) -50 usc 3024 (i) 
(b) (3)-P.L . 86-36 

fH~~f*:l~~t±tt!i!d:::!j~!lA~. s~o~ftw:are error caus d a foreign intelligence target, tasked 

.....--------L-------.-..,....,... 'ertitication. to remain on collection at sAj I 
\vhile the target wa in the United tates. The soitware error 

L---~~----~-~~ occurred on and lasted only two minute . While preventing the complete 
detaskin!! of the selector, the detaskin 'interface indicated a successful deta king. The error was 
found The elector was 
detasked betwee1 Research to delennine if other tasked sdectors were 
affeqed by the same software error was co1~ducted. lo otber selector were affected. All 
re ulting collection was purged from NSA databases, and no repor1s '""ere issued from the 
collection . .... .. ." (b) ( 1) 

86-36 . (b) (3)-P.L . 86-36 

(TS/ISI//REL TO USA. FVEY) On l I an S analy t erroneou ly interpreted data 
I land targeted a non- .S. person without ut1icient basi to believe that the target 
had left the nited States. The selector \\>a detasked onl lcollcction obtained for that 
time period was purged from NSA databases, and no reports were issued. 

(TS/,LSV/RI;L TO USA. FVPf) Selectors ta ·ked on for a fpreign 
int¢ll igcnce tar et were dctaskcd o on the advice of the SA OGC. Upon 
revie\v nd discussions 'vvith the tasking analyst. the OGC 
attom¢·y etermme 1a msuftrcrent JU trtication to task the selectors. Data collected from 
the selectors wa purged fi·om · 'SA database~ I and no repor1s 
\A.¢re issued from the colkctiun. 

(b) (1) 
(b) (3) -18 usc 798 
(b) (3)-50 usc 3024 (i) 
(b) (3)-P . L . 86-36 

TOP SI:C tU:T/J'COfviiNfNNOFO R:N 
7 
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TOP SECRET//COMf?~T/fNOrORN 

.f'(·b) (1} 
(b) (1} .·, (b) (3)-P . L. 86-36 

(b) (1} 
(b) (3} -18 usc 798 
(b) (3} -50 usc 3024 (i} 
(b) (3} -P.L. 86-36 

(bl (3} -so usc 3024 (il 
(b) (3}-P . L. 86-36 

( ) Detasking Delay 

t+i~~"*lbt'~;t!:~:l::::::!:::!::!itl~LL.._joccasion the selectors for foreign intelligeJ)_ce targets 
Certitication remained on taskine. \vhile the targe1s .were in 

the nited tate .... s "'"tr_o_m ______ __,...~nti d I 
I lrhc United States. the NSA analyst attempted to detask the targets' selectors hut was 
unable to enact the detasking Qecause her dctaskine. ri\"ile )es had been chan ,ed. The analyst 
found the software mistake on · nd detasked 

n~'}';{l.J, the selectors onl I 'o ect10n t were in the United States 
(b) (3)...::p·,r.. < :~.:~-~ deleted from N A database I I . 

.(b} ( 3} - P . L. 

'(b') ';,( ;i:~ ; :: 

······ ········ 

(T£/,;S~JF) :· ·•··· t di. covered that a oft ware glitch prevented the 
detasking ofa seleCtor · SA attempted to detask the 
e-mail electorO hCi1 ·i~ . . lthe United tates. 
Resear~h revealed ~hal th.. ..ent duphcate detaskmg entnes to the tasking system, causing 

86
tbe svstern to ie.norc the detaskino reouest. The software olitch was correcredl I 

(b) (1} 
~----------------------------------------------------~----~~·~~ ~"~ usc 3024(i} 

(b) (3} -P.L. 86-36 

( l S/ISh'/H:LL 10 USA, I VLY) While conducting aj I FAA elector review! I 
SA analyst found that one selector belon Jtn ~ toa tar etwas missed when the taPet's 

he 

an e-mai l selector 

(bl (3 l -P .L. 86-(¥8/TSI//RELTO USA. fVEY ) A target, tasked for collection under the FAA!~-.-:-:---:-~---;---' 
Cet1itlca · ' d in time to avoid collection when the target cnte.rcd the nited 

(b) (1} 

~~~:.LlL--------------.L....l:~u.:.IJ.uo..l..l...l.l.lolo...I..J.Io.I.~W.U.U..L.ool.l..fubm i lted the deta king request on 
Con equently, the selector was not 

L,....--..,.........,....----,-:r---------------------------,.-va __ c_o-=1~1 ccted before the t;:Jrgefs ~lector was 

(U)- Dissemination 

purged from an SA database! I o reports 

(b) ( 1} 
(b) (3} -18 usc 798 
(b) (3} -50 usc 3024 (i} 
(b) (3}-P . L. 86-36 

(TS//Sfi,'Nf)OsrGI ~ TT reports wnr cancelled pnd not reissued. In the· first report, a foreign 
intelligence target ta ked under F/\4. ~ C<;rtificat.ion j I 

(b) (1} 

(b) (3} -P.L . 86-36 
TOTJ g~CfU:T//COMlNT//NOI'OR?q 

8 
(bl (3} -so usc 3024 (il 
(b) (3} -P.L . 86-36 
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(bJ (.3J -:Ju u::;c .30L:4 (i) 
(b) (3)-P .L. 86- 36 

TOP SECRETHCO?ot~ffh'NOFORl~ 

ll nited States r==lub~r .reports. all on the am e foreign i nte IIi gence target tasked under FAA 
I JCertlficatwn, '~'ere cance lled when SA analy t learned that the target 

was a natural ized U .. citizen: TheO cancelled fGI T repo11s are included in the 
aforementioned section on the dissemmation of . identities. 

(Sh'REL TO USA. FVEY)j I an SA analyst forwarded FAA data to 
personnel, some of whom were not authorized io \'iev. F A data. The e-mail was recalled and 
recipient deleted copie I I 

'•· (b) (1) 

(U)Section704 (bJ(3J-P . L. 86-36 

( ) othing to report 

(U) Section 705b 
(b) (3) -P .L. 86-36 

(U) Database Queries 

(TSh'Sh)'tqf~ lan_ A analyst did not perform due diligence prior to 
conducting a query 111 re ponse tbl jrequest for mformation. The ana ly t who 1s the subject 
matter expert on the foreign intelligence target was on le-ave, so another analyst researched the 
request. Although the analyst was not told that th~ I as a U.S. person who 
was previously the subject ofF AA 705b coverage. the analyst should have fully 
researched the target prior to acquiring data on a foreign intel"ligence target. The analyst 
failed to chec.k the expiration of the court order prior to his query. The court order had expired 
p;:.:.:.~----~T.:.:h~.c...:.m:.:.i:.;:;s lakc was tbund by the subject matter expert when h~ returned from 
~...-_.....,.._.....,.. ____ ,.... The queried data' a deleted J I . o data was 

L------' 
and no reports \Vere issued. ·· · · 0 ''· (b) (1) 

{b) {3) -p . L . 86-36 

st mistaken) ueried a 
forei 

( ) Other 

) Unauthorized Access 

(b ) ( 1 ) 
(b) (3) -50 usc 3024 ( i ) 
(b) (3)-P . L. 86-36 

( ) Computer Network Exploitation (CNE) 

TOP Sf~CR[Th'(. Ok!HqT/;'?qOf'OR~J 

9 

.(b) (1) 

(b) (3) - 18 usc 798 
(b) (3) -50 usc 3024 (i) 
(b) (3)-P . L . 86-36 



. R,qh I D : 4 1 6 55 7 9 
( ..... ' \ _ , 

(b) (1) 
(b) (3) -18 usc 798 

(b) (3) -18 usc 798 
(b) {3) -50 usc 3024 (i) 
(b) (3) -P.L. 86-36 

(b) (3) -50 usc 3024 (i) 
(b) (3)-P . L . 86-36 

J 

(b)·.( 1) 
\D) \.:l} ·.10 U::><... I 8 

•T C' /C' I !>.. r 1- -J 
'• 0 usc 3 . 024 (i) 

(b) (3) - ~ ·. L . 86 ~ 36 

.... ...,~, "I d l 

(b) (1) 
( ) Dissemination (bl (3) -18 usc 798 

(b) (3) -so usc 3024 (i) 

(TS//Sl//REL TO USA. FYEY)I Ia SlGINT analyst ent an e-mail ~~n~~~~i~·t" 86
-

36 

unminimized U .. person data to a customer and an rsA data repo itory. The mistake wa 
discovered by the recipient. who deleted the e-mail and ~quested a minimized version. The 
analy~t _subscqu~~tl~ delete~ the e-mail and resent the e-_ma11 ~ith minimized data. The cor 
contammg unminimJzed . . data sent to the data reposllory was deleted'-! _____ ___,_ 

(U) Collection (b) (1) 
(b) (3)-P . L . 86-36 

(TSHSI//REL TO USA. F'l CY) I I elector were ta ked at al I 
by an analyst \ ho was unaware that I ~id not ha e authorization to task under the FAA. 
Responsibility for the selector was transfen·ed to an NSA Washington organization authorized 
to conduct FAA-related tasking. 

(U) Counterintelligence Activities 

( ) Nothing to repo11 . 
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o4gFa;o: 416557 9 
{b) (3) -so usc 3024 (i) 
('?). (3)-P . L . 86-36 TOP S ECRETNCOM I?JT/f~J OFO R~J 

, · ·. (U) Intelligence-related Activities 

. tt was purged from SA databases. 

tnstances an 

(b) (1) 
(b) ( 3) - P. L. 8 6-3 6 

(b) (1) 
, (b) (3)-P.L. 86-36 

(H5H3th'REL TO USA, F\' EY) Althqugh notvicilations of E.O. I 2333 and related di'rectives. 
SA/C ' S reportsCJnstances li1 which database access was not terminated when access was 

no longer required . Once identified. the accesses were terminated. dditionally. there were two 
in tances of account . baring~ I an in ' tructor in a training class accessed 
the computer and S!UlN I database account of a student and queried a fictitious selector. !"he 
instruct r wa teaching the class at a location away fi·om N A Headquar1ers, and dould not 
access his computer account or databa c. Two problems occun·ed . The fir t is that the instructor 
accessed another' computer and database account. The second is that he did not vet his 
fictitious query to en ure the elector did not belong to a . . person. An analvs~ stopped the 
instructor and deleted the results of the database quer .1 JN A learned 
that two SIGl T analysts wer using a third analy r s account to access · S database . 
Although the two analy t were authorized to access the databa e , their actions violated . A 
computer security policies. The analysts· databa e accounts were disabled and later restored due 
to critical mission upport requirements. 

2. (U//FOUO) NSA Office of the Inspector General Intelligence Oversight 
Inspections, Investigations, and Special Studies 

( /IFOUO} During this qua1ier. the OJG reviewed variou intelligence acti,·ities of the 
SA/CSS to determine whether they had been conducted in accordance with statute . Executive 

Order . Attorney eneral procedures, and Department of Defen e (DoD} and internal directives. 
With few exceptions. the problems uncovered were routine and showed that operating elements 
understand the re trictions on NS CSS activitie . 

(b) (1) 

(U//FOUO) Misuse of the U.S. SIGINT System (USSS) (b) (3)-P . L. 86-36 

(S//SI//REL TO USA. FYLY) I I an Army analyst assigned to 
the~ lreportL.cJ-:"1:-)-. 4_u_e_r":'"ie~J:TI ________ .&..;..;. __ .....:.........,t n , iolation or 

(b) (3)-P . L. 86-36 TO P ~~J:C R:J:T '/COPvfft<THT<iOrORN 

II 

(b) (1) 
(b) (3) -50 usc 3024 (i) 
(b) (3) -P.L . 86-36 



0'<0X!IJl D: 4 1 65 57 9 
ll=o..\ 1~\_C:.() TT~r ~()?A 1 .; \ 
\~J \~I .._,v .._,._.._.. ...;v._. _. \....._/ 

(bj (3)-P.L. 86-36 
TOP SI:CRET//COMH~T//f~OFO!Pq 

SID SPOOI8. Reportedly. the analyst queried the foreign numbers to aid in learning the 
~-_.I language. The analyst' action was not in uppot1 of hi ofticial. mis ion-related duties. 
The analyst's database access and his access to classitied information have been suspended . 

. (b) (1) 

( ) Congressional , lOB, and DNI Notifications (b) (3)-P . L. 86-36 

(SI'j'll+<rj 

~~~------------r 
While no .S. per on data wa included in any IGJNT reponirig, 

the e errot's yio lated procedures outlined in the National .· .· 
Telecommumcatton an nformati<m ystem ecurity Directive ( TIS 'D 600) that restrict 
acces. to raw COM EC data to personnel authorized to pcrfonn the C MSEC mission/ NSA 
ha taken appropriate action to concct the en-or 

3. (U) Substantive Changes to the NSAICSS Intelligence Oversight Program 

(l ) Nothing to report. 

4. (U) Changes to NSAJCSS published directives or policies concerning 
intelligence, counterintelligence, or intelligence-related activities altd the reason 
for the changes · · 

(b) (1) 
(b) (3) -18 usc 798 

(U) Tothing to report . (b) (3) -so usc 3024 (i) 
(b) (3)- P . L. 86-36 

5. (U) Procedures governing the activities of DoD intelligence components that 
affect U.S. persons (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters 
Related to Intelligence Oversight Programs 

(U) othing to report. 

I 01' SEC REfii COJvlll~"f'i/ l~OI"OR:N 
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