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MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//FOUO) Report to the Intelligence Oversight Board on NSA Activities­
INFORMATION MEMORANDUM 

(U/ /FOUO) Except as previously repOiied to you br the President, or otherwise stated in 
the enclosure, we have no reason to believe that any intelligence activities of the National Security 
Agency during the quarter ending 30 September 2008 were unlawful or contrary to Executive 
Order or Presidential Directive and thus should have been rep01ied pursuant to Section 1 .7.(d) of 
Executive Order 12333. 

(U//fOUO) The Inspector General and the General Counsel continue to exercise oversight 
of Agency activities by inspections, surveys, training, review of directives and guidelines, and 
advice and counsel. These activities and other data requested by the Board or members of the staff 
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

)t. ~ 
GEO~ARD 

Inspector Gel).eral 
I I "-. I 

• I . ...J..>--;__.-r \ J .) I .. /j ,tj;t~,( . t <..-' t..l. . ...- j-·.,_ 
t-·' (.· ' • ll 
VITO T. POTENZA ., 

General Counsel 

(Uh'fi'OUO) I concur in the report of the Inspector General and the General Counsel and 
hereby make it our combined report. 

£? k,,J/) 
I&tlH 11 AL~~ER 

Lieutenant General, U.S. Army 
Director, NSA/Chief, CSS 

Encl: 
Quarterly Report 

This document may be declassified and marked 
"UNCLASSIFIED/,Lfim Official Use Only" 
upon removal of enclosure(s) 

Derived From: NSA/CSSM 1-52 
# 70809 (L' · · ] Dated: 20070108 EJpproved for Release by NSA on 12-19-2014, FOIA Case 1t1qat1on D l .f .. 20.32
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·1. (UHFOUO} Intelligence, counterintelligence, and intelligence-related activities 
that violate law, regulation, or policy substantiated during the quarter, as well as 
actions taken as a result of the violations. 

(U) Intelligence Activities 
··························· 

. .. ········(b) (1) 
.. ······ 

(b) (3)-P.L. 86-36 
.. ······· 

(TS,~'fHN REL TO USA, FVEY) Unintentiqnal--c4iii~cticm against United States 
persons. This quarter, there wereOinsf~ces in which Signals Intelligence (SIGINT) analysts 
inadvertently targeted or collected communications to, from, or about U.S. persons while 
pursuing foreign intelligence tasking. All intercepts and reports have been deleted or destroyed 
as required by United States SIGINT Directive (USSID) SPOOlS. 

(J)) ( 1) 

~b) (1) 

\\) (3)-P.L. 86-36 
(U) Unauthorized Targeting 

.... · .. _+b) (3)-P.L. 86-36 
·jb) (3)-18 usc 798 

.. /(b) (3)~50 usc 3024 (i) 

(T~/'/fSI//ft:EL 'fO USA, FVEY) On 
~------~~~~~--~~~--~~~, SIGINT System (USSS) to locate 

were tasked before authorization w._a_s_o""'""l"ta_I_ne.....,....,..rom NSA. After the NSA 0 Ice-of General 
Counsel (OGC) denied the authorization request, as found. H~'had not been 
kidnapped. The iillalysts have received 
additional intelligence oversight training. 

~~~-I#T.~A selector for an Attorney General (A G)-authorized target remained on collection 
,__ __ ...a.:;;;aft:;.:;.e:.:;r-=; .. theAG: .. ?.:l.l:~?.rization expired on I 1-.JE.e selector was detasked 

on ·No co.llectioii::9¢.t:;urred as . .a.res:u.lt. of the process violatio_n. A review of all 
other targeted selectors relating to the target.was·cohducted:;::::Alt::selectors,::Wo~~::~:2~fumed 
terminated on or before I 1 .................. ·· · ...... .. ........ .... .... .. ........... :: :·:::: :::::::::::::::::::::::"":~::,,·' b l '1 l 

·············· 
..................................... ...... / ·· (b) (3)-P.L. 86-36 

!---------,~.....,..~--~-----~· No queries on the selectors had been ma9e before . 
.__ _____ __.wheitth~selector~wete deleted, and all collection was purged from;the databl;tse. 

:-· 

(TSM~l(~R~L TO u.gA, FV5¥) I I an NSA analyst mistakenly \. 
targeted! hnstead oftheC:] 

I !associated with a foreign target. The violation was corrected by the analyst on 
~...1 ____________ _.1 and the associated collection was purged from the NSA database. 

Derived From: NSA/CSSM 1-52 
Dated: 20070108 

Declassify On: 20320108 
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· j~f37Y~tm<RI lse!eotors were detask~ and collec. tion was destroyed when 
... JAn.aJHIJyst misunderstood the 

,...frectwn to treat the target as a u.s. person until the target's state was'verified·and-.reta.~ked the 
' selectors! J .. The-selectors·-were .. agaitr .. detasked··and "iiiterce.J?.t::p:Urgea::fforfFNS(m) ( 1) 

databases when the violation was identified I 1 ........ ······· (b)(3)-P.L. 86-36 

(TSHSL'/NF) I lduring,r<?.l:ltine oversight, an NSA database auditor found 
.... ... .. c:Jtelephone sel~9.torsl lin the Unit<;:.4.State.. According to the 

........ ...:··· .··· ..... .,.... I an~lyei~~;,~~~~~~:· ~~iha~o~n~re~s-uT':'te~-.....,.r--:---~'1"1'1""--.,.--:-:-~-:-------~-Ti'~~-:-~:-::' 
,;·:::;;.,,,,:::::::::::::: .................. and collection was deleted._! ...---------1 
(i:l}(1}:: ..... ... ..:... .. ...... . . .. ' 

(b)(3)-P~L-~tJ.~~-~::::::($.HSrHREJ.:; .. f'O USA FY&Y)._I....,..., _____ ___.Ia·tevfe~-~f'~f ......... · lfound: 

thal-sel~ctors 'fotO'forei intelli ence tar ets were not detasked._l -------__,..__,;~1 
'---...,...~--...~----------'""1-The sele.~tors were detasked and cr,:;:o;.:;:ll~ec;:;.:t::.:io;:.:;n;..._.:..·; _.,_' --i 
occurring ben;veeh.__ _______ ___.was purg~(ffroiiiNS:A-datahas.~.~~ 
2008. .___ ___ ., ..... ~ ...... ~. {-P.)-(1 )-I 

(U) Computer Network Exploitation (CNE) 
(~)(3)-P. L. 86-36 
(b){~)-50 usc 3024(i) 

(U) Database Queries ... - .(b)(1) 
.· · .· . .. (b)(3)-P.L. 86-36 

o reportmg occurre . 

·""" ,··// 

(b)(1) 
(b)(3)-P.L. 86-36 TOP SECRET7'7'C0Mfl<IT77NOF URN 
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.-:-1. . lwhile searching fori Jnformation on his foreign target~ The query and resulting data 

..-·· ..- wer~_.?~~-~t~_91 ! ............ (b)(3)-P.L. 86-36 _ .. , 
.. ...- .... ········ '--------' ·· ········ .. ·::::"""1pX~·1) 

.. ····· ....... :.~-············ \ I~ 

(b)(1> (SHSJYREL TO USA, FV&Y) Durin ueries:::~fi:~~4it6f~Jg~~~8Lu~~3~98 
(b)(3)-P.L. 86-36 fo:urid that a junior analyst queried ·fa ~JB3)-50 usc 3024(i) 
(b)(3)-50 usc 3o_~$hsop. 

-~~~----------~--------~~~~~~~~----~~~~----~~~ 
a"foreigr:tjntelligence target. She had not considered the 

_... :--- ___ ~.,;;p;.;,.o-ss"":'ib:""'i~li~ty~th-a....,t r--------------=-=-,au.s. person. No collection resulted from the query. 

··::: .. : .. ...- The analyst received additional training on intelligence oversight authorities from her auditor. 

~~~~i~;~,-c::i~~i.__ .. ·(g;q$.:WRELTO"tffiA, FVE'r'?l I an NSA analyst queried on a U.S. citizen using 
''':::. . "thel ···jspellinggf.the person's name. The analyst recognized the procedural failure. He 

···.:::::J:rJ.terrupted and deleted the·quer~ lpreventing the results from posting, and enrolled 
iti:Y.~SID SPOOlS refresher training. 

···- .. :::: ... 

.. yping errors resulted in unauthorized 
queries. In hot_ instances, one mistyped digit changed the selectors so that the query was against 
U.S. persons who·\Yere not foreign intelligence targets. The two queries were terminated and 
associated results delete:~ on the day of the queries. 

refresher training. 

"(b)(t) 
(b)(3H=>~b-~!)~36 (TSh'SrHNf) On two occasions during training courses or research, NSA analysts queried on the 

I lof other analysts. In both cases, no results were returned. The analysts were 
instructed on proper query construction. 

(U) Detasking Delays 

J§~!!tt!!:)L_,.--__ _janNSA.a.P.:<:~:l.y~t removed the DNI selectors ofl I 
J------'l""but-failed.to.4~t~§J<. the telephone number~.~ _The process failure was coiTected ! 
Lr---r---.......lwhen theHen:or w?~i4~~f.~?~~~ !.'~er~::~~~::noHcoll¢¢t19.1! ~~~ H.... . J 

. .. :··· .. :··:;::::;,:::·:::;;: ;;::::;wu""~b)(1) 

(f5//Sl77REL TO USA, FVEY)I l atai'$.e(lJ.utiallyth~~~~fi~h~J~@ii~~~~and (b)(
3
)-P.L 

86
-
36 

foreign was found to be a U.S. citizeq, Although queries wer.eter.t11inated and selectors were 
detasked, collecti()n,wasnotptirged from NSA dE~;tabaseshia timely manner. Purging took place 
I lafteftheselector was detask~g,whertthe analyst returned from sick leave. 

(SNSM'REL TQUSA;FV.&Y) ~~~ntentiona! dissemination of U.S. identities. There 
wereOinstances in which SIGINT analysts disseminated communications to, from, or about 
U.S. persons while pursuing foreign intelligence tasking this quarter. All data have been deleted 
or destroyed as required by USSID SP0018. 

TOP SECRET//COtviD~TNNOFORtf 
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(£,41£Y,'REL TO USA, Fvm-J During this quarter,QIOINTptbducts\vere .. caiiceH~d-be~a~~~- ...... -~~~g~-P.L. 
86

_
36 

they contained the identities ofU.S. persons, organizations, or entities. In all instances, the 
repotis were either not reissued or were reissued With proper minimization. 

analyst ·When the error was 
found the same day, the as destroyed ..... All. ere 
reviewed for U.S. person information, and the analysts have receivedf"eri.iediah~~i~!l.~~:::::::;:;;;;~)(1 ) 

......... ................ ..... ····· (b)(3)-P.L. 86-36 

~::..:..::~~~L.-.---------L:t;:.:h;:;:.e.!.!inam~.?E .. ?:.JJ..S.-~orga~izaHo~_involvea··with the ~~~~~~~~~~ ~~g ~~~4(i) 
wa:s mcluded m a tl.p .. tol· f 

.,__.,..;;;.. ____________ a.;.;,.,;;.;;;..;;;===; ithout a finding that the U.S. identity 

·was necessary to un erstan the foreign intelligence or assess its importance. The tip was 
.... ... recalled and the recipients destroyed their copies. 

·:tj~l(.e.e. 86~ The Foreign Intelligence Surveillance Act (FISA) 
\ ·· ... 

··.. ... . .. (b)(1) 

(U/fF.OUO) Foreign Intelligence Surveillance Court (FISC)-Authqrized·Cotrectk)~ (b)(3)-P.L. 86-36 . 
. ....... (b)(3)-50 usc 3024(i) 

\ (TSh'SI;I;~f)l lan..NSAanalysrle~;~d~~~~ a telephone number had not been . \.... I lhecause of a typing error. This mistake resulted in the collection of0 
o.\ . lthe·UnitedStates. . .P.~t~Y.~~nl J .. on9..€:: identified,/ 

\. the typing error was corrected, and the Ointerceptswere:a:eieted:ftmn:the::NSA:data.P.~~~;;Q~L .. / 
... 1 I (b)(1) 

(b)(3)7P.L. 86-36 

rwmml 1 
Ll------------------.....---------------;('Fi'~)f.i~~LU~-3~4(0 
\. .1. Ul/ U.l.l/~~.l /I l 

······ .... P.L. 86-36 

telenhone selectors that 

L---------....----------:"'--------'The FISA query 
requires reasonable suspich;m determination. Thi~:; rilisperception was corred~d through , ./ 
instruction. Search results were not retained by the analysts, and no reports were issued. This 
mistake has resulted in increased internal coritrolsl l 

. \\\ / // 
.(b)(1) 
(b )(3)-P. L. 86-36 \i~)~1) 

8 usc 798 
0 usc 3024(i) 

(b )(3)-P. L. 86-36 
(b)(3)-50 usc 3024(i) 

TOP SECRETHCOMRiTh'NOFORH 
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(U) The FISA Amendments Act (FAA) 

(TS/fSth'R:Et To usA, FVEY) I l~mNsA·~nialystf<s.:r.:w.:ar.4.~~LFAA:d~iit~;;;;;;;;::;::'·':::::"''(b><3>-P .L. 86-36 

reci ients who were not cleared for FAA. Th.~Jmaly~Hp,t:endea:to:::serid .. the e-maill I···· 
lr--,_~~-F'l'IT";;;;;;;;;;;;;;.::.:::;;::::::=----;;;--;---1·anafysls but selected an e-mail_;;Jlias\vith a broader 

T e e-mail was recalled and destroyed! ,..... . (b)(V 
(b )(3.)-P. L. 86-36 

f~/l~~~-~-~--------------------------,i~~18USC798 

" \\\ sc 3024(;) 

········ ······· 't.b)(1) 
(1:!)(3)-P. L. 86~36 

(TS//SIWREL To usA, FVEY) I>.~!ing .atasldngtecordr~~i·~~ I · IN sA_: ..... ··· ·· '(b><3>-P .L. 86"36 
analysts learned thatc:Jtargefed selectors had been tasked under the wrong authority. This.due 
?iligence review measure found that the ~al~s;~~-~t~~-~.I.Y.~.~~.~~~~~.~.!\A .. <:::.~t.1.ipg_a.:ti.9rl .......... lb)(1) mstead ofthe FAAl leertrficatwn. No collectwn occurred between (b)(3)-P.L. 86_36 I lwhen . .tb.~.~.t;:~ectors w~r.<::.!'.l§}q;;.d.an~ !when the correct authorizatioft>)(3)-5o usc 3024(1) 
was assigned. · ···(6).(1·)· 

(b)~3).~P.L. 86-36 

·. NSA anal sts learned that a: tar et's e-mail selector was 
t~~~~=======~:::~==~:=:::~::::::::::::;;:=~)I1> ....... ······· .l\3)-P. L. 86-36 
~---,-;;:;;--~~~--;-:"'"'";~r==:::.::::===-r--::-~:--::-:---:::~....:;;;;~--:::-::::::-:.J<bH3>-18 usc 798 

Theselector .. was detasked ·and collectio.n .. .wa:s··purged from NSA <~?P>-50 usc 3024<1> 
~}:(bJ(if..... i!! 

'------....---------... -.... -. ..... ::::: ... :·."C"'~· .. · (b)(;'l)-P.L. 86-36 II! 
(TS//Sth~iF) A valid foreign FAA target.travered"t~·fueUnited S.ta:tes1 fi 1 

........................... ........ r; 
... ·····1·-Ttie analyst submitted· a detasking request I I 

~----, llb~::-:·1 u::;.t~th~~e~dl.:!etasking did not t~ce. effect until! ... 1 NSA databases were 
purgeu or couectionl 1· 

(U) The Protect America Act of 2007 (PAA) ·i~~g~-P.L. 
86

_
36 

(TS//Sth'RELTOUSA, FV"F!"Ijl lane:ffi~ii~~l~ctor that did. riot belong to the 
intended target was tasked because of a tyPing error. The location of the task~d e-mail address is 
not known. No collection occurred! t when the mistake 
was identified. 

(T£1/SIHHF) I 

TOP gECRET,~'GOMll'JTN~¢0FORt¢ 
5 

.·I 

... ·:::::::>·· .... 
_,,:·:>'' 

(b)(1) 
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~~-------..~--::o:-~-.....,.---:.....,.------~~·The·selector·:wa.s .. d:eiaske~i-~~ 
.... I ... _____ ......~I No collection occurred. 

'(6)(1) 

(TS//Sb'ii<f'Pj 

(b}(3)-P .L. 86c36 . 
(b)(3)-18 usc 798. 
(b)ff3)-50 usc 3024(i) 

~--~------~----~------------~~------------_, 

L.-------1 
No collection occurred. 

(TSh'SIHRELTO USA, FY&Y0 Duling a tasking record review, NSA learned thatc:::Jtargeted 
selectors had been tasked urider the wrong P AA autholit . This due diligence measure f6und 
that analysts had mistakenly selected P AA Certification instea.4 of ;· .. J.P.~ I 
errors occurred from ·with·no .... ! 
collection resulting. The Th~::~ssociatet(;;;;;;::l!;;j(b)(1) 
intercept was purged from NSA databases ..... · (b)(3)-P.L. 86-36 

a ress was notre-tasked. No collection occurred. 

'fl~~~f¥1------..--r-_j NSA analysts leamed that an e-mail address did not belong 
-~:;;;;;...;;;.;:;;.;J.-__..:.:fo:.:.rw..;.;..::;:ar;;,;d:;.;;e;.;;;d;.;;a;..;;m,;;;istyped e-mail selector that was tasked under 

PAA Gertificatio The P AA-tasked e-mail selector resulted in 
zt;)~~:\'"''"'"':':: ••• :::::::·::·coHeeti~n,·whieh·was·purged .. fromNSA-databases·l I 
(b)(3}~:P:L,,.{l6-36 

. '"'·· :.: :··,,·:{J'.S//Sl77'·NFt NSA failed to detask an AG-autholized selector from P AA collection when the 
··,,,FA.Ay.r.a.s signed on 12 Jul 2008. An NSA analyst reviewing tasking files discovered the 

dv~rsight: The tele hone number was detasked the same day. No 
coli~et~on occurred 

1..-----------------~ 

(U) Counterintelligence Activities 

TOP SECRE1WCOMllHN·HOFORH 
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(U) Nothing to report. 

(U) lntelligencearelated Activities 

~!?)(1) 
(P)(3)-P .L. 85-36 
(w;3)-50 usc 3024(i) 

. \, •, 

(8H8rH~JF) To reduce the risk of unauthorized telephony collection and to prevent violhtibns,. 
NSA/CSS instituted a process designed to give analysts greater and faster insight into a\tar.t!;et\~ 
location. I \ I -... \ \. 

~~~----~-.-----~~~~~~----------~--------~~~en 
collection occurred, It was purged from NSA databases. 

.. ········ " . ····'' ·' {p)(1) 
...------------....;_-----------=;;;;;;...-------lf.l;;,)(3)-P.L.86-36 

f'T'C IIC T /11'\TP'I t)(3)-50 USC 3024(i) 

.................................... 

1 .. NSA7CSS anal vsts found I lemail selectors I 
lthis quarter. In each case, the 

~se~l~ec~t-o-rs~w~er~e-, d'~""le-:-ta--s"'~""k-e'"'~'d-. ~C:;--o'"ll'e-ct:"'io_n_o-cc_urr_e-:d;-o-n,tc:::=J---ro,-fr:.t:;-.1,1-.~r . .....~.~,l~n~~~ces; NSA databases 
were purged of the intercept. No reports were issues on the collection: ··.::::::::: .... 

······ .. :;:·::··· 

C877'tsi//REL TO USA, PV-g'\9 Although not violations ofE.O. 12333 and relat~d"cfite6tiVe.~?.,.!!""' I 
NSA/CS S reportsOinstances·inwhich·database·accesswas·notterminatedwhenthe::A~edfol~~!l·i(b)(1 ) 
access was no longer required. Once identified, accesses were revoked~. Almosthal(ofthe (b)(3)-P.L. 86-36 
incidents discovered can be attributed to an intelligen<;:Y. .. oversighfintemal coptrol ii1stituted by 
L-...,.-----:---~...--------.LA:;.:· .;..: .. S~I~G;:.;:;IN;:;..:.;:T;..;d::::a::;.:t:::ab9ase aqcess .. ·screening process for 
analysts reporting to th aS"resulted in the tetmination 
of accesses before secunty VIO ations can occur. 

;f±j~~~~~~r,, ¥¥b¥? AI lassigned':!?..::~'"""'"''::'""::::::::.:.:""": .. :•::':::'::::::::::::::::::: ... .! ... J""':::::'""(b)(3)-P.L. 86-36 
used his· teae·cessor;s NS~. N_~t.w.:orkaccountal'i:d STGINT database account from 

L--~--;------:---::--...1 Wli:eri'the security violation was identified, the analyst was 
counseled on proper information technology security processes: ... ····· ......... /(~)(1 ) 

. ! (p )(3}.:P. L. 86-36 

customer destroyed the files. Minimized data was then forwarded to 
(b)(~)-P.L. 86-36 L----....1 

·············! (T~W~HkRP:L TO USA, FVEY) OI)c:::Joccasion \ 
L. _ __.!analysts incorrectly entered their own information into an NSA databa~e for SIGINT 

collection and analysis. Believing that the data field re uired information ori the anal st who 
tasked the selectors, the an~lysts entered th~ir · 

I 1\When the mi~thl<:e ":as i.4Y.ntifie . . . . . . the data was 
removed, and the analysts rec<;:wed analysts received additional tasking trammg. 

·· ....... _ .. :·:.'.·-·.: ... ··········· 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 usc 3024~ 

T P ££GRBT//CO~ffiiT//~¢0FOR~¢ 
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'(~~::f./~:?l!:::bl,~'R~E~L:!t~o~U~8~A~,::!:U~K2)L==================]I::::·····:······:···~"<o)t1> ; (3)-P.L. 86-36 

(TS I 'Sf/ 'REL TO us A p ~B'') II I 2 t, Yl 

(3)-18 usc 798 
(3)~50 usc 3024(i) 

" " - ," ... "·"///. 81>36 

.......... ·········· sc 798 
\DJ\.:1]"00 SC 3Q24(i) 

. ················· 

('f8//8Ih'REL TO. USA, F¥&yj JwhileHgath.(;1ri.~S. .. i.J1telligence on foreign 
I ~nthe defense ofU.S. Department of Defense Netwotks;HanNSA. ..... 
analyst discovered a U.S. hosted website containing child pornography. The matter has bee.p .. · ······ (b)(3)~P.L. 86-36 

referred to the Department of Justice. . ... ·····. .··· 

(U~/~OUO) The NSA/CSS OIG is r.~viewing the alleged manih~~-~!.i.on·of1~telligence overs.ight 
trammg records at NSA/CSS Hawan. I . ·an employee reported that hts 
training compliance date had been updated in the training database although he had not 
completed the annual E.O. 12333 training. Initial research by the NSA/CSS Hawaii intelligence 
oversight program manager indicates that one of the intelligence oversight database 
administrators may have wrongfully changed training completion dates of some employees. 

2. (U/IFOtJ~ NSA/CSS OIG Intelligence Oversight Inspections, Investigations, 
and Special Studies. 

(U//FOUO) During this quarter, the OIG reviewed various intelligence activities of the 
NSA/CSS to detetmine whether they had been conducted in accordance with applicable statutes, 
Executive Orders, AG procedures, and Department of Defense and internal directives. With few 
exceptions, the problems uncovered were routine and showed that operating elements understand 
the restrictions on NSA/CSS activities. 

(U/IFOUO~ t. The joint inspection found that 110 roles 
and responsibilities were not clearly defined and 110 prd~esses and procedures were not 
developed and documented. Two percent of the workfm\:e had not completed initial 110 training 
as required by NSA/CSS Policy 1-23. The NSA/CSS OIG will track corrective action through 
completion. · 

.(b)(3)-P.L. 86-36 

TOP S:ECR:E'fHCOMH~T//i'~OFORH 
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.... . . . . .. . /{1:?)(1) 
j (l;i)(3)-P. L. 86-36 

r-----'-__;,.---=--=;;;;;;...----...-...;..--------,.! (b)(~~-50 usc 3024(i) 

~t!tE:jj;Zj;~~i1 

T eo ~ectives of the review were to identify authorities for the handling of data in~ _ _. 
to determine whether policies and procedures are in place and followed to ensure cothpliand~ 
with those authorities. We also reviewed system security practices related tol IJnfmm~tion 
systems. We found that thellisr.tot in compliance with the NSA Associate Din~ctqrate\for J: curit) and Counteri~te.llig'eiic'epolicies .. ~d-pro~.~~u.res in three instanc~s. Sp~cificall~<::~he \ 

lacks .. a.r.t.pversight board or mechamsms; requtred.q11arterly meetmgs with the NSA:··-PQC 
. o occur; and execu:tive-review.s.P.ave not been conducte(L·The.st_udy also found that tht~~ \ 

auditing practices do not follow interriaicohtrolstand. ard!;t!Jer~are nO;iOGe<l]lf. es fm.· auditing:·.\. 
I ~ueries; and.O.Yt;Jr~~@(§ sy~t.YP}.,~~~ty}~ \\~\ 

lacking. The NSA/CSS OIG will track corrective action througn camp etion; · ·· : ":·::·:::·":::::::::::::::::::,;;;;;;,,,.,:~\ 
· •· . (b)(3)-P.L. 86-36 

(£//£1//RBLTO USA, PVEY) Alleged Unauthorized Disc_l.osureofCia!:isifi;d········ 
Information and Misuse of the USSS.~ .TheNSA/CS·s·oiG is conducting an inquiry into 
alleged unauthorized disg.J.osure·ofclassifled information and misuse of the USSS. Reportedly, 
I la·Navy.Ccyptologist met with an uncleared Navy Family Readiness social worker 
and disclosed that he had targeted his ex-wife and other family members through his job. A 
review of the social worker's notes and statement revealed that the information shared was 
classified Secreti/SIGINT//Releasable to the United States, Australia, Canada, Great Britain, and 
New Zealand. The results ofthe inquiry will be provided upon completion. 

(U) Congressional, lOB, and DNI Notifications 

(8N8fh'l'~F) On 6 October 2008, NSA notified the Senate Select Committee on Intelligence 
(SSCI) of an impending televised interview of James Bamford by ABC News, and the 
impending release ofhis book The Shadow Factory: The Ultra-Secret NSAfi·om 9/11 to the 
Eavesdropping on America. The subject of the interview was the allegation that NSA had 
engaged in improper intelligence activities. The allegation and book were based in part on 
allegations made last year by retired SGT Adrienne J. Kinne, a U.S. Army Reservist, who had 
been assigned to the Atmy Intelligence and Security Command at Fort Gordon, Georgia. 
Representatives from the NSA/CSS OIG, OGC, and Office of Legislative Affairs have since met 
with SSCI and HPSCI staffs to discuss the recent allegations of NSA misconduct by Ms. Kinne 
and former Navy Cryptologic Technican (Interpretive) Second Class Petty Officer David 
M. Faulk. NSA is investigating the claims of Mr. Faulk. The Department of the Army is 
investigating Ms. Kinne's claims. 

(8//Sth'NF) Also on 6 October 2008, NSA/CSS informed the Assistant to the Secretary of 
Defense for Intelligence Oversight of improper disposal of classified infonnation technology 
equipment from NSA/CSS Texas. 

3. (U) Substantive Changes to the NSAICSS Intelligence Oversight Program. 

(U) Nothing to report. 
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4. (U) Changes to NSAICSS published directives or policies concerning 
intelligence, counterintelligence, or intelligence~rela.ted activities and the reason 
for the changes. 

(U) Nothing to report. 

5. (U) Procedures governing the activities of Department of Defense (DoD) 
intemgence components that affect U.S. persons (DoD Directive 5240.1 MR, 
Procedure 15) Inquiries or Matters Related to Intelligence Oversight Programs. 

(U) Nothing to report. 
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