
Why Open Source? Publicly Available Information? Social Media? 

1 lb1GI OSSIFIED/ 501 IQ/ RFSIPIGIED 

0 _ 11 a m 
m ■om m 
ma mmo 
tD B CI GJ ■ 
FLAT SOCIAL MEDIA ICONS 
FREEi 
ICON SIZE, 276x276 PX I 2,34x2,34 Ct< 

DESIGNED BY, GIULIO GUARINI I WWW.GIULIOGUARINI.COM 



d JOb\BOIFIEB :' FS:..!B :' RE@ifiRl@ifEB 



The Rule of 150 (Dunbar): coined by British anthropologist 
Robin Dunbar and is defined as "the suggested cognitive limit to 
the number of people with whom one can maintain stable 
social relationships ... " 



Why PAIG? Who are we? What do we do? 

Focus Areas 

• Lega l, Policy, Privacy 
• Training & Tradecraft 
• Outreach/Collaboration 

Training 
101: Basic Capabilities Brief 

Fundamenta ls 

• Multiple Sessions at 
• Coordinated with 

Core Missions 

Commercial Tools 
• Babel Street -

• Venntel 
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Requests Logged and Tracked 
Access Controlled 
CBP System of Record 
Past Results Storable, Searchable, Retrievable 
Allows for Statistical and Workload Analysis 
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Fundamentals, & 
I specific trainings: 

• FY19 -
• 57 Events 
• lllllparticipants 
• 18 - 1111 
• 21 - Webinar 
• 18 - F' 

• FY20 to date -
• 20 Events 
• ~ articipants 
• 14 - -
• 6 - F xternal 



CBP 2020 {)33428-0000012 

Venntel: M obile device's Ad-tech ID data 

This tool w ill include: 

Training 
Customer support and account management 



CBP 2020 {)33428-0000013 

Venntel: M obile device's Ad-tech ID data 

This tool w ill include: 

Access to Venntel global mobile location database via portal 

Training 
Customer support and account management 

Venntel: (b) (7)(E) 



CBP 2020-033428- 0000014 

Customer support and account management 

enn el: (b) (7)(E) 



Why Open Source? Publicly Available Information? Social Media? 
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Why PAIG? Who are we? What do we do? 

(b) (7)(E) 

• Legal, Policy, Privacy 
• Training 
• Outreach/Collaboration 

Training 
• ~ 01: Basic Capabilities Brief 
• undamentals (b) (7)(E) 
• 
• Multiple Sessions at 
• Coordinated w ith 

Core Missions 

Commercial Tools 

Babel Street (b) (7)(E) - Locate X 
Venntel 
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NATIONAL TARGETING CENTER CBP-2020-033428--0000017 

COUNTER NETWORK DIVISION-PUBLICLY AVAILABLE INFORMATION GROUP (PAIG) 

Ul~etA331FIEEl J FOUO J RE3Tf<ICTED 

A U.S. Customs and U ' Border Protection 



The Rule of 150 (Dunbar): coined by British anth ropologist 
Robin Dunbar and is defined as "the suggested cognitive limit 
to t he number of people with whom one can ma intain stable 
social relationsh ips ... " 



Ongoing Issues and Challenges 

Procurement 
• Not equipped for rapid, wide-scale acqu isition 
• Difficult to procu re/ma inta in redundancy 
• Out of cycle procu rements 
• Budget 
• Leveraging Inter-Agency Procurements 

Legal/Privacy/Policy 
• Technology Outpacing Lega l/Policy 
• First and Fourth Amendment Issues 
• Lack of Court Precedence/Gu idance 
• No Overarching Policy/Privacy Guidance 
• Changing Pol itical Landscape 
• Privacy Policies of Major Platforms (TOS) 
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The Tools We Evaluate, Use, Manage & Deploy 

>~ : VENNTEL 
/ ' 



Staff 

PAIG STATISTICAL SUMMARY 

YourBangforYourBuck 

Cases worked FYTD 

Personnel Trained FY18 Licenses Managed FY19 
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Ad Tech ID - What is it? 

Data communicated between a 
user's device and the advertising 
applications, in other words the 

"buyers" and "sellers." 

Device Pattern of Life 
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Data Sources 

• Accuracy is determined by both 
precision of location and time at 
which the location was 
determined 

• 



BOTTOM LINE UP FRONT 

Joint HSI/USBP investigation into a Human Trafficking Organization {HTO) believed to be headquartered in 

BACKGROUND 

Location 1 - House visited 
by SOI 

Location 2 - Work Location 

w,1 @tsl:@@IFIEB :' li@tl@ :' m:@TAl@Tl!!B 

Location 3 - Possible 
previous residence of SOI 

0 



• has been active over the past 
where the 

• 

location for the 

and th is activity is 
is believed to work. 

• 

• 
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• Other primary locations 

• Address is 
associated with an 
individual 

• 

• Address is 
associated with a 

• 
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BOTTOM LINE UP FRONT 

a 
Security lnvest1gat1on 

BACKGROUND 

• 

NTC'S ROLE 

Information Group (NTC-PAIG) identified 
helping further an ongoing Homeland 

cted by 

U~JGLP,eelFIEQ / FOUO / AEelAIGl rn 



BOTTOM LINE UP FRONT 

BACKGROUND 

• 
• 

• Specific locations 
were provided to 



uestions? 
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Why PAIG? Who are we? What do we do? 
Core Missions 

(b) (7)(E) 
Focus Areas 

(b) (7)(E) 
• Legal, Policy, Privacy 
• Tra ining 
• Outreach/Collaboration 

Training 
• -101: Basic Ca pabilities Brief 
• Fundamentals 
• (b) (?)(E) 
• Mult iple Sessions 
• Coordinated w ith 

lDJ l' )lt=.) 

(b) (7)(E) 

Commercial Tools -Locate X 
Babel Street -Venntel tO>mXtfM 

(b) (7)(E) 
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The Tools We Evaluate 



CBP COUNTER NETWORK DIVISION 

Google Settings : 

Account History 

Se,vices -Ads 

Connected apps 

Data management 

Google Fit 

Play Games 

Search & Now 

Tap Google Settings Tap Ads 

How to reset/view ad-id on Android 

Opt out of interes1·based ads 
Instruct opps not 10 use your odvenlsi11g ID 
to bu Id profdl!S or show )'OU inte,est­
based ads -Reset advertising ID .o1,46 ___ _ 

Ads by Google 

Y011r adventslng 10, 
e7d6eeed-7a66-4d02·b813-f046b7311850 

Tap Reset 
advertising ID 

• 

wm,biA.iillill!D # liOR OlililQliO,b Wil! OtlbY 

Reset advertising ID? 

This will replace y011r advertising ID 
with a new random number. 

CANCEL OK 

Tap Ok 

~ Ads : 

Opt out of interest-based ads 
Instruct "!'PS not to us• your odv•rtJs,ng ID 
to build profiles 0< show )'OU Interest­
based ad• 

Reset advertising ID 

Ads by Google 

Your advert1s1119 ID 
e7d6tted-7o6~d□2-b813 f□46b731 reso 

Slide Opt out of 
interest-based 

ads bar to green 

• 
\ 



ED General > 

11 Display & Brightness > 

GD • Wallpaper > 

m Sounds & Haptics > 

a Siri & Search > 

II Touch ID & Passcode > 

• Emergency SOS > 

Cl Battery > 

e Privacy • > 

fJ iTunes & App Store > 

6 Wallet & Apple Pay > 

Tap Privacy 

How to reset/view ad-id on iPhone 

II Bluetooth Sharing > 

a Microphone > 

II Speech Recognition > 

Camera > 

• Health > 

0 HomeKit > 

n Media & Apple Music > 

II Motion & Fitness > 
As applica1ions reques1 access 10 your da1a, 1hey w II be 
added in the categories above. 

As applications request access to your social accounts data, 
they will be added in the categories above 

Analytics > 

Advertising > 

Tap Advertising 

ALL ADVERTISERS 

Limit Ad Tracking 

Reset Advertising Identifier ... 

C) 

Opt out of receiving ads targeted to your interests. You may 
still receive the same number of ads, but the ads may be 
less relevant to you. 

ADVERTISING IN APPLE APPS 

View Ad Information 

View the information used by Apple to deliver more relevant 
ads to you in Apple News and the App Store. Your personal 
data is not provided to third-parties. 

About Advertising & Privacy ... 

Slide Limit Ad Tracking to 
green and hit Reset 
Advertising Identifier 

wm,biA.iillill!D # liOR OlililQliO,b Wil! OtlbY 

ALL ADVERTISERS 

Limit Ad Tracking C) 

Opt of rece ng ta ted to you nterest You may 
st1 I rece ve he same number of ads b the ads ay be 
ess reevant to you 

ADVERTIS NG IN APPLE APPS 

View Ad Information 

VI w the nlormat on u ed by Apple to det ve more evant 
ads to yo n Apple Naw and Iha App Stora Your persona 
data s ot prov ded to third part es 

Reset Identifier 

MylDFA 
lkl 

Cancel 

adjust lncightc 
adjustOmbH 

Apps required to view ad-id 

My TUNE Deviee 
lUNL,tnc. 



CBP 2020 033428 0000035 

t t 

t ( 

This tool w ill include: 

Access to Venntel global mobile location database via porta l 

(b) (7)(E) 

Customer support and account management 

Vi I 

Access to Venntel global mobile location database via porta l 

(b) (7)(E) 

Customer support and account management 



CBP 2020 {133428-0000036 

Venntel: M obile device's Ad-tech ID data 

This tool w ill include: 

Training 
Customer support and account management 



Briefing for Executive Director Don Conroy 
Publicly Available Information Group 

Assistant Director 
December 19, 2019 
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Why Open Source? Publicly Available Information? Social Media? 
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The Rule of 150 (Dunbar): coined by British anthropologist 
Robin Dunbar and is defined as "the suggested cognitive limit to 
the number of people with whom one can maintain stable 
social relationships ... " 



Why PAIG? Who are we? What do we do? 

(b) (?)(E) 
Focus Areas 

• Lega l, Policy, Privacy 
• Training & Tradecraft 
• Outreach/Collaboration 

Training 
• abilities Brief 

• Multiple Sessions at 
• Coordinated wit 

Core Missions 

Commercial Tools 
• Babel Street -

• Venntel o o ma m 
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Organizational Structure 

<J~v 

'?'~ ,. U.S. Customs and 
.._ Border Protection 

No 

Assistant Director 
:::>FO) 

National Targeting Center 
Publicly Available Information Group - Overview 
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Access Control led 
CBP System of Record 
Past Results Storable, Searchable, Retrievable 
Allows for Statistical and Workload Analysis 





PAIG WORKLOAD STATISTICS 

PAIG Workload by Month 
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Technology Enabled Tools 
- Managing Access to Platforms and Licenses to Achieve Efficiencies -

Yl i BMBBIP IE□ / ISOYB / REBiJiiAIBiJiiE□ 



irARGETING CENTER 





• FY19 -

: • ;~icipants 

- ~ 
• 21 - Webinar 
• 18- • 

• FY20 to date -
• 11 Events 

: ~ ants 

• 1 - Field/External 







. 
• ., .. .. ,...---::·· . . 
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.. · 
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. . • .~ ., / . .. 



em Ob'16G IFIEE ,' FJUC ,' RES:FRICTEE 





J" Jsbf:BBIFIED ( FSb a:" KECfRIB+ED 





bi iob\001FIEl3 :" pgi,;g :" .lEOifRIOifEl3 



LEGAL AND POLICY 
ISSUE: PAIG has identified, procured and deployed numerous tools to 
enhance its open source and social media search capabilities. Legal , policy 
and privacy reviews have not always kept pace with the new and evolving 
technologies. 

SOLUTION: 

• Added contract support to the PAIG to assist with identifying gaps in law, policy and 
privacy and to work with CBP's QCC & PDQ. 

• Draft and implement required Privacy Threat Assessments (PTAs), Privacy Impact 
Assessments (PIAs), Memoranda of Understanding (MQUs) and other documents as 
required by CBP's QCC & PDQ and DHS's QGC & PRIV. 

• 

Evaluation Committee on Use of (b) (7)(E) 
(b) (7)(E) Ad-ID Data 

• In Dec 2019, established an Evaluation Committee (EC) re lating 
to CBP's use of a new technology, (b) (?)(E) 
associated Ad-ID data. 

• Representation by QFQ, (b) (?)(E) QIT, Innovation Team, 
PDQ, and QCC. QPR to be invited . 

• The EC is working to establish user guidelines, rules of behavior, 
account issuance protocols, tracking and monitoring of user 
activity, account maintenance and wi ll consolidate the 
evaluation results across platforms. 



PAIG PROCUREMENT OPERATIONS 

BACKGROUND 

FY 2019 PAIG Procurement Strategy 

0 

0 
added value to PAIG/CND a 

0 Terminated renewal actions 
PAIG/CND/CBP mission 

rations 
no longer supports 

--

Why deploy a CND/PAIG Procurement Team? 
The CND/ PAIG procurement team understands unique 
strategic and tact ical needs and the potential capabilities 
technology-enabled solutions offer to fil l operational gaps. 

• Federal Acquisition Regu lations based on 19th/20th Century thinking 
in a paper-based environment based on traditional, brick and 
mortar business model 

• Standard and arcane policies focused on who can deliver goods at 
least cost fai ls to consider non-price factors; does not always deliver 
best va lue for government 

• Leverage non-traditional procurement alternatives, e.g., Other 
Transaction Authority, IAA, Strategic Sourcing, Proofs of Concept 
CBP Innovation Team, and OHS Innovation Lab 

• Shorten procurement timelines 
• Enhance operational flexibilities 
• Respond to emerging requirements 

• Uti lize non-traditional periods of performance 
• El iminate single points of failure 

I IIJSI s.se.z:ss 55211 2 5 RE?iplQI SIFR 



Why PAIG? Who are we? What do we do? 

Focus Areas 

• Legal, Policy, Privacy 
• Tra ining 
• Outreach/Collaboration 

Training 
• 01: Basic Capabilit ies Brief 
• undamentals 
• (b) (7)(E) 

• Mult iple Sessions at 
• Coordinated w ith 

Commercial Tools -~ Babel Street -Venntel 
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The Tools We Evaluate, Use, Manage & Deploy 
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Mission 

Focus Areas 

• Training 

u~~GLAeelr" leD / r;ouo ,t ReeTRIGTeD 2 
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Commercial Tools (examples) 

• Babel Street: geo-
location, 

• Venntel/Locate X: Advertiser ID Data, "digital exhaust" 

tHJ Ob/.OOIFIE8 / FOWO / REOTRIOTE8 4 
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Agency Wide Operational Training 
► Have led four 2-day training courses 

Officers, Agents, and A.nalysts from across the agency trained 

► Mlore than rained, with substantial positive reviews and demand for increased frequency of courses 

► 0 1 ngoing training for the field covering all costs of travel} with additional course in September to train a total of 

representatives , as well as an additional fficers/Agents/Analysts ram the NCR 

Introductory Social Media and OPSEC PALMS Course 

► Coordinated through Advanced Training Center, Harper's Ferry 

► 1. hour PALM Course on Social Media and basic Q,P1SIEC for all CIBP employees 

► 

► 

UNCLASSIFIED / FOUO / RESTRICTED 
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• 

• 

• 
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? 
• 

Support Requests/Questions: 

• 

U~~CLASSIFIED / FOUO / RESTRICTED 



Why Open Source? Publicly Available Information? Social Media? 
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Why PAIG? Who are we? What do we do? 

(b) (7)(E) 
Focus Areas 

(b) (7)(E) 
--- . . . . 

• Training 
• Outreach/Collaboration 

Training 
• - 101: Basic Capabilities Brief 
• undamentals 
• 

Core Missions 

Commercial Tools 

Babel Street (b) (7)(E) - Locate X 
Ven ntel 

GIJGS:Sbil IEBI 13861 lldiillGIEB 
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Organizational Structure 

·• ~ 
ND S 

U.S. Customs and 
Border Protection 

Assistant D~ 
Directo.

1 
. ~ 

Assistant Director 

(OFO) 

National Targeting Center 
Publicly Available Information Group - Overview 

PENDING STAFF: (4) 



The Tools We Evaluate, Use, Manage & Deploy 

>~ : VENNTEL 
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The Tools We 



• Includes 
• - 01, 

ngs 
• FY18 -

(b) (7)(E) 

• 27 Events 
• - articipants 
• 20 - -
• 7 - F---i:xternal 

• FY19 (to da 
• 9 Events 
• ... rticipants 
• 4 
• 5 - Field/External -

• Upc 

specific 



Staff 

PAIG STATISTICAL SUMMARY 

YourBangforYourBuck 

Personnel Trained FY18 Licenses Managed FY19 
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NATIONAL TARGETING CENTER CBP-2020-033428--0000088 

COUNTER NETWORK DIVISION-PUBLICLY AVAILABLE INFORMATION GROUP (PAIG) 
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A U.S. Customs and U ' Border Protection 



The Rule of 150 (Dunbar): coined by British anth ropologist 
Robin Dunbar and is defined as "the suggested cognitive limit 
to t he number of people with whom one can ma intain stable 
social relationsh ips ... " 



Ongoing Issues and Challenges 
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NATIONAL TARGETING CENTER 

NTC Exploits AD ID To Help DEA-SOD Locate Tijuana Kidnapping Victim 

CBP-2020-033428--0000091 A U.S. Customs and U ' Border Protection 



NATIONAL TARGETING CENTER 

Success Story: Publicly Available Information Group (PAIG) 

CBP-2020-033428--0000092 

tJMCLJi::S!'l ll"ICB; f"OtJO; I (E:'fl'li:ICTCB 

A U.S. Customs and U ' Border Protection 



NATIONAL TARGETING CENTER 

Slide Title 

CBP-2020-033428--0000093 A U.S. Customs and U ' Border Protection 



NATIONAL TARGETING CENTER 

Slide Title 

CBP-2020-033428--0000094 

OIQCLASSIPIED I POGO I RES I RIC I ED 

A U.S. Customs and U ' Border Protection 



Briefing for Executive Director Don Conroy 
Publicly Available Information Group 

(b )(6)&(b )(?)(C) Assistant Director 
January 30, 2020 
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Why Open Source? Publicly Available Information? Social Media? 
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The Rule of 150 (Dunbar): coined by British ant hropologist 
Robin Dunbar and is defined as "the suggested cognitive lim it to 
the number of people with whom one can maintain stable 
social relationships ... " 
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Why PAIG? Who are we? What do we do? 

(b) (?)(E) 
Focus Areas 

(b) (7)(E) 
• Lega l, Policy, Privacy 
• Tra ining & Tradecraft 
• Outreach/Collaboration 

Training 
101: Basic Capabilities Brief 

(b) (7)(E) undamentals 
(b) (7)(E) 

• Multiple Sessions at 
• Coordinated with 

Core Missions 

Commercial Tools 
• Babel Street -

• Venntel 
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Organizational Structure 

(J~yP.R. 

U.S. Customs and 
Border Protection 

Assistant Director 

~ 

National Targeting Center 
Publicly Available Information Group - Overview 

-



BOTTOM LINE UP FRONT 

BACKGROUND 
• 
• 

• 

Implemented Strategic Requirements Plan tied to CBP Strategy 2020 - 2025. 
Created standardized templates, checklists, and workflow to expedite 
procurement and maximize communication amongst offices; utilizing 
Office365 for automation and real -time visibility. 
Determined key contract clauses and provisions for future CND contracts. 

(b) (7)(E) 

• 

• 

• 

Funded Office of Acquisition Contract Support Services (OA/CSS) contract 
to hire 2 Senior Procurement Specia lists; first is onboarding on 2 March. 
Published first-ever NTC request for information (RFI) regarding commercial 
situational awareness capabi lity. 
Established protocol for public and media inquiries and protection of 
sensitive information. 

bl 1Mb .ll!!lfill!ili! I fih II I R[!llRl!liiFl!ili! 



BOTTOM LINE UP FRONT 
CND currently util izes three contract vehicles for personnel support-two managed by OIT/TASPD and a th ird, since late FY19, by OA. 

BACKGROUND 

• 

• 

CND designated a Contract Integration Support Officer (CISO) in January 
2019 to manage personnel contracts and serve as primary point of 
engagement with contract companies, PMOs, vendors, COs, and CORs. 
Engaged OPR/PSD and OIT /T ASPD to develop Bl and TS/SCI SOP and 
workflow. 

KEY CHALLENGES 

• 

• 

Developed CISO SharePoint page with templates, checkl ists, and pol icies to 
serve as primary resource for contractor onboard ing, clearance processing, 
and outprocessing. 
Implemented division-wide skill assessment to identify skill surpluses and 
gaps to drive recru itment and aid in workforce planning; tool shared with 
Cargo, TASPD, and Passenger with plan to make NTC-wide. 



BOTTOM LINE UP FRONT 

KEY RECOMMENDATIONS 



• Requests Logged and Tracked 
• Access Controlled 
• CBP System of Record 
• Past Resu lts Storable, Searchable, Retrievable 
• Allows for Statistica l and Workload Analysis 



I 
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PAIG WORKLOAD STATISTICS 

• Workload by Month 
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Technology Enabled Tools 
- Managing Access to Platforms and Licenses to Achieve Efficiencies -
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LEGAL AND POLICY 
ISSUE: PAIG has identified, procured and deployed numerous tools to 
enhance its open source and social media search capabilities. Legal , policy 
and privacy reviews have not always kept pace with the new and evolving 
technologies. 

SOLUTION: 
• Added contract support to the PAIG to assist with identifying gaps in law, policy and privacy and to 

work with CBP's OCC & PDO. 

• Currently working with PDO, OCC and components 

• 

• 

Draft and implement required Privacy Threat Assessments (PTAs), Privacy Impact Assessments 
(PIAs), Memoranda of Understanding (MOUs) and other documents as required by CBP's OCC & 
PDO and DHS's OGC & PRIV. 

bl 18b .881f51Bl!J I f5 81!!18 I f5EHRIHH 

CBP Evaluation Committee on Use of (b) (7)(E) 

• 

• 

Ad-ID Data 

In Dec 2019, established an Evaluation Committee (EC) relating to CBP's 
(b) (7)(E) use of a new technology, associated Ad-ID 

data. 

Representation by OFO, 
OCC. - to be invited . 

(b) (7)(E) OIT, Innovation Team, PDO, and 

• Establishing user guidelines, rules of behavior, account issuance protocols, 
tracking and monitoring of user activity, account maintenance and will 
consolidate the evaluation resu lts across platforms . 

• 





The Tools We 



, damentals, & 
• B pecific t rainings: 

• FY19-

• s ts 
articipants 

18 
• 21 - Webinar 
• 18 - Field/External 

• FY20 to date -
• 14 Events 
• -participants 

12 
• 3 - Field/External 

• Pendin 
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Why Open Source? Publicly Available Information? Social Media? 

tmetM~IFIE5 / FOtJO / RE~'frtle'fE5 

0 _ 11 a m 
m ■om m 
ma mmo 
tD B CI GJ ■ 
FLAT SOCIAL MEDIA ICONS 
FREEi 
ICON SIZE, 276x276 PX I 2,34x2,34 Ct< 

DESIGNED BY, GIULIO GUARINI I WWW.GIULIOGUARINI.COM 



Why PAIG? Who are we? What do we do? 

(b) (?)(E) 
Focus Areas 

(b) (7)(E) 
• Lega l, Policy, Privacy 
• Training & Tradecraft 
• Outreach/Collaboration 

Training 
·--01: Basic Capabilities Brief 

(b) (7)(E) undamentals 
(b) (?)(E) 

• Multiple Sessions at 

• Coordinated with 

Core Missions 

Commercial Tools 
• Babel Street -

• Venntel 
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Organizational Structure 

(J~;eP.R.T: 

'?-~- U.S. Customs and 
.¢ Border Protection 

ND S 
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(OFO) 

OFO) 

National Targeting Center 
Publicly Available Information Group - Overview 
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PAIG WORKLOAD STATISTICS 

Work Flow/Process Statistics Overview 

• • 
• Requests Logged and Tracked • 
• CBP System of Record • 
• Past Results Storable, Sea rchable, Retrievable • 
• Allows for Statistical and Workload Ana lysis 



The Tools We Evaluate, Use, Mana 
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The Tools We 



• Includes 
• - 101, 

trainings 
(b) (7)(E) specific 

• FY18 -
• 27 Events 
• ~ articipants 
- ~ 
• 7 - Field/External 

• FY19 (to date) 
• 9 Events 

: -..cipants 

• 5 - Field/External -



NATIONAL TARGETING CENTER CBP-2020-033428--0000128 

COUNTER NETWORK DIVISION-PUBLICLY AVAILABLE INFORMATION GROUP (PAIG) 

U~JGLA881FIED / FOUO / RESlRIGTED 

A U.S. Customs and U ' Border Protection 



The Rule of 150 (Dunbar): coined by British anth ropologist 
Robin Dunbar and is defined as "the suggested cognitive limit 
to t he number of people with whom one can ma intain stable 
social relationsh ips ... " 



Ongoing Issues and Challenges 
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NATIONAL TARGETING CENTER CBP-2020-033428--0000131 A U.S. Customs and U ' Border Protection 



NATIONAL TARGETING CENTER 

Success Story: Publicly Available Information Group (PAIG) 

CBP-2020-033428--0000132 
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NATIONAL TARGETING CENTER 

Slide Title 

CBP-2020-033428--0000133 A U.S. Customs and U ' Border Protection 



NATIONAL TARGETING CENTER 

Slide Title 

CBP-2020-033428--0000134 
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A U.S. Customs and U ' Border Protection 



Why Open Source? Publicly Available Information? Social Media? 
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Why PAIG? Who are we? What do we do? 

(b) (7)(E) 

• Legal, Policy, Privacy 
• Training 
• Outreach/Collaboration 

Training 
• 101: Basic Capabilities Brief 
• Fundamentals 
• 
• Multiple Sessions a 
• Coordinated w ith 

Core Missions 

Commercial Tools 

Babel Street - (b) (7)(E) 

Venntel 
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The Tools We Evaluate, Use, Manage & Deploy 



NATIONAL TARGETING CENTER CBP-2020-033428--0000138 

COUNTER NETWORK DIVISION-PUBLICLY AVAILABLE INFORMATION GROUP (PAIG) 
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The Rule of 150 (Dunbar): coined by British anth ropologist 
Robin Dunbar and is defined as "the suggested cognitive limit 
to t he number of people with whom one can ma intain stable 
social relationsh ips ... " 
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NATIONAL TARGETING CENTER CBP-2020-033428--0000140 A U.S. Customs and U ' Border Protection 



NATIONAL TARGETING CENTER 

Success Story: Publicly Available Information Group (PAIG) 

CBP-2020-033428--0000141 
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NATIONAL TARGETING CENTER 

Slide Title 

CBP-2020-033428--0000142 A U.S. Customs and U ' Border Protection 



NATIONAL TARGETING CENTER 

Slide Title 

CBP-2020-033428--0000143 
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Briefing for Executive Director Don Conroy 
Publicly Available Information Group 

January 30, 2020 
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Why Open Source? Publicly Available Information? Social Media? 
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The Rule of 150 (Dunbar): coined by British ant hropologist 
Robin Dunbar and is defined as "the suggested cognitive lim it to 
the number of people with whom one can maintain stable 
social relationships ... " 



Why PAIG? Who are we? What do we do? 

(b) (?)(E) 
Focus Areas 

(b) (7)(E) 
• Lega l, Policy, Privacy 
• Tra ining & Tradecraft 
• Outreach/Collaboration 

Training 
· fflffl101: Basic Capabilities Brief 

(b) (?)(E) 
(b) (7)(E) 

undamenta ls 

• Multiple Sessions at (b)(/)(c) 
th\ 17)(E) • Coordinated with 
llil~ 

Core Missions 

Commercial Tools 
• Babel Street -

• Venntel 
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Organizational Structure 

(J~yP.R. 

'?·~ U.S. Customs and 
._. Border Protection 

(b) (6), (b) (?)(C) OFO) 

L 

Assistant Director 
(b) (6), (b) (7)(C) 
-----

(OFO) 

National Targeting Center 
Publicly Available Information Group - Overview 
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BOTTOM LINE UP FRONT 

BACKGROUND 
• 
• 

• 

Implemented Strategic Requirements Plan tied to CBP Strategy 2020 - 2025. 
Created standardized templates, checklists, and workflow to expedite 
procurement and maximize communication amongst offices; utilizing 
Office365 for automation and real -time visibility. 
Determined key contract clauses and provisions for future CND contracts. 

• 

• 

• 

Funded Office of Acquisition Contract Support Services (OA/CSS) contract 
to hire 2 Senior Procurement Specia lists; first is onboarding on 2 March. 
Published first-ever NTC request for information (RFI) regarding commercial 
situational awareness capabi lity. 
Established protocol for public and media inquiries and protection of 
sensitive information. 



BOTTOM LINE UP FRONT 
CND currently util izes three contract vehicles for personnel support-two managed by OIT/TASPD and a th ird, since late FY19, by OA. 

BACKGROUND 

• 

• 

CND designated a Contract Integration Support Officer (CISO) in January 
2019 to manage personnel contracts and serve as primary point of 
engagement with contract companies, PMOs, vendors, COs, and CORs. 
Engaged OPR/PSD and OIT /T ASPD to develop Bl and TS/SCI SOP and 
workflow. 

KEY CHALLENGES 

• 

• 

Developed CISO SharePoint page with templates, checkl ists, and pol icies to 
serve as primary resource for contractor onboard ing, clearance processing, 
and outprocessing. 
Implemented division-wide skill assessment to identify skill surpluses and 
gaps to drive recru itment and aid in workforce planning; tool shared with 
Cargo, TASPD, and Passenger with plan to make NTC-wide. 



BOTTOM LINE UP FRONT 

KEY RECOMMENDATIONS 
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PAIG Workflow 
(b) (7)(E) 

• Requests Logged and Tracked W,U,IISJ 
• Access Controlled 
• CBP System of Record 
• Past Resu lts Storable, Searchable, Retrievable 
• Allows for Statistica l and Workload Analysis 

(b) (?)(E) 
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PAIG WORKLOAD STATISTICS 

PAIG Workload by Month 
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Technology Enabled Tools 
- Managing Access to Platforms and Licenses to Achieve Efficiencies -
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LEGAL AND POLICY 
ISSUE: PAIG has identified, procured and deployed numerous tools to 
enhance its open source and social media search capabilities. Legal , policy 
and privacy reviews have not always kept pace with the new and evolving 
technologies. 

SOLUTION: 
• Added contract support to the PAIG to assist with identifying gaps in law, policy and privacy and to 

work with CBP's OCC & PDO. 

• Currently working with PDO, OCC and component (b) (?)(E), (b) (5) 

• 

• 

(b) (?)(E), (b) (5) 

Draft and implement required Privacy Threat Assessments (PTAs), Privacy Impact Assessments 
(PIAs), Memoranda of Understanding (MOUs) and other documents as required by CBP's OCC & 
PDO and DHS's OGC & PRIV. 

(b) (7)(E), (b) (5) 

.. • - - - - -- -ll T E', 

CBP Evaluation Committee on Use of (b) (7)(E) 

• 

• 

Ad-ID Data 

In Dec 2019, established an Evaluation Committee (EC) relating to CBP's 
(b) (7)(E) use of a new technology, associated Ad-ID 

data. 

Representation by OFO, 
OCC. - to be invited . 

(b) (7)(E) I, OIT, Innovation Team, PDO, and 

• Establishing user guidelines, rules of behavior, account issuance protocols, 
tracking and monitoring of user activity, account maintenance and will 
consolidate the evaluation resu lts across platforms . 

• 







(b) (7)(E) undamentals, & 
pecific trainings: (b)(7)(E) . 

• FY19-
• ~ nts 

- participants 
• 18 ----

21 - r 

• 14 Events 
• ~ ipants 
• ~2 -__ 
• 3 - F1 External 

(b) (7)(E) 
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