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ORDER APPOINTING AN AMICUS CURIAE

Pursuant to section 103(i)(2)(B) of the Foreign Intelligence Surveillance Act of 1978, as
amended (FISA), codified at 50 U.S.C. § 1803(i)(2)(B), the Court appoints Ben Johnson to serve
as amicus curiae for the purpose of assisting the Court in considering the technical aspects of the
proposed application submitted in the above-captioned matter. This Order also addresses certain
administrative matters relating to the participation of the amicus curiae.

Background

On September 20, 2018, the government submitted a proposed application for authority to

conduct pen register and trap and trace surveillance of the above-captioned targets pursuant to

Title IV of FISA, 50 U.S.C. §§ 1841-1846. This application seeks to collect non-content dialing,

routing, addressing, and signaling information _

_Due to the technical complexity of this proposal, the

Court finds that it would be helpful to have the assistance of an amicus curiae with relevant

b1 per FBI
technical expertise in its consideration of this matter. b3 per FBI
b7E per FBI
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Pursuant to section 103(i)(1), the Presiding Judges of this Court and the Foreign
Intelligence Surveillance Court of Review have designated individuals whose qualifications
“may lend legal or technical expertise” to the courts and “who are determined to be eligible for
access to classified information necessary to participate in matters before the courts.” Section
103()(3)(A), (B). Mr. Johnson is among those designated by this Court to serve as amicus curiae
pursuant to section 103(1)(1).

Section 103(i)(2)(B) provides that the Court “may appoint an individual or organization
1o serve as amicus curiae, including to provide technical expertise, in any instance as such court
deems appropriate.” Persons appointed under this provision shall “be persons who are
determined to be eligible for access to classified information, if such access is necessary to
participate in the matters in which they may be appointed.” § 103(i)(3)(B).

Here, the Court finds it appropriate to appoint Mr. Johnson as amicus curiae under
section 103(i)(2)(B). Mr. Johnson is well qualified to assist the Court in considering the
technical issues raised by the proposed application in this matter. The Security and Emergency
Planning Staff (SEPS) of the Department of Justice has advised that he is eligible for access to
classified information.

Accordingly, it is HEREBY ORDERED as follows:

(1) Ben Johnson is appointed as amicus curiae in this matter pursuant to section
103()}2)(B);

(2) Pursuant to section 103(i)}(6)(A)i), the Court has determined that the materials

identified in Exhibit A (attached hereto) are relevant to the duties of the amicus curiae. The

—TFORSECRET/SIHORCONNOFORIN- Page 2
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Clerk of the Court shall make the materials identified in Exhibit A available to the amicus curiae
on November 8, 2018, or as soon as practicable thereafter;

(3) With the guidance and assistance of the Security and Emergency Planning Staff
(SEPS) of the United States Department of Justice, the amicus curiae shall handle classified
information in accordance with the Security Procedures Established Pursuant to Public Law No,
95-511, 92 Stat. 1783, as Amended, By the Chief Justice of the United States for the Foreign
Intelligence Surveillance Court And the Foreign Intelligence Surveillance Court of Review (Feb.
21, 2013) (“Security Procedures”) (copy attached at Exhibit B). For purposes of the Security
Procedures, the amicus curiae shall be regarded as court personnel;

(4) Section 103(i)(6)(C) provides: “An amicus curiae designated or appointed by the court
may have access to classified documents, information, and other materials or proceedings only if
that individual is eligible for access to classified information and to the extent consistent with the
national security of the United States.” The Court believes that, in this maiter, the amicus
curiae’s access to classified information pursuant to paragraphs (2} and (3} above is consistent
with the national security of the United States. If, however, the government believes otherwise,
it shall provide written notice and explanation to the Court by November 5, 2018;

(5) The attomey for the government shall ensure that the Attorney General receives a
copy of this Order pursuant to the notification requirement at section 103(i)(7).

ENTERED this 2 2 day of October 2018.

ROSEMARY M. COLLYER
Judge, United Sfates Foreign
Intelligence Surveillance Court

| mcmef Deputy (t:_letk.
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EXHIBIT A i_eeAnn Flynn Hall, Clerk of Court

From the above-captioned matter:

Application and proposed orders, including any supporting materials submitted by the
government (may be provided in “read copy” form if government does not file in final
form prior to November 8, 2018)

From Docket No. PR/TT ||

Memorandum Opinion issued _ b1 per FBI
b3 per FBI

From Docket No. PR/TT [ b7E per FBI

Application and Orders
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+  LeeAnn Flynn Hall, Clerk of Court

Security Procedures Esteblished Pursuset g Public Law Ne. 95.511, 52 Stet. 1783
Amended, By the Chief Justice of the United States for the Ford!g'n lnltlﬂgez:i' “
Survellierice Court 4nd the Foreign Intelligence Surveillssce Cogrt of Review

l. Purpose. The purpose of these procedures, &5 revised, is to meet the court security
Intelligence Surveillance Act of 1978, Pub, L. No. 95-511, 63 Stat

:?#uh'emuoftbel-‘oreign '
1783, a5 emended (“the Act™). These security pracedures epply to both the Forej Intelligence
Sme.ﬂ!mce Court established undar § 103(s) of the Act end the Foreign hmlligmg:
Surveillsnee Court of Rcwew esteblished under § 103(b), and to &l supparting persanne! of seid
courts. Mptwﬁe;mofmmm.hm&mu.mm:my
ptqeedmessh:ubeuedbybothmmﬁ.wbjeammchexmpﬁomnmybémﬁudbyme
Clnef.fus{:’w nmmmmwwmmmwmmmmm
andﬂsenmofﬂaﬁnwrmﬂigmeeumqﬁmdbyzhemandwmcm
procedures issued on May 18, 1979, The term “court" as used herein refurs to bath Courts.
court, including a heering

2. Quarters end Facilities. The quarters and fucilities of the
room, work chambers, end storege fucilities for court records, shall be constructed and
maintained in sccordance with applicabls construction standerds Ppertaining to sensitive
comgm.-.nmd information facilities adopted by the Director of Nationgl Intelligence, The
loe'cnon cf court facilitics may be changed by the court from time to ime in consu!taﬁ'on with the
Chicf Justice, the Attorney Geners!, and the Director of National Intelligence,

3. Members of the Court, Judges to be designated &5 memberg trgusng
§ 103 of the Act shall be subject, before designation; to an updated mﬁfﬁ"&ﬁféwm t;o
be conducted .by the Federal Bureau of Investigation under appliceble Executive Branch
mggd: for investigations performed in support of determinationt of cligibility for sccess 1o
sensitive compartmented informstion or other classified nationa! security information, insofar gs
tbfy mey be deemed epplicable to the cours. If s question of suitability t6 serve on the court is
reised et any time efter initial sppointment, the matter is to be refered to the Chief Justice, wha
m:.yel.ec!to consult with the Attorney Generai and the Director of Naong} Intelligence
regerding the security significance of the matter before taking such zction & the Chief Justice

Personmel. The court may have & Clerk of Court and euch other

4 .dppai_nmwuwf
Iegug, admmistnuveorsuppoupemmeluitmmqﬁm Thewmmydsoumgeﬁmhe
services of & court reporter, as it deems appropriste. Such personne] ray have access to court

! Section 103(c} of the Act reads in pertinent part: “The recerd of roceedings
this Act, includiugappﬁmﬁansnmdemdordmmwd, shan-bemﬁnwmgundumw?“
measures esteblished by the Chief Justice in consultation with the Attoney General and the
Director .ofNahoml Intelligence.” See olto § 302(e) (physice! sezrch Roceedings); § S01(5(¢)
(procwdgngs regarding the production of records or other tangible thing). § T02k)X1)
(proceedings regarding certain acquisitions of foreign inteiligence infomution),
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records and proceedings, including sensitive compertmented information or other classified
nationel security information contained therein, only as authorized by the court and only to the
extent necessary to the performance of an officinl function. Personnel sppointed by or
designated for service to the court shall undergo appropriate backpround investigation by the

¢ Executive Branch standards for investigations

Federal Bureau of Investigation under applicab!
performed in support of determinations of cligibility for sccess to sensitive compartmented

security significance before taking such sction as it deems &ppropriate,

5. Security Officer. The court shal) designate a5 security officer the Director, Security
and Emergency Planning Staff, Department of Justice, or another individuel who hss
demonstrated competence in providing security for classified nstiona security information and
sensitive compartmented information from among candidstes submitted by the Attorney Geners)
and the Director of Nationa! Intelligence. One or more alfernate security officers may be
designated by the court as required. The security officer shall serve at the pleasure of the court
and will niot be subject to remova! by the Executive Branch without the concurrence of the cour,
The security officer (and altemnates) may be Executive Branch empioyees and may perform other
duties in the Executive Branch, 5o long es such duties do not conflict with their responsibilities to
the court.  Additional personnel mey be provided by the Department of Justice to perform
incidental security and administrative functions for the court provided appropriste security
clearances have been obtained,

The security officer shall be responsible to the court for document, physical, personnel,
and communications security. Under the supervision of the court, the security officer shall take
measures reasonably necessary to fulfill these responsibilities. The security officer shall arrenge,
&1 & minimum, for &n annus! security review of court quartess arid facilities and shall submit &
report to the court,

6. Security Functions of the Clerk of Cowrt. The Clerk of Court, with the sdvice and

concusrence of the security officer, shall establish end maintsin & conirol and accountability
ings before the caurt thet involve clasified netions] security

system for all records of proceed
information, and any other records or documents the court may designate, The Clerk, in
consultation with the security officer, shall further ensure that 21l courtreeords are merked with
eppropriste security clessifications in sccordance with Executive Order 13526 and its successors,
and procedures to be established by the court.

Teords (including notes,

7. Court Proceedings. The court shall ensure that all court
Maurity information ere

draft opinions, and related materisis) that contain clessified national
maintained according to gpplicable Executive Branch security standard: fpr storing and handling
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classified national security information. Records of the court shall nat be removed from its
le court rule, and these procedures. Insofar

premises except in accordance with the Act, applicab

as the court may direct, the Clerk of the Court mey, in coordinetion with the security officer,

arrange for off-site storage of court records, provided that clessified nationa} security information
ined therein is maintsined sceording to the sbove-referenced security standards,

and exhibits submitted in support of applications to the court may be retumed by the court to the

spplicant on & trust receipt basis.

Whenever & party other than the government makes & submission to the court that
security information, the court ghyf] promptly coordinzte

potentially conteins classified national
with the security officer to determine wheter the submission conteing clsssified nations] security

procedres. The sccurity officer shall, after consulting with the Sour, advise the parties of the
results of the determination. [f it is determined that the submission does cantain clagsified

i jon, the security officer shall ensure that it is msarked with sppropriate
classification markings and the Clerk of Court shall ensure that it is handjed in accordance with
those markings under these procédures.

8. Security Pracedures for Section | 02(a} and Section 302(a), Certifications
transmitted by the Attorney General to the court under seal pursusnt to Section 102(z) or
Bection 302(a) of the Act shall be numbered in sequence by the Clerk of Court, who shall

by the designated niumber gnd dage of receipt,

maintain & record of all certiﬁcgt:'ons received
shall be filed under ses! in seperate

Certifications received by the court for retention only
storage compartments.. They shall only be accessed Jointly by a representative designated by the
court and & representative of the Executive Branch designated by the Attorney Genersl., They
may be unsealed only in accardance with the provisions of the Act,
persannicl shall be briefed on security

9. Treining. Members of the court au& court
measures sppropriate to the functions of the court by designees of the Attorney General and the

Director of National Intelligence, '

10. Term. These procedures shall remzin in effect until modified i writing by the
Chief Justice after consultation with the Attomey General and the Direct, of Nations] '

Intelligence.

—— e
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Issued this et dey of REAMARY | 2013, after consultation w '
_ Elekday of REERHARY. , 2013, with Genenal
of the United States and the Director of National Intslligence as required I:r‘;: ;‘t:remgx

Intelligence Surveillance Act,

John*G. \Roberts, Jr.
Chief Justice of the United Stateg

The Attorney General concurs in the pracedures for safeguard; -
undr Scton 102(s)or Secion 302() ofte Act, a8 st fr i Pamgras g "> 1

Eric H. Holder, Jr.
Attomey General of the United Srates

® Section 103(c) provides that the Chief Justice shall establish s cedures
the court in consultation with the Attomey General and the Director ofmnzzammmfor
Sections 102(s)(3) and 302(e)(3) provide that certificstions of the General issued in
aoeor.danee with Section 102(s)(1) or Section 302(a)(1)(A) of the Act shg) be maintained ul:da-
securily measures established by the Chief Justice with the conCUrTenciof the Attorney Gen
in consultation with the Director of Nationa! Intelligence, ¥ General,
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